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A typical day at work for Ray: 
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›  Ray logs into his system, brings up email, and 
goes through messages 

›  He sees a email from a trusted partner and opens 
the attachment 

›  Ray finishes mail and logs into an internal  web-
based workflow application to check progress of a 
proprietary project being worked 

›  He then goes to Internet and logs into brokerage 
account to check stocks; he uses personal token 
for strong authentication.  

›  Ray checks his email again, cause he can’t help it 
›  Ray brings up customer’s sensitive application 

that requires him to plug in his ID card into reader 
for authentication 

Ray	  works	  for	  a	  company	  with	  a	  mature	  security	  architecture	  and	  uses	  all	  best	  prac7ces	  



Material Copyright DMI 2012 and may not be copied or redistributed without written permission. 

What Happened During Ray’s Typical Day? 

An attacker stole the credentials without Ray ever 
knowing for: 
Rays Corporate account, Personal Account, and Customer 
Account. 

      How did they do it? 
3	  
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What Really Happened? Day 0 
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Day 1, Capture Account Credentials, Drop 
advanced capture tools 
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•  The next day, the 
attacker uses 
captured credentials 
to log into the project 
workflow application 
with Ray’s credentials 
and starts 
downloading 
documents. 

•  The attacker installs 
additional tools to 
allow him to get in the 
middle of the login, 
the next time Ray 
uses 2 factor 
authentication for 
more sensitive 
applications. 
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Day 2, Man in Middle secure application access, 
Brokerage account 
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•  The following day, 
Ray logs into his 
computer, and 
performs almost the 
same routine as 
before; but things are 
different… 
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Day 2, Man in Middle secure application access, 
Customer Application 
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•  Ray logs into his 
customer’s sensitive 
application, he inserts 
his smartcard, and 
enters his PIN.   

 Internet	  

Company	  
Network	  

SensiEve	  
applicaEon	  

Ray’s	  Computer	  

Authen'ca'on	  
1.  User	  ID	  
2.  Password	  
3.  CAC	  Card	  

5	  

A;acker	  

Exfiltrate	  
Customer	  
data	  

Installs	  
Tools	  

Ray’s	  
credenEals	  



Material Copyright DMI 2012 and may not be copied or redistributed without written permission. 

How Could this be prevented? 
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Two Technology Options: 
 
u Credentials stored and protected in 

Trusted Processor Module (TPM) 
u Trusted Container protected by 

hardware root of trust. 
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Trusted Processor Module (TPM) – How does it 
work? 
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TPM’s	  provide	  a	  foundaEon	  of	  trust	  based	  on	  
minimum	  set	  of	  security	  features:	  
•  protected	  capabiliEes	  
•  integrity	  measurement	  
•  integrity	  reporEng	  
	  
	  
These	  allow	  you	  to:	  
•  Securely	  store	  cryptographic	  keys	  
•  Perform	  Integrity	  checking	  on	  hardware	  

components	  (i.e.,	  BIOS,	  MBR)	  
•  Perform	  a;estaEon	  on	  processes	  
•  Root	  of	  a	  chain	  of	  trust	  
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How does this help applications? 

•  Secure store of credential that cannot be spoofed, 
captured, or replayed 

•  Linking TPM to application authentication can 
prevent these specific attacks, and alert that there 
is a problem 

•  Requiring secure container for sensitive 
applications will prevent corrupted systems from 
accessing application 

•    

10	  
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Ray’s company Workflow application could be 
protected by TPM authentication 
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How Ray’s Broker could protect him with TPM 
authentication 
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Ray’s Customer Application could be protected 
using TPM 
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How Ray’s Workflow Application could be protected 
with Trusted Container 
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How Ray’s Broker could be protect with Trusted 
Container 
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Ray’s Customer Application could be protected using 
Trusted Container 
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•  Trusted Online Transactions 
›  Strong trusted authentication for all transactions 

•  Credentials that cannot be captured or spoofed; phishing sites 
and keystroke logging would be a thing of the past allowing: 

»  E-Commerce 

»  E-Voting 

•  Environmentally Conscious 
›  With trusted electronic signatures, huge stacks of paper 

being printed for legal and real estate transactions will be a 
thing of the past. 

•  Privacy Control 
›  Privacy through encryption of data at rest and in transit, and 

the ability for granular access control 

Future Applications for Trusted Technology 
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Questions and Discussion 
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Thank You! Rick Doten, CISSP,  RKC 
Chief Information Security Officer 
DMI 
Bethesda, Maryland 
rdoten@dminc.com 
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