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Overview 
•  Vendor	  agnos'c	  allowing	  for	  role	  as	  trusted	  
advisor	  

•  “Foot	  Soldier”	  on	  the	  front	  lines	  
•  Assessment,	  implementa'on,	  and	  driving	  
soFware	  security	  

•  Common	  ques'on	  from	  C-‐Level	  is	  “What	  is	  the	  
REAL	  Risk?”	  of	  both	  Vulnerabili'es	  and	  the	  
Applica'on	  as	  a	  whole	  



Problem Set 

Development	  Organiza'on	   Security	  Organiza'on	  

The	  Business	  



Common Metrics 
•  Security	  

•  No	  of	  Vulnerabili'es	  by	  Severity;	  No	  of	  
Applica'ons	  Scanned	  vs	  Not	  Scanned;	  No	  of	  
Excep'ons	  

•  Development	  
•  Time	  to	  remediate	  Vulnerabili'es;	  No	  of	  Defects	  

(Security);	  No	  of	  recurring	  defects	  
•  Business	  

•  Cost	  of	  addi'onal	  'me	  to	  remediate;	  No	  of	  
resources	  



Other Metrics 
•  ROI	  for	  Training	  

•  More	  difficult	  to	  determine	  
•  Requires	  combina'on	  of	  rate	  and	  reoccurrence	  of	  

defects	  before	  and	  aFer	  training	  
•  Also	  requires	  'me	  to	  remediate	  before	  and	  aFer	  

training	  
•  This	  is	  becoming	  increasing	  important	  for	  large	  

organiza'ons	  	  
•  WRT	  –	  Weighted	  Risk	  Trend	  over	  'me	  

•  Uses	  an	  arbitrary	  weight	  of	  the	  Applica'on’s	  Risk	  
with	  the	  vulnerabili'es	  iden'fied	  

•  Challenge	  is	  how	  is	  this	  rate	  determined?	  



The Cholesterol Problem 
•  Total	  Cholesterol	  of	  235	  –	  High	  Risk	  of	  heart	  
disease,	  heart	  a`ack,	  or	  stroke	  
•  Fix:	  Medica'on	  
•  Impact:	  High	  cost,	  significant	  side	  effects	  
•  But	  what	  are	  the	  real	  risks	  based	  on	  other	  factors	  

(context),	  e.g.	  LDL,	  HDL,	  Triglycerides,	  Family?	  



The Cholesterol Problem in rating 
Vulnerabilities in an Applications 
•  Applica'on	  Security	  Vulnerabili'es	  are	  being	  
treated	  as	  Cholesterol	  –	  remediate	  now	  or	  risk	  
compromise!	  

•  As	  with	  Cholesterol,	  this	  perceived	  approach	  is	  
not	  considering	  the	  real	  vs	  perceived	  Risks,	  i.e.	  
Context	  



How Vulnerabilities are Rated Today 
Policies,	  Procedures,	  

and	  Guidelines

•  This	  produces	  a	  list	  of	  
Vulnerabili'es	  by	  Cri'cality	  with	  
remedia'on	  sugges'ons	  	  

•  Difficult	  to	  accurately	  assess	  Real	  
vs	  Perceived	  Risk	  

•  Perceived	  Risk	  is	  always	  present	  	  
void	  of	  any	  mi'ga'ng	  controls	  	  

•  This	  	  translates	  to	  immediate	  
remedia'on	  =	  wasted	  $$$	  

•  Most	  Tools	  allow	  some	  
form	  of	  rules	  and	  “policy”	  
crea'on	  to	  try	  and	  priori'ze	  
the	  Vulnerabili'es	  

•  However,	  while	  this	  	  may	  
reduce	  the	  result	  set,	  the	  
Perceived	  Risk	  issue	  is	  s'll	  
present	  –	  the	  Cholesterol	  
Problem	  

This approach was necessary to get the focus 
and attention on identifying and fixing 

application weaknesses. However, this has to 
evolve to calculate real Risk with associated, 

actionable vulnerabilities which leads to 
intelligent and objective decision making 



Real Risk Actionable Vulnerabilities 

•  This	  is	  the	  view	  from	  an	  Applica4on’s	  
perspec4ve	  

•  Weighted	  factors	  consider	  the	  number	  of	  
forms,	  users,	  sensi4ve	  data,	  servers	  used,	  
and	  authen4ca4on/	  authoriza4on	  used	  

•  This	  Weight	  is	  then	  applied	  to	  the	  output	  
from	  scanning	  



Real Risk Rating Example 
Name	   NoOfOccurances	   CalculatedRiskRa'ng	   RiskRa'ngName	   AssignedRa'ng	   AssignedRa'ngVal	   ProbOfOccurance	  

MonthsBetweenS
cans	  

Improper	  Valida'on	  of	  Array	  Index	   4	   2.130972215	  Low	   Medium	   0.66	   0	   12	  

Double	  Free	   1	   2.36118805	  Low	   Medium	   0.66	   0	   12	  

Improper	  Valida'on	  of	  Host-‐specific	  Cer'ficate	  
Data	   1	   2.36118805	  Low	   Medium	   0.66	   0	   12	  

Insufficient	  Entropy	   3	   2.36118805	  Low	   Medium	   0.66	   0	   12	  

Insufficient	  Entropy	   3	   2.36118805	  Low	   Medium	   0.66	   0	   12	  

Insufficient	  Entropy	   3	   2.36118805	  Low	   Medium	   0.66	   0	   12	  

External	  Control	  of	  File	  Name	  or	  Path	   14	   2.130972215	  Low	   Medium	   0.66	   1	   12	  

Use	  AFer	  Free	   1	   1.252145178	  Low	   Low	   0.35	   0	   12	  

Unchecked	  Error	  Condi'on	   3	   1.252145178	  Low	   Low	   0.35	   0	   12	  

Informa'on	  Exposure	  Through	  Sent	  Data	   129	   1.130061023	  Low	   Low	   0.35	   10	   12	  

Applica'on	  Risk	  Ra'ng	   1.221052949	  Low	  



Questions? 
Mark	  Wireman	  
860-‐560-‐6557	  
mwireman@openskycorp.com	  
	  


