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So#ware	  with	  unknown	  behavior	  has	  
unknown	  security	  

	  
Computer	  programs	  are	  mathema8cal	  
ar8facts,	  subject	  to	  mathema8cal	  

analysis	  

Two	  Observa3ons	  



So5ware	  Behavior	  Computa3on	  	  

•  New	  technology	  for	  so#ware	  (malware)	  analysis	  	  

•  What	  is	  computed	  behavior?	  
– What	  a	  program	  does	  in	  all	  circumstances	  	  
–  The	  as-‐built	  specifica8on	  

•  What	  are	  key	  proper8es?	  
–  Programs	  as	  rules	  for	  mathema8cal	  func8ons	  
–  Operates	  on	  seman8cs,	  not	  syntax	  
–  Analyzes	  binaries	  to	  approach	  ground	  truth	  	  
– Mathema8cal	  precision,	  no	  heuris8cs	  
–  Does	  not	  look	  for	  things	  in	  code	  	  	  	  



Func3on	  Extrac3on	  (FX)	  History	  

•  1990s:	  Mathema8cal	  founda8ons	  for	  deriving	  program	  behavior	  
developed	  at	  IBM	  

•  2007:	  Carnegie	  Mellon	  CERT	  FX	  project	  to	  compute	  behavior	  of	  
compiled	  binaries	  applied	  to	  (see	  CERT	  research	  reports)	  

•  2010:	  FX	  team	  brought	  to	  ORNL	  -‐-‐	  access	  to	  HPC	  for	  Hyperion	  
development	  
–  Automated	  Vulnerability	  Detec8on	  Project 	   	   	  	  (DOE)	  
–  Ultrascale	  Verifica8on	  of	  Security	  Proper8es	  Project 	  	  (Internal	  R&D))	  
–  So#ware	  Moderniza8on	  Research	  Project	   	   	   	  	  (MITRE/IRS)	  
–  Classified	  Project 	   	   	   	   	   	   	   	   	  	  (Federal	  sponsor)	  



Key	  Concept:	  Program	  Structuring	  

if	  x	  >	  y	  

then	  

	  	  	  	  	  	  	  	  	  	  t	  :=	  x;	  

	  	  	  	  	  	  	  	  	  	  x	  :=	  y;	  

	  	  	  	  	  	  	  	  	  y	  :=	  t	  

else	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  x	  :=	  x	  +	  y;	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  y	  :=	  x	  –	  y;	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  x	  :=	  x	  –	  y	  

endif;	  

t	  :=	  x;	  

x	  :=	  y;	  

y	  :=	  t	  

Transforma3on	  to	  
structured	  form:	  

if	  x	  >	  y	  goto	  A	  

goto	  B	  

C:	  	  t	  :=	  x;	  

	  	  	  	  	  x	  :=	  y;	  

	  	  	  	  	  y	  :=	  t	  

	  	  	  	  goto	  D	  

A:	  t	  :=	  x;	  

	  	  	  	  x	  :=	  y;	  

	  	  	  	  y	  :=	  t;	  

	  	  	  goto	  C	  

B:	  x	  :=	  x	  +	  y;	  

	  	  	  	  y	  :=	  x	  –	  y;	  

	  	  	  	  x	  :=	  x	  –	  y	  

	  	  	  	  goto	  C	  

D:	  

Unstructured	  
spagheZ	  logic:	  

Structure 
Theorem 

Defines	  transforma3on	  from	  
complex	  logic	  into	  func3on-‐
equivalent	  structured	  form	  

expressed	  in	  sequence,	  i5henelse,	  
and	  whiledo	  control	  structures.	  

Automa3cally	  transforms	  code	  into	  systema3c	  form	  



Key	  Concept:	  Behavior	  Computa3on	  	  
	  	  	  Program:	  
	  	  	  	  	  do	  
	  	  	  	  	  	  	  	  	  x	  :=	  x	  +	  y;	  
	  	  	  	  	  	  	  	  	  y	  :=	  x	  -‐	  	  y;	  
	  	  	  	  	  	  	  	  	  x	  :=	  x	  -‐	  	  y	  
	  	  	  	  	  	  enddo	  

Computa8on:	  
	  
	  	  	  assignment 	  	  	  	  	  	  	  	  x 	   	  	  	  	  	  	  y	  
	  
1	  	  	  	  	  x	  :=	  x	  +	  y	   	  x1	  =	  x0	  +	  y0 	   	  y1	  =	  y0	  
2	  	  	  	  	  y	  :=	  x	  -‐	  y 	   	  x2	  =	  x1 	   	  y2	  =	  x1	  -‐	  y1	  
3	  	  	  	  	  x	  :=	  x	  -‐	  y 	   	  x3	  =	  x2	  -‐	  y2 	   	  y3	  =	  y2	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Deriva8ons:	  
	  x3	  =	  x2	  -‐	  y2 	  	  	  	  	  	  	  	   	  	  	  	  	  	  	  	  	  y3	  =	  y2	  
	  	  	  	  	  	  =	  x1	  -‐	  (x1	  -‐	  y1) 	  	  	  	  	  	  	  	  	  	  	  	  	  	  =	  x1	  -‐	  y1	  
	  	  	  	  	  	  =	  y1 	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  =	  x0	  +	  y0	  -‐	  y0	  
	  	  	  	  	  	  =	  y0 	   	  	  	  	  	  	  	  	  	  	  	  	  	  	  =	  x0 	  	  	  

	  	  	  	  	  	  true	  à	  
	  	  	  	  	  	  	  	  	  	  	  x	  :=	  y	  
	  	  	  	  	  	  	  	  	  	  	  y	  :=	  x	  

	  	  	  	  	  (swaps	  values	  of	  x	  and	  y)	  

	  Computed	  behavior:	  

Conditional  
concurrent 
assignment 
(CCA) 

(x,	  y	  integers;	  
machine	  precision	  aside)	  

Correctness 
Theorem 

Defines	  mathema3cal	  transforma3ons	  from	  
procedural	  logic	  expressed	  in	  sequence,	  
i5henelse,	  and	  whiledo	  forms	  into	  
behaviorally-‐equivalent,	  func3onal	  forms.	  	  



Key	  Concept:	  Stepwise	  Computa3on	  

if	  x	  >	  y	  
then	  

	  	  	  	  	  	  	  	  	  	  t	  :=	  x;	  
	  	  	  	  	  	  	  	  	  	  x	  :=	  y;	  
	  	  	  	  	  	  	  	  	  y	  :=	  t	  

else	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  x	  :=	  x	  +	  y;	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  y	  :=	  x	  –	  y;	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  x	  :=	  x	  –	  y	  

endif;	  
t	  :=	  x;	  
x	  :=	  y;	  
y	  :=	  t	  

	  t,	  x,	  y	  :=	  x,	  y,	  x	  

x,	  y	  :=	  y,	  x	  

x	  >	  y	  	  	  à	  (t,	  x,	  y	  :=	  x,	  y,	  x)	  |	  	  
x	  <=	  y	  à	  (x,	  y	  :=	  y,	  x)	  

x,	  y	  :=	  y,	  x	  

(x,	  y,	  t	  integers;	  t	  a	  local	  variable;	  machine	  precision	  aside)	  

x,	  y	  :=	  y,	  x	  	  

	  t,	  x,	  y	  :=	  x,	  y,	  x	  

(Dropping	  t	  	  
as	  local)	  

x,	  y	  :=	  y,	  x	  x,	  y	  :=	  y,	  x	  

First	  step:	  	  
three	  sequence	  
computa3ons:	  

Second	  step:	  
i5henelse	  

computa3on:	  
Third	  step:	  a	  reduc3on	  
and	  one	  sequence	  

computa3on:	  

Program	  is	  iden3ty	  
func3on	  -‐-‐	  has	  no	  effect.	  

	  t,	  x,	  y	  :=	  x,	  y,	  x	  

if	  x	  >	  y	  
then	  
	  
	  
	  

else	  
	  
	  
	  

endif;	  

Prepara3on:	  
transforma3on	  to	  
structured	  form:	  

x,	  y	  :=	  x,	  y	  

Mathema3cal	  analysis	  of	  program	  seman3cs	  

Program	  is	  
	  iden3ty	  func3on	  
	  -‐-‐	  has	  no	  effect.	  



Example:	  A	  Loop	  Behavior	  Computa3on	  

Input code Structured code 

Computed behavior expressed 
as a Conditional Concurrent 

Assignment (CCA) 



The	  Behavior	  Computa3on	  Process	  

Input:	  malware	  
binary	  code	  

Transform	  instruc3ons	  
to	  seman3c	  form	  

Transform	  code	  to	  
structured	  form	  

Compute	  code	  
behavior	  

Analyze	  behavior	  
func3onality	  

Output:	  malware	  
behavior	  and	  analysis	  

Instruc3on	  seman3cs	  
repository	  

Behavior	  Specifica3on	  
Unit	  (BSU)	  repository	  

Defines	  func3onal	  
effect	  of	  instruc3ons	  

Defines	  precise	  
behavior	  abstrac3ons	  

Behavior	  expressed	  as	  
Condi3onal	  Current	  
Assignments	  (CCAs)	  

Behavior	  abstracted	  to	  
Behavior	  Specifica3on	  	  

Units	  (BSUs)	  



Computing Behavior of a Virus  
in Various Forms 



11 11 

OW28b Virus Code 



12 12 

Virus Behavior – Four Cases 

This is a self-replicating virus  
that destroys your data 

Fourth case: virus writes  
itself (39 bytes) 

into the existing file, 
overwriting your data 



13 13 

Virus Obfuscated by an Intruder Tool 
Massive amount of 

spaghetti logic  
has been introduced 



14 14 

Obfuscated Virus – Same Behavior  

Same behavior is 
calculated despite 

the obfuscation 

Fourth case: the virus opens  
and writes to an existing file, 

overwriting your data  
(length of virus is different) 

Spaghetti logic transformed to 
structured form  

(jumps are comments) 

FX blocks control obfuscation as 
a weapon for intruders 



15 15 

Two cases of 
behavior  

Computed Behavior of 10K-line Program  

 What happens when the OW28b virus  
 is hidden in this program? 
 
•   No two lines adjacent. 

•   Triggered by an obscure condition. 



16 16 

Five cases  
of behavior  

One of the two 
original cases  

Cases 1,2, 4, and 5 
show the ow_28b 

virus behavior  

Behavior of Program with OW28b Virus 

FX blocks obfuscation through 
hiding as a weapon for intruders 



Computing Behavior of an 
Embedded Software Component 



Behavior Computation for Robot Arm 

•   Matrix operations key to robot spatial maneuvering    

•   Behavior computations carried out for assembly code that  
   computes A X B à C: 

            1. Various matrix sizes 

              No errors, obfuscations, or malware inserted  

            2. Programming errors/insider corrupted functionality  

              Errors/changes inserted 

            3. Intruder attacks   

              Obfuscation, interleaving, malware inserted 
             



Behavior Specification Units (BSUs)  

•   BSUs operate on computed behavior: 
  Pre-defined units of specification 

 Very general (many implementations, one behavior)  

    Define once, reuse forever 

  

•    Serve as  

 Functional specifications:   Malware components 

 Semantic signatures:           Malicious behavior 

 Behavior structures:            Human understanding   



BSUs for Matrix Operations 

BSU definitions: 
•  Vector memory shape BSU 

        start, number of elements, stride 
•  Dot product BSU 

       row and column vectors, element products and 
          summations 
•  Matrix memory shape BSU 

       start, number of vector rows, number of vector 
          columns 
•  Matrix multiplication BSU  

       matrix of dot products 



REGISTERS 
 
EAX := DOT_PRODUCT of  
            VECTOR(4) at (12 + (dword at (8 + ESP))) by stride 16  
            and  
             VECTOR(4) at (48 + (dword at (4 + ESP))) by stride 4 
   
ECX := DOT_PRODUCT of  
            VECTOR(3) at (12 + (dword at (8 + ESP))) by stride 16  
            and  
            VECTOR(3) at (48 + (dword at (4 + ESP))) by stride 4 
   
EDX := dword at (60 + (dword at (4 + ESP))) 
   
EIP  := dword at ESP 
   
ESP := 4 + ESP 
 

CONDITION 
 
          TRUE à 

MEMORY 
 
M :=  
MATRIX of dwords at (dword at (12 + ESP) :=  
       MATRIX_MULTIPLICATION of  
              MATRIX(4,4) of dwords at (dword at (4 + ESP))  
              and  
              MATRIX(4,4) of dwords at (dword at (8 + ESP))) 
 
label := "exit” 

FLAGS 
 
AF := false 
CF := arb_bool_val 
OF := arb_bool_val 
PF := is_even_parity_lowbyte(48 + (dword at (8 + ESP))) 
SF := is_neg_signed_32(48 + (dword at (8 + ESP))) 
ZF := (4294967248 == (dword at (8 + ESP))) 

Behavior computation for A x B à C: 
4x4 and 4x4 matrices with no errors, obfuscations, or malicious content 

C matrix is initialized before matrix calculations are performed 



CONDITION 
 
          TRUE à 

                            Behavior computation for A x B à C:    
4x4 and 4x4 matrices with programming error (or corrupted function) 

C matrix is not initialized.  Behavior computation stops at dot products of vectors 
because matrix multiplication BSU is not satisfied.  Each C matrix element is the 
sum of the uninitialized value plus the dot product operation for that element. 

REGISTERS 
 
EAX := (dword at (60 + (dword at (12 + ESP))) +  
DOT_PRODUCT of 
             VECTOR(4) at (12 + (dword at (8 + ESP))) by stride 16  
             and  
             VECTOR(4) at (48 + (dword at (4 + ESP))) by stride 4 
   
ECX := (dword at (60 + (dword at (12 + ESP))) + 
DOT_PRODUCT of  
            VECTOR(3) at (12 + (dword at (8 + ESP))) by stride 16  
            and  
           VECTOR(3) at (48 + (dword at (4 + ESP))) by stride 4 
   
EDX := dword at (60 + (dword at (4 + ESP))) 
   
EIP := dword at ESP 
   
ESP := 4 + ESP 

MEMORY 
 
M :=  
dword at (dword at (12 + ESP)) :=  
dword at (dword at (12 + ESP)) +  
DOT_PRODUCT of 
     VECTOR(4) at (dword at (4 + ESP)) by stride 4  
     and  
     VECTOR(4) at (dword at (8 + ESP)) by stride 16 
         
dword at (4 + (dword at (12 + ESP)) :=  
dword at (4 + (dword at (12 + ESP))) +  
DOT_PRODUCT  of 
     VECTOR(4) at (dword at (4 + ESP)) by stride 4  
     and  
     VECTOR(4) at (4 + (dword at (8 + ESP))) by stride 16  
         
dword at (8 + (dword at (12 + ESP)) :=  
dword at (8 + (dword at (12 + ESP))) + 
DOT_PRODUCT  of  
     VECTOR(4) at (dword at (4 + ESP)) by stride 4  
     and  
     VECTOR(4) at (8 + (dword at (8 + ESP))) by stride 16  
… 

(Flags not shown) 



                           Behavior computation for A x B à C:    
4x4 and 4x4 matrices with obfuscation, interleaving, embedded malware 

(Flags not shown) 

CONDITION 1 
 
create_file_succeeded( 
     file_name_addr = 158, 
     file_attribute = (word at (40 + (dword at (4 + ESP))))) 
and 
write_file_succeeded( 
     file_handle = get_new_file_handle( 
             file_name_addr = 158, 
             file_attribute = (word at (40 + (dword at (4 + ESP))))), 
     buffer_to_write = 0, 
    num_bytes_to_write=6738)    

MEMORY 
 
M :=  
 
MATRIX of dwords at 100 :=  
     MATRIX_MULTIPLICATION of 
          (MATRIX(3,4) of dwords at (dword at (4 + ESP)))  
          and  
          (MATRIX(4,4) of dwords at (dword at (8 + ESP)))  
         
MATRIX of dwords at (dword at (12 + ESP)) := 
     MATRIX_MULTIPLICATION of  
          (MATRIX(4,4) of dwords at (dword at (4 + ESP)))  
          and  
          (MATRIX(4,4) of dwords at (dword at (8 + ESP)))  FILE SYSTEM 

 
FILES :=  
 
create_file_and_truncate( 
     file_name_addr = 158,  
     file_attribute = (word at (40 + (dword at (4 + ESP))))) 
then 
write_file( 
     file_handle = get_new_file_handle( 
          file_name_add r= 158,  
          file_attribute = (word at (40 + (dword at (4 + ESP))))),  
     buffer_to_write = 0,  
     num_bytes_to_write = 6738) 

OPERATING SYSTEM 
 
DOS :=  
 
mark_file_handle_as_writing( 
     file_handle = get_new_file_handle( 
          file_name_addr=158, 
          file_attribute = (word at (40 + (dword at (4 + ESP))))),  
     buffer_to_write=0,  
     num_bytes_to_write=6738) 



                 Behavior computation for A x B à C:     
4x4 and 4x4 matrices with obfuscation, interleaving, embedded malware 

CONDITION 2 
 
create_file_succeeded( 
     file_name_addr = 158, 
     file_attribute = (word at (40 + (dword at (4 + ESP))))) 
and 
write_file_failed( 
      file_handle = get_new_file_handle( 
             file_name_addr = 158, 
             file_attribute = (word at (40 + (dword at (4 + ESP))))), 
      buffer_to_write = 0, 
     num_bytes_to_write=6738)    

CONDITION 4 
 
create_file_failed( 
     file_name_addr = 158, 
     file_attribute = (word at (40 + (dword at (4 + ESP))))) 
and 
write_file_failed( 
      file_handle = get_new_file_handle( 
             file_name_addr = 158, 
             file_attribute = (word at (40 + (dword at (4 + ESP))))), 
      buffer_to_write = 0, 
     num_bytes_to_write=6738)    

CONDITION 3 
 
create_file_failed( 
     file_name_addr = 158, 
     file_attribute = (word at (40 + (dword at (4 + ESP))))) 
and 
write_file_succeeded ( 
      file_handle = get_new_file_handle( 
             file_name_addr = 158, 
             file_attribute = (word at (40 + (dword at (4 + ESP))))), 
      buffer_to_write = 0, 
     num_bytes_to_write=6738)    

(In each case, a successful matrix multiplication  
is carried out, with side effects on the file system 
and operating system, but no malware replication.) 



Project	  Status	  

•  Next-‐genera8on	  Hyperion	  system	  under	  development	  
–  More	  powerful	  seman8cs	  language	  
–  More	  powerful	  rewriter	  
–  Parallel	  computa8on	  

•  Many	  applica8ons	  
–  Malware	  detec8on	  and	  analysis	  
–  Vulnerability	  detec8on	  
–  Rigorous	  so#ware	  development	  
–  Correctness	  verifica8on	  
–  Supply	  chain	  analysis	  
–  An8-‐tamper	  analysis	  
–  Hardware	  analysis	  
–  …	  



Long-‐Term	  Vision	  

Computed	  behavior	  available	  for	  all	  
common	  so#ware	  

	  
Behavior	  computa8on	  available	  for	  

one-‐off	  so#ware	  


