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April 24, 2002

National Credit Union Administration
cfo Credit Union National Assaciation
Mary Dunn, Associate General Counsel
Jeffrey Bloch, Assistant General Counsel
Sexnt via fax to; 1-202-638-7052

Dear Ms. Dunn & Mr. Bloch:

Thank you for the opportiunity to provide commments which will be
inchuded in the Study on Information Sharing Practices. Rogue
Federal Credit Union appreciates the ability tc be a part of this
important study.

Rogue Federal Credit Union is 2 community chartered credit union
established in 1956 currently with $229 million in assets and 34,500
members. RFCU’s members are served by our affilizts, a Credit
“Union Service Orzanization, which provides financial products and
services and money management services, These services canmot be
offered directly by the credit union under existing credit union
powers.

RFCU does not currently share member information with anyone
except as allowed under exceptions for processing transactions,
servicing accounts and under joint marketing agrecments, We also
share information with oar CUSQ as allowed under by GLBA and
FCRA. We do not curently offer an opt out to our members of any
of these imformation shaxing practices.

Further privacy safeguards are unnecessary and would not serve the
best intexest of the consumer or the financial institution, Ithink it
would be best to reinforce the adequate existing regulations.

It would also be helpful if financial institutions had more guidance in
interpreting the requitements and 2 safe harbor built into the
regulation for those who demonstrats compliance and an
understanding of the laws.

Thank you very nmch for considering these comments and those
included on the survey. :

CREDIT UNIOln\I

Respectfully,
% T
J » Josselyn

Compliance/Inteznal Anditor
Ropue Fedegal Credit Union
Medford, Oregon

(541) 858-752%
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1 Purposes for the sharing of confidential consumer information with affiliates or

with nonaffiliated third parties:

a. What types of information do financial institutions share with affiliates?
Wa may share personal information (such as pame, address, and account aumber) and
account information (such as type of aecovmts, account balances, and transaction history)
with our afliliate so they can serve members more efficiently,

b. What types of information do financial institutions share with nonaffiliated third
parties?
We share the following categories of information with third party service providers
depending on the specific services provided:

- Personal information {name, address, and acconnt number)
- Aceount information (type of accounts, account balances, and transaction history)
- Transaction information {(dates, amounts, locations, and type of transaction)

¢. Do financial institutions share different types of information with affiliates than with

nonaffiliated third parties? If so, please explain the differences in the types of information

shared with affiliates and with nonaffiliated third parties.
Depending on whether Information is shared in or out of an allowable exception, yes. Wa
would only share the information thst is necessary to complete whatever the need js. Ifa
nohaffillated third party is going to make an car insurance offer we might not make all
financial information avajlable, it would not be necessary. With onr afiiliate we would make
that information known to them because it would be useful v serving the needs of those who
use thelr services.

d. For what purposes do financial institutions share information with affiliates?
We skare information with our Affiliate who provides addiifonal financial services the credijt
union is unable to offer, inclzding but not imited to Guancial planning, sccurities brokerage
apd insurancs products and services,

e. For what purposes do financial institutions share information with nonaffiliated third
parties?
We share information with third parties when it i¢ necessary to tondact our operations,
including servieing accounts and processing transactions.

f. What, if any, limits do financial institutions voluntarily place on the sharing of
information with their affiliates and nonaffiliated third parties? Please explain.
We would only share relevant Information necessary to maintain member accounts and
services, offer new sexvices and what thie law allows or requires us to share.

g What, if any, operational limjtations prevent or inkibit financial institutions from
sharing information with affiliates and nonaffiliated third parties? Please explain.

Perhaps the biggest is the sharing of information ia cases where we have a nerchant who
wants to know whether s check is covered or quote a loan payofl for another financisl
institution. It has come to the point where we can’t get this type of information from other
financig} institatlons when we need it so we are intlined to not provide when we are sshed.
This could be a disservice to the copsnmer and prove to hinder their transaction with the
merchant or other financial institution.

h. For what other purposes would fnancial institutions like to share information but
currently do not? 'What benefits would financial institutions derive from sharing
information for those purposes? What currently prevents or inhibits such sharing of
information?



UD/UL/LVUL L4541 FPAA LVLII1L0LE3V UL s

Apr.25. 2002 2:15PM  RFCU ADMINISTRAT!ON No.3468 P. R

Asstated in 1. g. above, the threat of penalties and risks associated with sharing foformation
wtth others that shonld not have it has proven that some are interpreting the regulations to
mean that they caa’t or choose not to share anything ag a way to niinimize theilr risk. In my
opinion, it has come to this because of the lack of formal legal interpretation which we cam
stand behind and find safe harbor.

2. The cxtent and adequacy of security protections for such information:

a. Describe the kinds of safeguards that financial institutions bave in place to protect the
security of information. Please consider administrative, technical, and physical
protections, as well as the protections that financial institutions impose on their third-
party service providers.

We maintain strict policies and security controls to assure that membey juforzmation in onr
computer systemss and files is protected. Our employees are only permitted acceas to
member information that they raay need to perform their jobs and to provide service to the
member. Our employees have access to such member information as necessary to conduct a
transaction or respond to inguiries. All employees are trained to respect member privacy.
No one except our employees has regular access to the Credit Union computer system and
records sterage. The Credit Union has established internal security controls, including
physical, electronic, and procedural safeguards to protect the information members provide
us and the infermation we collect about them. We hold apaunl staff training to reinforce
these safeguards. We will continue to review our Internal secarity controls to safeguard
member information as we cmploy new technology in the future.

To protect the information wembers provide as oanline, we use multiple levels of security.
The application information we accept online and our Intermet Banking service relies on
industxy standard '‘Secore Sockets Layer” (SSL) encryption to secure member iransaction
information and commupication. If we ask members to e-mall us information other than
name, address, e-mail address and phone number, jt will be obtaiped using a secure (SSL
encryption) e-mail form. When consumers visit our wehsite, they can access site
information, without revealing their personal identity.

We require that onr afiiliate and nonaffilinted third pariies with whom wa share
information maintain at Jeast the same privacy and confidentiality standards as the credit
upion. We obtaln confidentiality statements and nop-reuse of information contract
amendments from affiliates and nonaffiliated thivd parties. These are subject to periodic
review.

b. To what extent are the safeguards described above required undex existing law, such as

the GLBA?
The safety and security procedures we have in place as described above are, in part,
required by the GLBA and osther regulatory requirements, both state and federal. They are
imdustry standard.

c. Do e:ushng statutory and regulatory requirements protect information adequate]y?

Financial institations have appreciated, as a gemeral business practice, the privacy and
confidentiality of customer recoxds for years. Many of the existing privacy models and best
practice models drafted within the last year have been derived from financial institution
operations]l policies and procedores.  Finamcial institutions have adequate privacy and
confidentiality plans in place. It would be prudent that these plans be reviewed and tested as
the GLBA requires. All finapcial institutions should be evaluated on a level playing field. A
plan that is not being followed JIeaves all financia) institutions open to reputation risk if one
fails to comply. Judge one, judge all,

d. What, if any, new or revised statutory or regulatory protections would be useful?
Please explain.
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In the finaneial institution industry it is often necessary that we share information such as
loan, payofis, verification of funds etc. with merchanis and others needing this ipformation to
complete a Smancial trapsaction the consumer has requested. At this point it has become
extremely diflicult for us get the information we need to process such requests. Becauseof
the GLBA. and many otber sach privacy protection rales some financial institutions have set *
a blanket ‘gag order’ on providing payoffs and verifications. We have continued to provide
this type of information to nonaffiliated third parties on 3 limited basis under the allowable
disclosure exception. We do complete due diligence prior to disclosing the information o
ensurc that we have a valid request for information and not someone pretexting. It would be
helpful if clarification of the exceptions that allow disclosure to ponaflliated third parties
was provided. The ‘gag order’ is not beneficial to consumers or financjal jnstitutions and is
not necessary provided due diligence steps are taken.

3. The potential risks for consumer privacy of such sharing of information:
a t, if any, potential privacy risks does a consumer face when a financial institution
shares the consumer’s information with an affiliate?

If the proper privacy apd confdentiality agreements are obtained and practiced the risks
are minimal. The affiliate, in the form of a Credit Union Sexvice Organization (CUSO) will
respect member information or risk reputation of their operation as well as the eredit union
they are affiliated with.

b. What, if any, potential privacy risks does a copsumer face when a financial institution
shares the consumer’s information with a nonaffiliated third party?

If the proper privacy and confidentiality agreements are obtained snd practiced the risks
are mivimal, The nopafBliated third party will respect member information or risk
reputation of their operation as well as the credit union they wish to continue to business
with. A financial institution peeds to know who they are doing buslness with.

¢. What, if any, potential risk to privacy does a consumer face when an affiliate shares
infonmation obtained from another affiliate with a nonaffiliated third party?

Obvionsly the more removed the information gefs from the original source the more
potential for risk. The consumer needs to be made aware of what is being shared, with
whom and for what yeason. There also peeds to be sccountability and assurance that
confidentiality and privacy agreements are being obtained from any third partles with
whom informatlon is being shared. Perhaps SAS 70 statements can be obisined from critical
nonaffiliated third party service providers which include an evaluation of their privacy and
security of information.

4, The potential benefits for financial institutions and affiliates of such sharing of
information (specific examples, means of assessment, or evidence of benefits would be
useful):

a. In what ways do financial institutions benefit from sharing information with affiliates?

Fivancial Institntions benefit financially when customer information is shared with an
affiliate. The affiliate often hee professionals trained to work with the member to provide
them fnancial services they would just go elsewhere to pet, or needs that would go unmet.
This often results io cross scll referrals of credit unlon acconnts or services that are
beneficia)l to the member and to the credit upjom botfom line. In 2001 RFCU realized
approximately $3.4 million in credit union deposits and loans that came directly from
refercals of our affiliate. For the year 2001 our affifiate generated revenue, based upon sales
of other financial products credit unions do not have powers fo provide directly, of
approximately $147,000.00. Member information was shared with our affiliate,
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appointments were set for those interested members apd those relationships resulied in these
numbers.

b. In what ways do financial institutions benefit from sharing information with
nonaffiliated third parties?

Credit unjons that cag share inforxnation with nonaffiliated third parties may be able to
bave servicing companies complete steps necessary to generate account staterents, print and
process checks ete. Financial institutions can save the expense and redundancy of completing
1bis im-house, Sharing informetion with nopaffiliated third parties outside of allowable
exceptions and with the proper opt ont to members could also generate income for the credit
union which might mean the fnancial institution pow hae revepne it can use to benefit the
customer In other ways.

¢. In what ways do affilistes benefit when financial institutions share information with
them?

Affilintes also bave bottom lines. In the case of credit union affilistes that also benefits the
eredit unjon. What benefits the credit unjom alse beneflits the member. Our affiliate
generated over $7.6 mlilion in deposits and premjums based on referrals and sharing of
member information by the credit unjon.

d. In what ways do affiliates benefit from sharing information that they obtain from other
affiliates with nonaffiliated third parties?

See § c. abowe

e. What effects would further limitations on such sharing of information have on financial
institutions and affiliates?

Further Jimitaions would pot serve the financisl institutions or the consnmer. When proper
controls are inm place sharing of information has monectary rewards for both the consumer
and finauvcisl ipstitutions. To place further imitations on sharing would not be beneficial. It
would be more justiSed to focus on those financial institutions that are not following the
regulatory and statutory requirements of shaxing consumer information.

5. The potential benefits for consumers of such sharing of information (specific
examples, means of assessment, or evidence of benefits would be useful):

a. In what ways does a consumer benefit from the sharing of such information by a
financial institution with its effiliates?

Sharing information might mean that the member is able to be served [n a way that the
credit union was not able to meet becanse of regnlatory and/or statutory reasons. In 2001

representatives of our affiliate conducted approximately 1500 interviews. These were

members who would have gone unnerved or gome elsewhere if It were not for the credit
upion sharing member information with the affiliate,

b. In what ways does a consumer benefit from the sharing of such information by a
financial iostitution with nopaffiliated third partes?

Consumers benefit by being provided an opportunity and a choice which they might not
have had otherwise.
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c. In what ways does a consumer benefit when affiliates share information they obtained
from other affiliates with nonaffiliated third parties?

Consumers benefit by being provided an opportunity and a choice which they ouight not
have had otherwise.

d. What, if any, alternatives are there to achieve the same or similar benefits for
consumers without such sharing of such information?

Personal information is gathered by those who want it in honest or dishonest ways.
Sometimes In ways that the copsumer is never aware of. We all get mailings everyday for
products and services we may or may pot be interesied in. The alternatives might Limit the
consumer control over such contacts, ‘The alternatives to financial institutions sharing such
infornation with affilistes and/or nonaffiliates mny not be in the consumer’s best interest,
Who better to provide suggestions for additional services from one’s trusted financial
institution?

¢. What effects, positive or negative, would further Jimitations on the sharing of such
infoxmation bave on consumers?

See d. abave and: Farther limitations could delay the processing and servicing of copsumer
requests between financial institutions. It could also inflate the costs of their financial
services if their fnanclal institutlon has to comply with more and more regulatory
reguirexsents,

6. The adequacy of existing laws to protect consumer privacy:

a. Do existing privacy laws, such as GLBA privacy regulations and the Fair Credit
Reporting Act (FCRA), adequately protect the privacy of a consumes’s information?
Please explain why or why not.

With regard to information held af Boancla) institutions, ves. Itis a coneern that there are currently
no less than 282 bills before the 107th Congress which in one form or another would further controf
privacy and Information sharing. 1fect financial institutions in particular have an extensgive amount of
regulatory contral as It b, Perbaps it wauld be better to ensure the existing laws are complied with,

b. What, if any, new or revised statutory or regulatory protections would be useful to
protect consutrier privacy? Please explain.

Reinforce the review and testing of privacy prncmdures from a regulator oxr aunditor as the
law currently requires.

7. The adequacy of financial institution pnvacy policy and privacy rights disclosure
under existing law:

a. Have financial institution privacy notices been adeguate in light of existing
requirerpents? Please explain why or why not.

Yes

b. What, if any, new or revised requirements would improve how financial institutions
describe their ptivacy policies and practices and inform consumers about their privacy
rights? Please explain how any of these new or revised requirements would improve
financial institutions’ notices.
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I don't know how you would improve bow financial institutions describe thelr privacy policy
angd educate their customers. I kuow many credit unfons bave inchuded information fn their
member neweletters and held seminars. I also feel it is important that we properly train our
fropt line stafl in how to respond to member questions about onr privacy policy and
procedures.

8. The feasibility of different approaches, including opt-out and opt-in, to permit
consumers to direct that such information not be shared with affiliates and nonaffiliated
third parties:

a. Is it feasible to xequire financial institutions to obtain conswumers’ consent (opt-in)
before sharing information with affiliates in some or all circumstances? With
nonaffiliated third parties? Please explain what effects, both positive and negative, such a
requirement would have on financial institutions and on copswmers.

I think this process might be Jimited by the technijcal abilities of the data processing system
being used. How would yon track what the consumer wants and doesn’t want. It could be
an adminisirative nightmare. With all the negative publicity around privacy znd
information getting to those who shonld not have it, the consumer could conceivably opt ont
of any sharing of information. This might keep the consumer in the dark about choices they
might have for additional products and services, It would also limjt revepue possibilities a
financial instlitution might bave otherwise had. Jt seems consumers would be much mors
willing to opt out than opt In if the choice had to be made. Overall, adminjstratively, an opt
out would be much simpler to manage for the financial institntion,

b. Under what circumstances would it be appropriate to permit, but not require, financial
institutions to obtain consumers' consent (opt-in) before sharing information with
affiliates as an alternative to a required opt out in some or all circumstances? With
nonaffiliated third partics? What effects, both positive and negative, would such a
voluntary opt-in have on consumers and on financial institutions? (Please describe any
experience of this approach that you may have had, including consumer acceptance.)

In circumstances where a finabclial institutiom was going to share information with a
nonaffiliated third party for the solicitation of a financial service product, no opt jn should
be required. If a Dnancial institution were plapning to sell customer information to a
nopaffiliated third party to solicit cell phones, vacation packages, computer sales cte,
perhaps a consumer opt in for this type of sharing would be prudent.

e, Is it feasible to require financial institutions to permit consumers to opt out generally of
having their information shared with affiliates? Please explain what effects, both positive
and negative, such a requirement would have on consumers and on financial institutions.

Again, sdministratively, it might be all or nothing. Can the data processing system
determine who wants nothing shared and whe does? Do they want sharing with affilistes
but pot to nonaftiliated third parties? It gets very convoluted very fast. Also, the lost

opportunity for products and services for the member should be considered. Does the
consumer really know and understand what they are opting out of?

d. What, if any, other methods would permit consumers to direct that information not be
shared with affiliates or nopaffiliated third parties? Please explain their benefits and
drawbacks for consumers and for financial institutions of each method identified.

Iam not aware of any altermative available to copsumers to make their wishes known, other
than an opt out/in option. An administrative burden would be nice to overcome, however,
we are bound by our systema and at least at this point, the flexibility isn’t there for ns.
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9. The feasibility of restricting sharing of such information for specific uses or of
permitting consummers to direct the uses for which such information may be shared:

a. Describe the circumsstances under which or the extent to which copsumers may be able
to restrict the sharing of information by financial institiutions for specifie uses or to direct
the uses for which such information may be shared?

At the point where a mailing list is compiled, from the database, in preparation for sending
10 the affiljate or monaffiliated third party, the systex wonld have to not only recognize what
the information will be used for; sales of financial products, TV’s, phones, travel service.
After determination of the nse the system would have to be able to rond and recognize and
efiminate any consumer who did not want their information shared for such purposes.
Perhaps the system is ont there, but it also might be cost prohibitive to smaller and mid-size
financial institutions. The only option, if this much copsamer flexibility is required, ia to not
share with anyone except where allowed under exceptions io the regulation. This, as stated
above, is not benceficial to the consumer or the financial institution.

b. What effects, both positive and negative, would such a policy have on financial
institutions and on consumers?

Sec 9a. above
c. Please describe any experience you may have had with this approach.

Because of system limitations and the best interest of our members, we do not cuwrrently
share information except with affiliates or nonaffiliated third parties where allowed under exceptions
in the regulation, We do not currently offer an opt out or opt in choice for our members as none is
reqnired due to the fact stated above. Our members have on the whole been suppoxtive of this fact
when it is explained. Our stafX is well trained and able to discuss our privacy policy and the no opt
out choice,




