An empirical study of a vulnerability metric aggregation method
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Abstract—Quantifying security risk is an important and yet metrics mean: the likelihood a “dedicated attacker” can suc
difficult task in enterprise network risk management, critical cessfully penetrate the system and achieve certain pyasle
for proactive mission assurance. Even though metrics exist Compared to previous works, this approach is based on

for individual vulnerabilities, there is currently no standard d d ttack h which b ted
way of aggregating such metrics. We developed a quantitatiy a depenaency atack grapn which can be computed more

model that can be used to aggregate vulnerability metrics efficiently [13], [16], and it correctly handles a number of
in an enterprise network, with a sound computation model.  important graphical structures such as shared dependencie
Our model produces quantitative metrics that measure the  and cycles to ensure the correctness of the result. In order
likelihood that breaches can occur within a given network to rigorously evaluate the effectiveness of this algoritia

configuration, taking into consideration the effects of allpos- f d . f irical studi  thi | i
sible interplays between vulnerabilities. In order to valdate performed a series of empirical studies of this vulnergpili

the effectiveness (scalability and accuracy) of this appach to ~ Mmetric aggregation method.

realistic networks, we present the empirical study resultsof ) o o .

the approach on a number of system configurations. We use a  This empirical study is important because it can reveal
real network as the test bed to demonstrate the utility of the  both the effectiveness and limitations of a risk assessment

approach, show that the sound computation model is crucial method. Earlier work on security metrics has also performed

for interpreting the metric result. substantial empirical evaluation [14] on production syste
Keywords-enterprise network security; attack graph; vulner- Our method is based on a modern attack graph that has
ability metrics, quantitative risk assessment efficient computation, and it calculates the metric direoth
a dependency attack graph without expanding it to a state
|. INTRODUCTION attack graph which may incur an exponential blow up [10],

([14]. To evaluate the benefit of such a method requires

ance and critical-infrastructure protection. Metricsigating ~ €MPirical evaluation on both its metric results and its fogn
time on realistic systems. The empirical evaluation cano als

inherent risk in a network system can help in prioritiz- | o ! )

ing precious resources to improve security and reduce thiglentify incorrect model assumptions or input parameters
possibility of mission interruption from successful cyber that make the result unrealistic and unusable, providing a
attacks. Quantifying a security level for large-scale meks ~ fe€dback loop to calibrate the metric model.

has been a challenging work for a long time. System tphere gre a number of challenges of the empirical study.
administrators currently have to act based on their expérpg configuration information of network is hard to obtain
rience rather than objective metrics and models. Much worky,e 4 privacy or commercial reasons. It is also difficult to

has been done along the line of attack graph constructiofetermine a set of proper parameters for the risk assessment
from _network configuration in order to analyze network approach. Implementation requires much work as well.
security [1], [2], [6], [7], [10], [11], [14], [16], [17], [B],

[21], [22]. Attack graphs can show the cumulative effect

of vulnerabilities throughout the network by visualizirtet In order to address the aforementioned difficulties, we
logical dependency between the attacker’s initial positio firstly talked with the system administrator and requested
and the attacker’s goal. However, attack graphs alone ¢anndaily scanning results of certain machines in the Comput-
tell how severe or dangerous these attack paths may b&g and Information Sciences Department at Kansas State
CVSS metrics [12] have been developed to indicate certaitUniversity, We built a database to store related vulneitgbil
security levels for each single vulnerability. Moreover, ainformation in NVD, where we retrieve the relevant infor-
number of works [2], [14], [24], [25] have attempted to mation for each host’s vulnerabilities. A parser is develbp
compute the cumulative effect of vulnerabilities in a nettvo  to construct input for MulVAL [16], [17], the attack graph
guantitatively. In our prior work we proposed a soundtool used in our research, to generate attack graphs which
approach [5] to aggregating vulnerability metrics in areent were then used to calculate the security metrics based on
prise network with a clear semantics on what the calculatethe algorithms from our prior work [5].

Proactive security is an important part of mission assu



Il. VULNERABILITY METRIC AGGREGATION METHOD intermediate stop for his next step of attack on the database

) server (0-28-8-7-6-4-3-2-1).
The MulVAL attack graph [16] is used as a structural

basis for security metrics calculation, although our appro  Component metrics: The input of our metric model are

should be easily adapted to other attack graphs generatof§MpPoOnent metrics, used as an indicator of each attack-
with similar semantics [6], [7]. step’s likelihood of success. A number of these metrics

are constructed based on CVSS metrics like Access Com-
plexity (AC). The metrics can be regarded as conditional
probabilities while all the preconditions for exploitinget
Figure 1 shows an example enterprise network, whichyulnerability are satisfied. For example, if the vulneriapil
will be used to illustrate a number of our security metricsis hard to access (with a high value on AC), then even if all
algorithms. the preconditions are met, it will still have a small chance
Reachability and Host: There are three subnets and two of being successfully utilized by attackers.
firewalls (one internal and one external). The web serven
resides in DMZ which could be reached from Internet

A. An example scenario

ssumptions in the metric model: We assume that an
attacker knows the complete picture of the network, includ-

. | sub hich : itive inf on.d ﬁ1g network reachability, services running, and vulnédigbi
Internal subnet which contains sensitive information.db ¢ ¢, mation in applications. In other words, the adversary

only be reached through web server and the User subneﬁ

Th Kstat db | I ossesses the complete information in the attack graph.
e user workstations (used by normal employees) are a urther, we assume that the attacker will try all possible

in the User subnet. All outbound Con_nect|0ns from the Use(/vays in the attack graph to compromise the system. In other
subnet are allowed by the external firewall. words, the prior probability that an attack will be attentpte
Vulnerabilities: The web server has the vulnerability CVE- is assumed to be one.

2006-3747 in the Apache HTTP service, which could be The output of our metric model is the likelihood of being
utilized by remote attackers to gain certain level of privi- hacked for individual machines. The major challenge in
lege to execute arbitrary code on the server. The databasglculating the metrics with the above semantics is shared
server has the vulnerability CVE-2009-2446 in the MySQL dependency and cycles in attack graphs. We developed
database service, by which attacker could gain administraechniques [5] to overcome these difficulties in our past
tor's privilege. The workstations contain the vulnerabili work.

CVE-2009-1918 in Internet Explorer; if an innocent user

accessed malicious data through IE, the machine he is using [1l. EXPERIMENT STRATEGY

will possibly be hacked. Usually, the system administrator
would have limited time or energy to address all security
issues. He would like to know which vulnerability is more . )
dangerous or more urgent than others and deal with that * Data Collection/Scanning

first. Our approach could assist system administratorsisn th We scan seven windows servers running Windows
prioritization by offering quantitative metrics. Server 2003 at the CIS department of Kansas State Uni-

versity, by using the reference interprétef OVAL?Z.

We have implemented a cron job to perform the scan
daily and send the reports (XML files generated by
OVAL) to a central repository.

Database Setup

In order to speed up the processing of data, we first
extract all useful information from the N\iXata feeds
(XML files including information of all vulnerabilities)
into a separate mysql database, and build a tuple
for each vulnerability in the database. The key of
the tuple is the CVE ID, and other elements include
CVSS metrics, attack range of the vulnerability (either
remote service, local or remote client), consequences
(compromising confidentiality, integrity or availabiljty
and so on.

To prepare the experiments, we performed a number of
preliminary tasks.

Attack-graph semantics: The lower part of Figure 1 is

the MulVAL attack graph of the aforementioned network.
Information about each node of the attack graph is found
at the right side of the figure. A MulVAL attack graph
has three types of nodes: (1) attack-step nodes, représente *
within the graph as circular-shaped AND-nodes. Each AND-
node indicates a step of attack which could happen when all
preconditions (either configuration nodes or privilegeex)d

are held; (2) privilege nodes, represented within the graph
as diamond-shaped OR-nodes. Each privilege node stands
for a certain level of privilege which could be derived from
any one of its predecessors (AND-nodes); (3) configuration
nodes, which are not shown in this graph. Each configuration
node represents a configuration condition of the network. Fo
example, the network connections or vulnerability projesrt

are all included in configuration nodes. As one example Ihttp://oval.mitre.org/language/interpreter.html
attack path, the attack graph shows that an attacker couldzpyp.//oval.mitre.org/

first compromise the web server and then use it as an SNational Vulnerability Database, http:/nvd.nist.gov/
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Figure 1. Example scenario and attack graph

« Data Parsing/Input Construction

We then construct input data for the MulVAL attack- MulVAL attack-graph tool-chain
graph generator. For each machine, we parse its scal —

ning report and obtain the CVE IDs of the vulnerabili- with metrics

ties on this machine. By using these CVE IDs, we ex- Userinformation,
tract other information about the vulnerabilities through -:,m_,‘w— Lmaé:;?éfc[hab.my
the database we built in the previous step. Meanwhile adapter

we construct input for attack-graph generator based ol -

the extracted information.

Vulnerability
assessment results

After we finish constructing the input data for risk

assessment, we run our attack-graph generator and ris U\M OO O O

assessment algorithms. Figure 2 illustrates the data floy E im
o 2
T

for the empirical study.
Figure 2. MuIVAL attack-graph tool-chain

We conducted two lines of experiments:

« Empirical study on each single host.
We did experiments on each single host without con-
sidering the multi-host attack by assuming there is a IV. EXPERIMENTATION RESULT
direct connection between the attacker and each host. When we saw the first batch of risk assessment results
We then compare the security level of different hostsfrom the production systems, it quickly became clear that
and present the result to the system administrator fothe original graphical model is insufficient to capture some
verification. hidden correlations important in gauging the risk levels.
« The previous experiment repeated over time. Thus we introduced additional modeling artifacts to captur
To observe the security metrics change trend over timethem for the subsequent experiments.
we did a number of experiments for each host at Modeling artifacts for capturing hidden correlations:
different points of time. We then analyze the detailedFigure 3 indicates two attack graphs with security metrics
information returned from the vulnerability scan to of two servers. From the two attack graphs we can tell that
confirm whether the risk trend indicated by metrics server (a) has many more vulnerabilities than server (b).
makes sense. This could be easily observed from the difference of the
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Figure 3. Attack graphs from two production servers

density of the two attack graphs (one of them is so denstave the same or similar vulnerability also from applicatio
that it appears almost like a line in the limited paper space)A, he would have a very high chance of success since he
However, the difference of the cumulative security metots should have known the underlying structure of application
the two servers are not that obvious: server (a) is 0.99 whil& very well. Suppose that exploiting a vulnerability has a
server (b) is 0.89. As we noticed, all the other servers .6 success likelihood. Based on our current attack-graph,
our department have more vulnerabilities than (b), meaningwo-step attack utilizing the same vulnerability would ejiv
the security metrics are always close to 1. Intuitively, athe attacker 0.36 (multiplied by two 0.6) chance of success.
guestion needs to be asked: is this the true reflection dflowever, the experience of hacking the first target would
these machines security situation? We consulted our systelaad to a much higher success possibility of the second step
administrator and he thought that intrinsic differencesagn  (almost 1). Therefore, the metrics would be close to 0.6
the vulnerabilities is an important factor while gauging th rather than 0.36, if we account for such hidden correlations
risk. If a host has one application with ten vulnerabilifies

it will have lower security risk than one with ten different ~We created additional modeling artifacts in our graphical
applications with one vulnerability in each. If an attackermodel used in calculating the metrics, in order to capture
is not familiar with a specific application, then even if these hidden correlations. The vulnerabilities belongmg
this application has ten vulnerabilities, he still has ayver the same application are grouped into one node representing
low chance of utilizing these security holes. However, ifa successfully exploitation on any of them. The access
there are ten applications each with one vulnerability, angomplexity metrics of the grouped vulnerability is equal
if the attacker happens to know one of these applicationt the lowest value from the vulnerabilities in the group.
well, he would have a much higher chance of compro-This schema not only applies to single machine (Figure 4.a)
mising the machine successfully. The attack graph did nobut also to multiple hosts (Figure 4.b) to capture the hid-
sufficiently capture the dependency between vulnerasliti den correlations among multiple hosts. The likelihood of
and applications. Server (a) has 67 vulnerabilities in fousuccessfully exploiting at least one of the vulnerabiitie
applications while server (b) has only four vulnerabitia ~ Within the same group is associated with the virtual node
two applications. Therefore, the metric calculated foveer Av, Which is the parent of the original exploit nodes. This
(a) should be much higher than server (b), which is not thevay the hidden correlation is correctly captured. In (a), an

case for the results from the original model. attacker success (failure) in exploitiddy, is equivalent to
success (failure) in hacking,,...A4. The schema rectified

Another hidden correlation arises in multi-stage attacksthe previous distorted metrics (which is extremely close to
Suppose an attacker just compromised one machine throudh by grouping similar vulnerabilities.é. Ay, ...A4). In (b),
a vulnerability from application A. If his subsequent targe if an attacker managed the expertise of hacking thradgh
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Figure 4. Modeling artifacts for capturing hidden corrielas

it will succeed inA, as well since the two involve the same attacker. In order to justify the differences between the
vulnerability. metrics, we reviewed their scanning reports. For example,
Returning to the servers modeled in Figure 3, whenon the report of November 4th 2010, machinel is safer than
running the algorithms on the extended graphical modelmachine4 in terms of the metrics (0.52 vs 0.816) with normal
the difference in the calculated metrics for the two hostsuser privilege. After reviewing the scanning reports of the
widened: 0.98 vs 0.73. This difference conforms to ourtwo machines, we are assured that our calculated metrics
intuitive assessment based on system administrator's feegonform to the security level of the machines. For example,
back. Also, the number of vulnerable applications (same asachinel has two groups of service vulnerabilities (both
number of grouped vulnerabilities ) becomes the number ofinder services with normal user privilege from the Windows
exploits instead of number of vulnerabilities, reducing th system). Attackers could have two different major paths to
attack-graph size as well (see Figure 5). exploit it. One representative is CVE-2010-3139 (exista in
The calculated metrics of the two hosts are still very highnumber of Windows systems) and the other is CVE-2010-
which means there are vulnerabilities existing on the twdd820 (in Windows 7 only). Therefore the attacker could
hosts need to be patched. After we reviewed the attack grapfgunch attacks either through certain libraries insegurel
we realized that most of the vulnerabilities are client sidd  loaded by Windows Progman Group Converter (CVE-2010-
would need to be triggered through user actions. Howeved139) if he knew the user is using a generic Windows
most of these applications have a low probability of beingoperating system. Or the attacker could utilize malformed
invoked by users, due to the functionalities of these server LDAP messages (CVE-2010-0820) if he knew the victim
whereas we assigned a likelihood of 0.8 for all of them. Thismachine is running Windows 7. Both vulnerabilities are
indicates that assigning such component metrics based dairly easy (with low Access Complexity metrics). Therefor
context is necessary in order to make the measured metriésr machinel, the attacker has two easily accessible and

reflect the true security situation of the network. independent paths to compromise it. As for machine4, not
only it has the aforementioned two vulnerabilities in ma-
A. Experiment on individual machines chinel, but also has two other user-privilege service $gcur

holes that could be utilized by attackers. One is CVE-2009-
3959 Acrobat 9.x (before 9.3) allowing attackers remotely
execute arbitrary code via a malformed PDF document
easily (AC is low). The other is CVE-2009-4764, where
an attacker could execute the EXE files embedded at the
gdf files through Adobe reader remotely with reasonable
mount of cost/effort (AC is medium). Therefore by having
wo additional independent attack paths, machine4 has a
igher risk metric than machinel with normal user privilege
esides, machine4 has one local vulnerability CVE-2010-
959 (while machinel does not) which could be used by

For this experiment, we run our risk-assessment algo:
rithms against several different machines of CIS departmen
at Kansas State University. The evaluating results indicat
the security levels for these different machines. The de-
partmental network has a fairly simple network topology.
We assume all machines are directly connected to th
Internet (where attacker located) and without considerin
multi-host attacks. For this configuration, the functiors o
servers and their cumulative metrics results are shown @
Table 1. In the table, the numbers indicate the likelihood
various machines can be successfully compromised by a%
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Figure 5. Attack graphs with modeling artifacts for captgrihidden correlations

attackers to further escalate their privilege from nornsdru  which is low. The rest of the service vulnerabilities beleng

to root through a crafted CMAP table in an OpenType font.to IIS, the easiest accessible level of these vulneradsliti
Thus an attacker could not compromise machinel with as medium. While taking CVSS Access Complexity metrics
root privilege but can gain the administrative privilege oninto consideration, and based on our attack graph rules, we
machine4 with a likelihood of 0.539. can derive the facts that attacker could execute arbitrary
code as a normal user with probability 0.616. We did our

) experiments over three time spots: November 4th 2010,
_ In order to observe the trend _of security levels OVelpecember 19th 2010 and February 17th 2011. We found
time thf_ough our apprqach, we_d|d the same expen_me%at most of the metrics for attacker executing arbitrary
on the individual machines at different points of varying, .ode as a normal user did not change because the number

created MUIV'S‘L 'n?“t fl(ljeshrepreSintlhng network Ofl each 5y the Access Complexity of the vulnerabilities (service
time spot, and evaluated them with the current Implemeny, nqrapilities running with user privilege) did not chang

tation of our algorithm. We carefully reviewed vulneratyili On the other hand, the metric for attacker running arbitrary

scanning reports for all the hosts we used in our experizode on machine6 as an administrator rose from O (in

ments. The _trend of the machines’ securlf[y levels gonfom}\lovemberand December) to 0.32 (in February). This change
to our metrics. The change could be either an increasgs auintaple to a local exploitable vulnerability dettin

or decrease of vulnerability number or change of CVSSggpiary. Since the attacker has a certain chance (0.616)
vectors. _F,O,r examplg, machine6 has th_ree grouped SENVIG executing arbitrary code as a normal user, along with the

vulnerabilities. One is on the general Windows framework.|oca| exploitable vulnerability, he could escalate hisjtege

Among the vulne_rabilities grouped intq this one, the IO\"’(aStto root with probability 0.32. The Access Complexity of this
Access Complexity (AC) level is medium. Another group 4,15 of yulnerabilities is low. Similarly, for machinehgre
of vulnerabilities fall into Windows 7, the lowest AC of

B. Experiments over time series



Individual metric over time

Host Function 11/0472010 12/19/2010 02/17/2011

user [ root user | root user | root

machinel| Printing 0.52 0.0 0.52 0.0 0.52 0.27
machine3| Scanning 0.853 | 0.054 [ 0.853 | 0.054 [ 0.853 | 0.054
machine2 | Camera video collectio] 0.988 | 0.028 [ 0.988 | 0.028 | 0.988 | 0.028
machine4 | DeepFreeze 0.816 | 0.539 [ 0.816 | 0.539 [ 0.816 | 0.280
machine5| Active Directory Mirror | 0.958 | 0.141 | 0.958 | 0.141 | 0.958 | 0.141

machine6 | Camtasia Relay 0616 0 0616 0 0.616 | 0.32
machine7 | DNS/Active Directory 0.992 | 0.028 | 0.994 | 0.028 [ 0.994 | 0.028

Table |

PROBABILITY OF COMPROMISE FOR INDIVIDUAL MACHINES OVER TIME

are two grouped vulnerabilities from November to February [2] Marc Dacier, Yves Deswarte, and Mohamed Kaaniche. Mod-
and all of the services are running under normal user els and tools for quantitative assessment of operatioral-se
privilege. Therefore the attacker has the same set of attack "%- In IFIP SEC, 1996.

paths to compromise the host with normal user’s privilege. [3] J. Dawkins and J. Hale. A systematic approach to multi-

There is (_)nly the one local exploitable vulnerability, first stage network attack analysis. fioceedings of Second |EEE
detected in February. The attacker could have one more |nternational Information Assurance \Workshop, pages 48 —

attack path to compromise the machine with root privilege; 56, April 2004.
thus the risk metrics for machinel root privilege is raised
from 0 to 0.27. See table | for all the results. [4] Rinku Dewri, Nayot Poolsappasit, Indrajit Ray, and [zdirr

Whitley. Optimal security hardening using multi-objeetiv
optimization on attack tree models of networks. 14th
ACM Conference on Computer and Communications Security

We have presented an empirical study of a vulnerability ~ (CCS), 2007.

metrics aggregation approach. The approach is sound in that o _ _

given component metrics which characterize the likelihood [2! John Homer, Xinming Ou, and David Schmidt. A sound and
S S . practical approach to quantifying security risk in entegr

that individual vulnerabilities C"’.m be successfully .emd' networks. Technical report, Kansas State University, 2009

the model computes a numeric value representing the cu-

mulative likelihood for an attacker to succeed in gaining a [6] Kyle Ingols, Richard Lippmann, and Keith Piwowarski.aer

specific privilege or carrying out an attack in the network. tical attack graph generation for network defense.22nd

We confirmed the metric model’s effectiveness by evaluating ~ Annual Computer Security Applications Conference (ACSAC),

it on a number of servers in a departmental network. By ~ Miami Beach, Florida, December 2006.

%na:lﬁlng thte_ security If[ev(;albtrend over tlmer; we fconcll(dete [7] Sushil Jajodia and Steven Noel. Advanced cyber attack
at the metrics computed by our approach contormed 1o modeling analysis and visualization. Technical Report AFR

the real security situation changee( increase or decrease RI-RS-TR-2010-078, Air Force Research Laboratory, March
of vulnerabilities or a change of a vulnerability’s sewgrit 2010.

of the scanned machines.

V. CONCLUSION

[8] Sushil Jajodia, Steven Noel, and Brian O’'Berry. Topatad)
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