
P
r
e
s
e
n
t
a
t
io
n
 

o
f
 

R
M

A
C

 

A
 

r
a
n
d
o
m
iz
e
d
 

C
B
C
-
M

A
C

 
e
 
o
n
d
 

t
h
e
 

B
ir
t
h
d
a
 
 

P
a
r
a
d
o
�

 

L
im
it
,

 

eE
lia
n
e
 J
A
U
L
M
E
S
,
 A
n
to
in
e
 J
O
U
X
,
 F
ree
d
ee
ri
 �
A
L
E
�
�
E

 

C
ry
p
to
 L
a
b

 

D
C
S
S
I

 

R
M

A
C
�
 

�
 �
�
�
 
�
�
����

���
�
 



O
v
e
r
v
ie
w
 

1
.
 

C
B
C
-
M
A
C
:
 d
e
f
n
itio
n
s
 a
n
d
 p
ro
p
e
rtie
s
 

2
.
 

S
e

u
rity
 A
rg
u
m
e
n
ts
 

3
.
 

A
p
p
li
a
tio
n
 to
 th
e
 A
E
S
 

R
M

A
C
�
 

�
 �
�
�
 
�
�
����

���
�
 



M

e
s
s
a
g
e
 

A
u
t
h
e
n
t
i
a
t
io
n
 

C
o
d
e
 

•
 

M
A
C
:
 a
u
th
e
n
ti
a
tio
n
 in
 se

re
t
 k
e
y
 se
ttin
g
s
 

•
 

M
e
ssa
g
e
 M

 >
 M
A
C
K
(
M
)
=
 T
 

•
 

S
e
n
d
e
r
 se
n
d
s
 (
M
M
 T
 )
 

•
 

R
e

e
iv
e
r
 v
e
rif
e
s
 T
 =
 M
A
C
K
(
M
)
 

•
 

F
o
rg
e
ry
 a
tta

k
 o
n
 M
A
C
:
 F
in
d
 a
 v
a
lid
 (
M
M
 T
 )
 

R
M

A
C
�
 

�
 �
�
�
 
�
�
����

���
�
 



 
 

C
B
C
-
M

A
C
 

•
 

B
u
ilt
 fro
m
 a
 b
lo

k
 
ip
h
e
r
 E
K
 

•
 

M
e
ssa
g
e
 M
 =
 M
1
M
M
 2
M
 

M

 

m
:
 

m
 b
lo

k
s
 o
f
 n
 b
its
 

•
 

W
h
e
n
 th
e
 siz
e
 o
f
 M
 

is
 n
o
t
 m
u
ltip
le
 o
f
 n
 >
 p
a
d
d
in
g
 

•
 

P
rin

ip
le
:
 

e
n

ry
p
t
 w
ith
 E
K
 

in
 C
B
C
 m
o
d
e
 

•
 

M
A
C
 =
 la
st
 o
u
tp
u
t
 o
f
 th
e
 C
B
C
 
h
a
in
 

R
M

A
C
�
 

�
 �
�
�
 
�
�
����

���
�
 



 
 
 

T
h
e
 

P
a
d
d
in
g
 

•
 

C
la
ssi
a
l
 P
a
d
d
in
g
:
 

M
 >
M
ii1iio

o
 

•
 

A
d
d
 '1
'
 a
n
d
 e
n
o
u
g
h
 'o
'
 to
 f
ll
 th
e
 b
lo

k
 

•
 

A
ll
 m
e
ssa
g
e
s
 a
re
 p
a
d
d
e
d
 

•
 

F
ro
m
 n
o
w
:
 

m
e
ssa
g
e
 le
n
g
th
 is
 a
 m
u
ltip
le
 o
f
 n
 

R
M

A
C
�
 

�
 �
�
�
 
�
�
����

���
�
 



� � �
 

The e ementar CBC-MAC 

M1 M2 

E E EK K K 

T 

C1 C2 

Mm

 � 

= o 

 C 

= EK(MC   C�1) for  in 1 m 

T =  m 

RMAC� � ��� ���������� 



Ana sis of the e ementar CBC-MAC 
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