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CHAPTER V

OFFI CE OF THRI FT SUPERVI SI ON, DEPARTMENT OF THE TREASURY

PART 568 -- SECURI TY PROCEDURES UNDER THE BANK PROTECTI ON ACT
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8§568. 1 Aut hority, purpose, and scope.

(a) This part is issued by the Ofice of Thrift Supervision (OIS) pursuant to
section 3 of the Bank Protection Act of 1968 (12 U.S. C. 1882), and sections 501
and 505(b) (1) of the Gramm Leach-Bliley Act (12 U S.C. 6801, 6805(b)(1)). This
part is applicable to savings associations. It requires each savings association
to adopt appropriate security procedures to discourage robberies, burglaries,
and larcenies and to assist in the identification and prosecution of persons who
conmit such acts. Section 568.5 of this part is applicable to savings

associ ations and their subsidiaries (except brokers, dealers, persons providing
i nsurance, investment comnpani es, and investment advisers). Section 568.5 of this
part requires covered institutions to establish and inpl enent appropriate

adm ni strative, technical, and physical safeguards to protect the security,
confidentiality, and integrity of custoner information.

(b) It is the responsibility of an association's board of directors to conply
with this regulation and ensure that a witten security programfor the
association's main office and branches is devel oped and i npl enent ed.

[56 FR 29566, June 28, 1991, as anended at 66 FR 8639, Feb. 1, 2001]

8§568. 2 Desi gnati on of security officer

Wthin 30 days after the effective date of insurance of accounts, the board of
directors of each savings association shall designate a security officer who
shal | have the authority, subject to the approval of the board of directors, to
devel op, within a reasonable tinme but no later than 180 days, and to administer
a witten security programfor each of the association's offices.

§568. 3 Security program

(a) Contents of security program The security program shall

(1) Establish procedures for opening and cl osing for business and for the

saf ekeepi ng of all currency, negotiable securities, and simlar valuables at al
times;

(2) Establish procedures that will assist in identifying persons comitting
crimes against the association and that will preserve evidence that may aid in
their identification and prosecution. Such procedures may include, but are not
limted to:

(i) Maintaining a canera that records activity in the office;

(ii) Using identification devices, such as prerecorded serial -nunbered bills, or



chem cal and el ectroni c devices; and

(iii) Retaining a record of any robbery, burglary, or larceny comitted agai nst
t he associ ati on;

(3) Provide for initial and periodic training of officers and enployees in their
responsi bilities under the security programand in proper enployee conduct
during and after a burglary, robbery, or larceny; and

(4) Provide for selecting, testing, operating and nmi ntai ni ng appropriate
security devices, as specified in paragraph (b) of this section.

(b) Security devices. Each savings association shall have, at a mninmm the
foll owi ng security devices:

(1) A neans of protecting cash and other liquid assets, such as a vault, safe,
or other secure space;

(2) Alighting systemfor illumnating, during the hours of darkness, the area
around the vault, if the vault is visible fromoutside the office;

(3) Tanper-resistent |ocks on exterior doors and exterior wi ndows that may be
opened;

(4) An alarm system or other appropriate device for pronptly notifying the

near est responsible | aw enforcenent officers of an attenpted or perpetrated
robbery or burglary; and

(5) Such other devices as the security officer deternmines to be appropriate,
taking i nto consideration:

(i) The incidence of crimes against financial institutions in the area;

(ii) The anpbunt of currency and other val uabl es exposed to robbery, burglary, or
| ar ceny;

(iii) The distance of the office fromthe nearest responsible | aw enforcenment
of ficers;

(iv) The cost of the security devices;

(v) Oher security measures in effect at the office; and

(vi) The physical characteristics of the structure of the office and its
surroundi ngs.

§568. 4 Report.

The security officer for each savings association shall report at |east annually
to the association's board of directors on the inplenentation, admnistration,
and effectiveness of the security program

568. 5 Protecti on of custoner information.

Savi ngs associ ations and their subsidiaries (except brokers, deal ers, persons
provi di ng insurance, investnent conpani es, and investnent advisers) must conply
with the Interagency Guidelines Establishing Standards for Safeguarding Custoner
I nformation prescribed pursuant to sections 501 and 505 of the

Gramm Leach-Bliley Act (15 U. S.C. 6801 and 6805), set forth in appendix B to
part 570 of this chapter

[66 FR 8639, Feb. 1, 2001]



