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Remembering the Acronyms

• CPE (Platforms)What IT systems do I have in my enterprise?

• CVE (Vulnerabilities)What vulnerabilities do I need to worry about?

• CVSS (Scoring System)What vulnerabilities do I need to worry about 
RIGHT NOW?

• CCE (Configurations)How can I configure my systems more 
securely?

• XCCDF (Configuration Checklists)How do I define a policy of secure 
configurations?

• OVAL (Assessment Language)How can I be sure my systems conform to 
policy?

• OCIL (Interactive Language)How can I be sure the operation of my systems 
conforms to policy?

• CWE (Weaknesses)What weaknesses in my software could be 
exploited?

• CAPEC (Attack Patterns)What attacks can exploit which weaknesses?

• CEE (Events)What should be logged, and how?

• ARF (Results)How can I aggregate assessment results?

• MAEC (Malware Attributes)How can we recognize malware?
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Standardization Efforts leveraged by the
Security Content Automation Protocol (SCAP)
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SCAP – FDCC and USGCB
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Other Automation Protocols Can Capture the 

Government Use Cases…

 Enterprise System Information Protocol (ESIP)
– For reporting of asset inventory information. Common Platform 

Enumeration (CPE), etc.

 Threat Analysis Automation Protocol (TAAP)
– For reporting and sharing structured threat information.  Malware 

Attribute Enumeration & Characterization (MAEC), Common Attack 
Pattern Enumeration & Classification (CAPEC), Common Platform 
Enumeration (CPE), Common Weakness Enumeration (CWE), Open 
Vulnerability and Assessment Language (OVAL), Common 
Configuration Enumeration (CCE), and Common Vulnerabilities and 
Exposures (CVE).

 Event Management Automation Protocol (EMAP)
– For reporting of security events.  Common Event Expression (CEE), 

Malware Attribute Enumeration & Characterization (MAEC), and 

Common Attack Pattern Enumeration & Classification (CAPEC).
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Other Automation Protocols Can Capture the 

Government Use Cases…(concluded)

 Incident Tracking and Assessment Protocol (ITAP)
– For tracking, reporting, managing and sharing incident information. Open 

Vulnerability and Assessment Language (OVAL), Common Platform 
Enumeration (CPE), Common Configuration Enumeration (CCE), Common 
Vulnerabilities and Exposures (CVE), Common Vulnerability Scoring 
System (CVSS), Malware Attribute Enumeration & Characterization 
(MAEC), Common Attack Pattern Enumeration & Classification (CAPEC), 
Common Weakness Enumeration (CWE), Common Event Expression 
(CEE), Incident Object Description Exchange Format (IODEF), National 
Information Exchange Model (NIEM), and Cybersecurity Information 
Exchange Format (CYBEX).

 Enterprise Remediation Automation Protocol (ERAP)
– For automated remediation of mis-configuration & missing patches. 

Common Remediation Enumeration (CRE), Extended Remediation 

Information (ERI), Open Vulnerability and Assessment Language (OVAL), 

Common Platform Enumeration (CPE), and Common Configuration 

Enumeration (CCE).

 Enterprise Compliance Automation Protocol (ECAP)
– For reporting configuration compliance.  Asset Reporting Format (ARF), 

Open Checklist Reporting Language (OCRL), etc.
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Questions?

ramartin@mitre.org


