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I.  Smart card logon using Internet Explorer (IE 8) with Windows XP and
Vista

Step1l Atthe NIH Login window, insert your smart card into the card reader
and click on Log in. Do NOT remove your smart card until after you

have successfully authenticated to the application (Step 8).
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Step 2 If you receive an “Access Denied” message, refer to Section IV to
confirm your smart card reader and software is properly installed,
otherwise proceed to Step 3.

Oops! We were unable to log you in.

For assistance, read the instructions for using smart cards and certificates with NIH Login (PDF, 21
papes).

If you still can't log in, make 2 note of the message above and call the NIH Help Desk at 301-458-4257 or
submit 3 reg ir

/ After an Access Denied error, you may need to reset your
browser before attempting a new logon. See Section V,
Part A for details.
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Step 3

Step 4

Step 5
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If the Choose a digital certificate pop-up window appears, follow the
steps below. Otherwise proceed to Step 7.

The Choose a digital certificate pop-up window is asking you to select
the certificate that should be used for smart card logon. To determine
which certificate to select, first highlight the top certificate by clicking on
the Name field associated with that certificate, then click on View
Certificate...
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The Certificate pop-up window will be displayed. Look at the text
below the line that says This certificate is intended for the following
purpose(s). If one of those purposes is “Smart card Logon®, then this
is the certificate that you want. Otherwise, repeat Step 4 for each
certificate on the list until you determine which one is used for Smart
card Login. Click OK to close this window.
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Step 6  Highlight the certificate used for Smart card Login (see Step 4 above),
by clicking on the Name field associated with that certificate, then click
OK.

Choose a digital certificate 72X

Idectficabion
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e ) Foxse choose & cartficale

Name Issuer

Mark L. Sheerman HH5-559-Ca-87

Mark L. Shverman HH5-550-Ca-87

| More info... ] éw.-w-:atlxa:c. J
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Qi |

Note: Once you determine which certificate is used for Smart card
Login, it should always appear in the same location in the
Choose a digital certificate list (i.e., if it was the top
certificate, it will always be the top certificate; if it was the
second certificate, it will always be the second certificate).

Step 7  If the ActivClient Login in pop-up window appears, enter the PIN
associated with your smart card and then click OK. Otherwise,
proceed to Step 8.

ActivClient Login

Actrvidantity
ActivClient

[ 3 Canval

Note: If you recently entered your PIN (e.g., within the past few
minutes), the system may have remembered your PIN and
bypassed this step.
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Step 8

.i If you entered an incorrect PIN the ActivClient Error Found
pop-up window will appear, click Retry which will return you
to Step 7 where you can then re-enter the correct PIN

ActivClient Error Found

Problem Encounterad
The PIM vou entered is incomect,
Wou hawve 14 PIN atternpts left before your zmart card will lack. Once

the card is locked, you cannot uge it until unlocked with the help of
your help desk.

Note: If you click Cancel, IE will fail with the message Internet
Explorer cannot display the webpage and you will not be

granted access to the application.

| Dagnese Camoction Probkams

- Iy

Congratulations! You should now be authenticated to your application.

NED | NiH Enterprise Directory

LR  Wcicome to NED
| —
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f

Wrw 28 the W
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II.  Smart card logon using Firefox (3.0.13) with Windows XP and Vista

Step1l Atthe NIH Login window, insert your smart card into the card reader
and click on Log in. Do NOT remove your smart card until after you

have successfully authenticated to the application (Step 6).
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Step 2  If you receive an “Access Denied” message, refer to Section IV to
confirm your smart card reader and software is properly installed,
otherwise proceed to Step 3.

Oops! We were unable to log you in.

For assistance, read the instructions for using smart cards and certificates with NIH Login (PDF, 21
pages).

If you still can't log in, make a note of the message sbove and call the NIH Help Desk at 301-455-4357 or

submit 3 reguest online.

e=d sssstance - Pleass call the NIH & 4357 (tofl-free) or Submit s Heip Dask Tickat

ﬁ" N, 7
N
B.AT ‘e (£

/ After an Access Denied error, you may need to reset your
browser before attempting a new logon. See Section V,
Part B for details.

Using smart cards with NIH Login -6- August 13, 2009



Step 3  If the Password Required pop-up window appears, enter the PIN
associated with your smart card, then click OK. Otherwise, proceed to

Step 5.

A

Note:

Password Required

Q Plaser artyr the master pavsword S fe Actddentry ActvCient O
ennnnes
o {J Cancel |

If you entered an incorrect PIN, the Password Required pop-
up window will reappear so that you can then enter the
correct PIN. Even if you click Cancel, this pop-up window
will be repeated multiple times until an Access Denied

message is displayed.

If you recently entered your PIN (e.g., within the past few
minutes), they system may have remembered your PIN and

bypassed this step.

Step4  If you receive an “Access Denied” message, refer to Section Il to
confirm that Firefox is properly configured, otherwise proceed to Step

Oops! We were unable to log you in.

For assistance, read the instructions for using smart cards and certificates with NIH Login (PDF, 21

o

)
BT & (¢
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Step 5 If the User Identification Request pop-up window appears, use the
drop down menu to select your U.S. Government PIV Authentication
Key, and then click OK.

User Identification Request

This site has requasted that you identify yourself with a certificate:
certiognnh gov:443

Crganization: "NiH"

Fssumd Under| ‘Cybartrust Inc*

Choose a certificate to present as ldentification:

Activideritity ActivC lare O:Mark L Sivarman's U.S. Sovarnment FIV Authertation Kay (0356 73
Details of sekected cortificat:

fesued 10 ON=Mark L Sheér man+UID =0020070454, OLi=Pacols, ORI OU=HES 0= 5,
Govemment,C=Ls

Serlal Number: 02:56:72
Vald from 6/2/2000 10:44:52 AM 1o 11/21/2011 11:08:48 AM
Purposes: Clent
Certificate Key sage: Signing
159080 by | CNeHHE-SSP-CA-87,0UHHS, 0wl S. Gavernmant,Cel 5, DC »his, DC wgov

Stored 1: Actiidentity ActhClent O
[ L | | carcer |

Note: To bypass this screen in the future, please refer to Section Ill
for instructions on how to have Firefox automatically select
your authentication certificate (Part B, Step 2).

Step 6  Congratulations! You should now be authenticated to your application.
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lll.  Set-up Firefox for Smart card Logon with Windows XP and Vista

A. Obtain certificate files from iSDP website

Step 1

Create a folder called “Certificates” on your desktop. Download the

certs_ai.zip file from: https://isdp.nih.gov/openaccess/ai/certs_ai.zip.
When the File Download pop-up window appears, click the Open

button.

Step 2

File Download D‘

Do you manl to opon o save this lie?

q_] Nowe owtx sap
Trow Wnlp e, 270

Faove tedpavhogoy
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[7) Mhapn sok Beloss cpec thes oo of e
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sove D e What's e sb?

Extract icon.

Step 3
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When the WinZip — certs_ai[1].zip pop-up window appears, click on the
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When the Extract... pop-up window appears, click on Extract.

Extract - C:\Documents and Settings\silvermm\Local Se... 71X

August 13, 2009


https://isdp.nih.gov/openaccess/ai/certs_ai.zip

B. Configure Firefox (3.0.13)

Step 1 Insert your smart card into the card reader, then open Firefox and

select Tools, then Options...

© Mozilla Firefox (=13
File  Edit “iew History Bookmarks BEEES Help
[ ‘\Weh Search CirH
- {at I\ pa
Downloads Cir]

[8] Most Visited P Getting Started 5 Lat
Add-ons

Java Consolz
Error Console Ctr HShift+]
Page Info

Clear Private Data... CtrHShift+Del

m

Step2  When the Options pop-up window appears, click on the Advanced
icon; then make sure both Use SSL 3.0 and Use TLS 1.0 Protocols
check boxes are checked and that the Select one automatically radio
button is checked; then click on View Certificates.

Options X
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Man Tabs Cortert Agpicators  Prvacy  Securty  Advarced
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Step 3

When the Certificate Manager pop-up window appears, click on the
Your Certifcates tab. If you see at least 4 certificates associated with
the Activldentity ActivClient Security Device (3 of which are issued to

you) click OK and proceed to Step 4.

© Certificate Manager

Your Certificates Pacphe) Servers  Author s Othwers
vou hawa certficases from these organcatons that dentfy you

Cartificate Name Seour iy Davee Ser il Number
. ; COverremesnt

Actividentity ActwCl
Actvidentity
Actvidantity ACtvCl

ACtVEdantity ACTVCH ., 02:56.7

Mark L. Sherman
Mark L Sherman
Mak L Sherman
Card Authenbcation

Backup Al Irport,

-

A

If the Your Certificates screen is empty, or does not contain
4 certificates associated with the Actividentity ActivClient

Security Device, you will need to submit a NIH Help Desk
ticket (http://ithelpdesk.nih.gov/support/) to have your

ActivClient software installed or re-installed (if Firefox was
not installed on your computer at the time ActivClient was
initially installed. Refer to Section 1V for more information on
how to confirm that your smart card reader and software

was properly installed.
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Step4  Click on the Authorities tab then click on Import...

Your Certficatas Paople) Servers | AJthores | Oters:
You have certficates on file that dentify hese certficate authoribes:
Cartificats Nama Securnity Deyios ]
= () 2005 TURKTRUST Bigl llatizim vwa Sikse, |
TURKTRUST B ronk Sertifics uamed . Bulty Ob)ect Token
= ARs ECORA INC,
ABZ. ECOM Rook CA Buitn Chpect Taken
= AC Camerfirma SA CF ag2743087
Chambers of Commerce Roct Buitn Chject Taken
Gobsl Chambersign Root Buitn Cbjsct Token
= AcdTrust AR
AckdTrust External CA Root Buiter OBt Token
AckdTruet Class 1 CA Roat Buitn Objpct Token
AddTrust Publc CA Root Buitin Cbject Token:
AddTrust Qualfied C4 Roat Buitin Cbject Token
T IS EDE ke bl s s e, Grbhacnen. Gty Dewen !
lmport,
L'
| o I

Step5 When the Select File containing CA certificate(s) to import pop-up
window appears, use the Look in: drop down menu to browse to the
folder you created in Step X, then click on the first certificate file
(Betrusted-SSP-CA-Al.cer), and then click Open.

Select File containing CA certificate(s) to import @FX

Lockre 5 Cativoates v 0%~ E

Recent Eris-cep-ca-Brcer

Deskiop

My Documents
49
Computer

-

My

File name: Betusted SSP-LAAT car v |

My Network | Files of ype Castiioate Fies v

1l
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Step 6  When the Downloading Certificate pop-up window appears, check the
Trust this CA to identify web sites and Trust this CA to identify email

users checkboxes, and then click OK.

Downloading Certificate

You have been askied 0 trust & now Certficate Author ty (CA).

Do you want % ust Betrusted Production SS9 CA AL* for the following purposes?
e [¥) Trust this CA 10 identfy web sites.
et [¥) Trust this CA 1o dentify email uters.
) Trust this CA o ety software developers

Beftre Yustrg this CA £ any purpose, you shoukd examne it cortficate and its poicy and
procecres (f avalabk)

View Examing CA cortficaw

[ o {J[”(:"" )

Note: If you see an Alert pop-up window informing you that this
certificate is already installed as a certificate authority, just

click OK.

1. This certficate & aready nstalied 35 & certficats suthorsy,
P N

Step 7 Repeat Step 4 through Step 6, this time importing the Common-
Policy-Root-CA.cer file.

Step 8 Then Repeat Step 4 through Step 6, this time importing the HHS-SSP-
CA-B7.cer file.

Step 9  When you have finished importing all 3 certificate files, simply click OK
on the Certificate Manager pop-up window, followed by OK on the
Options pop-up window to complete the configuration process.
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IV. Smart card Trouble Shooting with Windows XP and Vista
A. Verify installation of required smart card ActivClient software
Examine windows’ system tray (usually lower-right corner of the screen) to

confirm the presence of the ActivClient Agent Icon. You may need to click on
the left arrow (<) to display the full set of icons in the system tray.

The icon will appear either as a grey diamond (top image) if no smart card is
inserted in the card reader or as a grey diamond with blue and white
rectangles extending from the lower-right side of the diamond (bottom image)
when a smart card is detected in the card reader.

®®° U 11:36 AM

@2 U 11:37 am

& If no icon is present, or the icon does not change when the smart

- card is removed or inserted into the reader, please submit a NIH
Help Desk ticket (http://ithelpdesk.nih.gov/support/) to have
ActivClient smart card software installed on your computer. The
software is available on the iISDP website at:
http://www.cit.nih.gov/ProductsAndServices/DesktopComputingServi
ces/HardwareAndSoftware/Utilities.htm.
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B. Verify Windows can access the certificates on your smart card.

Step 1
Options.
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Step 2

Content tab, then Certificates.

Using smart cards with NIH Login

Internet Options 2 X

General | Securty Pmo'v Contard  Cormechons  Frograms | Advanced

Content Advwsor

9 Eatrags hekp you control Hw Inkermat content that can be
viewead on thes compater,

T
Cartdicates
Use certhicates for arcrypled cornections and dentification,
s
| cowssiome || coticates 'FJl Putihers |
L v
Akolovgiete
At ormplele Stires rewous entrin Settings |
on webpages and sugoests mekdhes e
For youe
Foeds and Web Som

7—| foedsond'Web Somsprovdopdeted | settngs |
corrent froe webstes that can be
read i Intemet Explorer and other
progranm.

o || Cancel

-15-

Open Internet Explorer (IE 8) and click on Tools, then Internet

When the Internet Options pop-up window appears, click on the
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Step 3
tab.

Issued To

Elvak L Sveman
[Slreark 1. dvwrman
vk L. Shveronan

Elev users

Fresord  Other Pacphe © Intermediote Codficabon Authonbies

Tstued By

o5

idd

o

~
Truztad Root Cectificaton * ¥

Friendy Kane

When the Certificates pop-up window appears, click on the Personal

Confirm that at least four certificates were issued by the HHS-SSP-CA-
B7. Of these certificates, one should be issued to PIV Users and at
least 3 should be issued to you with the same expiration date as the
PIV Users certificate. Click on Close to exit the Certificates pop-up
window and then OK to exit the Internet Options pop-up window.

Using smart cards with NIH Login

If no certificates are present, or if the certificates displayed
do not match the criteria noted above (i.e., 4 certificates,
including PIV Users, all with the same expiration date),

please submit a NIH Help Desk ticket

(http://ithelpdesk.nih.gov/support/).

-16 -
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http://ithelpdesk.nih.gov/support/).

C. Verify Presence of Federal Common Policy Root Certificate

Step1l Follow the steps outlined in Section B above to display the Certificates
pop-up window. Click on one of the certificates issued to you by the
HHS-SSP-CA-B7 and then click View.

Certificates '2 ”Z
[rtwncdied purposs | <Al> -
Fresond  Other Pecple | Intermediate Catficabion Jutharbies | Trrted Root Cetificaton & ¢

Issu0d To Tsoued By Expratio... Friendy Kane
. e N 1 *m: Mk L, Sharrea
Erark L. Shoerman S-SR CAET 11212018 ore>
Elev sees 1 -55P-Ca-07 1212011 <Fore>

[ oot || ewpat.. 1| Remowe [adverced.
2!-293"’.\50:111'[0;

—

Step 2  When the Certificate pop-up window appears, click on the General tab
and examine the Certificate Information.

Certificate X

Grwd Dt (Ve P

:" (LT Ty we——

Thae 1 et n sbe i ot gt b O b fmr et s}
bt e e
DAY SR S ESE R
aSI T

| wd G | Conteae he

Then Covtie ste Cowt b verdued wp ba @ At ed
P L Tl

- oo Mk 1. S OR 1 Mot L Sarma
Mesmd by WO TR AR Somumd by 0T TR CARY
R rinserisrttvaiioe AR s W
ey e
/ If the Certificate Information shows that “this certificate

cannot be verified up to a trusted certification authority”,
refer to http://ocio.nih.gov/pki/PKI _files/FixChainErrors.pdf

for instructions on how to resolve this problem.
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V. Restarting NIH Login

A. Internet Explorer (IE 8) with Windows XP and Vista

Step 1

~ National Institutes of Health (NIH) - Home Page - Windows Internet E... CieEm

L T J ML
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Step 2

then under Browsing history, click on Delete...
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Open Internet Explorer and click on Tools, then Internet Options.

When the Options pop-up window appears, click on the General tab;
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Step 3  When the Delete Browsing History pop-up window appears, uncheck
Preserve Favorites website data and make sure Cookies is checked;

then click Delete.

Delete Browsing History X

[ Preserve Favortes website data
Keoop cookins and temparary Internet fles that enable your favorte
webskes to retan preferences and deplay faster.

v Temporary Internet files
Copros of webpages, mages, and meda that are saved for faster
Viewrs).

> [¥] Cookdes
Flles stored on your comguter by webstes to save preferences
such a8 logn inf cemation.

[“]History
Ust of webstes you have visted,

[¥]Form data
Saved nformation that you have typed into Forms.

v Passwords
Saved passwords that are sutomatically Filled in when you son n
10 & webste you've previously visted.
v InPrivate Iitering data
Saved data used by InPrivete FlRerng to detect where webstes may
be sutomatically sharing detalls about your vk,

ot darateomsentatay | M«L?J[ Concel |

Step4 Close all IE browser windows, remove your smart card from the smart

card reader (if inserted) and then re-start your application (Section I,

Step 1).
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B. Firefox (3.0.13) with Windows XP and Vista

Stepl Open Firefox and select Tools, then Options...
© Mozilla Firefox
Bile Edit Wiew History Bookmarks BEEES Help
f Web Search Ctr K
= far | s
] load Cir+]
[8] Most visited P Getting Started 50 Lat =owrinads *
Add-ons
Java Console
Error Console CirHShift+]
Page Info
Clear Private Data.,. CtrHShift+Del
Step2  When the Options pop-up window appears click on the Privacy icon,
then click Clear Now...
Options X
- r'} é‘}gd"
= H-ii [~ (=
J ﬁ =zrl % ==
Mair Tabs Content  Applications — Privacy  Security  Advanced
History
keep my histary for at least o0 5| days
Remember what I enter in forms and the search bar
Remember what I've downloaded
Cookies
Accept cookies from sites
Accept third-party cookies
keep until: |1he\,r Enpire hd
Frivate Data
[] Always clear my private data when I close Firefox
ask me before clearing private data  Clear Now..,
{4 ] [ Cancel ] l Help ]
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Step 3  When the Clear Private Data pop-up window appears, make sure

Cookies is checked; then click Clear Private Data Now.

> [ Cookies

 Clear Private Data

Clear the following tems now

[¥] Browsing History

¥ Caxche

) Offine Website Data

7] authenticated Sessions

| Cloar Private Data tow | [ cancel |
e

Step4  Close all Firefox browser windows, remove your smart card from the
smart card reader (if inserted) and then re-start your application
(Section 1l, Step 1).
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