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M5. HARRINGTON: Well, this is the day we've
all been waiting for when we figure it all out and then
go hone for the weekend. Before | introduce Conm ssioner
Swindle, I want, once again, to recognize and thank the
peopl e who work at the Federal Trade Comm ssion who have
done such a magnificent job in every respect putting this
program t oget her

The ring | eaders are Brian Huseman and Sheryl
Novi ck and Renard Francois; Jennifer Bernan from our
Western Regi on has worked on this; we have a forner staff
menber who was key, Lisa Tobin, with us; the |awers whom
| have the great good fortune of working with every day,
Dan Sal sburg, Eric Wenger, Steve Cohen -- who am |
forgetting? Mark G oman, who is up |ater today and has
been up. Just wonderful colleagues, and they have spent
-- Steve Wernikoff, fromour Mdwest Ofice, Lisa Hone --
t hey have spent nonths readi ng up about you, and trying
to assenble the richest and nost varied panels to really
devel op a deep and broad record. And I just want to
t hank and recogni ze them

(Appl ause.)

M5. HARRI NGTON:  And many other staffers at the
FTC. W have our security people and our technol ogy
peopl e and our press people and our business education

peopl e -- everybody has worked as a team

For The Record, Inc.
wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N RBP B P R R R R R R
ag A W N P O O 0o N oo O d~ W N - O

4

So, you know, it's a great place to work and a
great honor to work with all of these good people. And |
wanted to just take a mnute to recognize them

Now, sone of the other good people who we get
to work with are Commi ssioners at the FTC, and you' ve
heard from our Chairman and from Conm ssi oner Thonpson on
the first two days. This norning we'll be hearing from
Conmi ssion Orson Swi ndle, who has played a key role
inside the agency in putting Spamfront and center on our
agenda.

Conmi ssioner Swindle is one of the nost amazing
people I've ever net. Yesterday, he denonstrated, once
again, the diversity of his expertise by playing
Sergeant at Arns and subduing a little braw that al nost
erupted here. So, we appreciate that. He is a retired
Marine and he is a real -- he is such a clear voice for
doing the right thing, and I think you'll find that in
his remarks this norning.

So, Conmi ssioner Swi ndle, thank you for being
here and we | ook forward to hearing fromyou.

(Appl ause.)

COWM SSI ONER SW NDLE: Thank you. It's nice to
see everyone and thank you all for com ng. The event
yesterday, | cane in late for the second session of the

norning, and | m ssed sonme of the early verba
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5
confrontation and | was sitting right here and when | unch
broke and being hungry, | was the first to |leap up and
start running for the door and I was caught in between
two gentl enen --

(Goup | aughter.)

COW SSI ONER SWNDLE: -- O somewhat snaller
statue than nyself, one slightly larger than the other
And what | didn't know was in the earlier conversations
apparently these guys -- and I won't nention nanes and
you can all pick themout if they're in the audience --
but they were nice when they cal ned down, but they were
rushing to confront each other and |I just happened to
wal k in the mddle of them between them you know. And
t hey both bunped up against ne and they started jabbing
at each other, and one saying, he assaulted ne, and I
said, take a deep breath. | said, if you want to see
assault, | can give you sone real good lessons in it --

(Goup | aughter.)

COWM SSI ONER SWNDLE: -- but this is not
assault. So, anyway, the third day, |I'm amazed this many
are still alive, you know, given the tenor of sone of the
conversations yesterday. |It's been fascinating. |[|'ve

been trying to spend a little tinme over here and then we
have this magnificent thing that -- can | nention a brand

name? Cl SCO hooks us up and we can watch t he proceedi ngs
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6
here live and distract nme fromeverything else |I've done,
but it's been entertaining and, obviously, informative
and 1'd like to spend just a few m nutes here.

We've tal ked a | ot about conplexities the |ast
couple of days. In fact, ny head' s been sw nmm ng because
there's so much complexity in all this. And I confess,
very quickly, to not really understandi ng nuch of what's
been said, but that's your job. M job is to try and
inspire, and perhaps | can do that with such common-sense
appr oaches.

Last sumrer | was engaged in reading a book

entitled Tuxedo Park. How many of you have read it, by

chance? W're got a lot of techies in here and surely
you've read this book. One person? No people? W
goodness. | would recomend you read it. It's
fascinating reading. It's an account of sone behind-the-
scenes activities that took place in the early days --
actually, the European early days -- of World War 1. It
started about Septenber of 1940 and it involved -- this
is true -- it involves two very wealthy financiers in the
United States who were scientifically oriented and they
were concerned that Anmerica was not ready for World \War
.

In technol ogy we were way behind. |[|f you

recall, those of you who are old enough -- | think I may
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be the only one in the roomold enough -- but you've
certainly read the British were in dire straits because

t hey were being overwhel ned at sea; the submarine packs
of the Germans were sinking shipping and shi ppi ng was
their lifeline; and we were on the verge of having Europe
| ose the war in 1940.

And, so, we've got to do sonmething. And the
British had devel oped a magnificent device called a
magnet on (phonetic). If | renenber correctly, this is
way over ny head, too. By the way, is Pete Wl lborne in
her e.

MR VELLBORNE: Yes.

COWM SSI ONER SW NDLE: \Where are you, Pete?
Are you a Georgia Tech graduate?

MR. VELLBORNE: Yeah, I'ma Georgia Tech
gr aduat e.

COWM SSI ONER SWNDLE: | was told to | ook you
up. Now, I'mgoing to nake a confession here, | am too.
| am not an engineer, so | have no idea what a magneton
is. But, anyway, in reading this book, it was the guts
of what woul d be radar and the British were well ahead of
us and it was not an original idea, but they were well
ahead of us and these financiers gathered together sone
i ncredi bl e renowned scientists around the world.

The Europeans had cone over fleeing Gernmany;
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8
Ei nstein and others; Lawence of Law ence-Livernore Labs;
just sone brilliant people. And they got themin a room
at Tuxedo Park, which was the estate of Al bert Loom s,
and they said, we've got to solve sone problens and we've
got to solve them fast.

And they got to work and their collective
efforts led to the rapid devel opnent, sonetines in weeks
-- and certainly within nonths -- of radar, air-to-air,
air-to-surface, and early warning types of radar. The
air-to-surface radar was extrenely critical because it
enabl ed planes to find submarines with their antennas
stuck up and they were able to start sinking submarines,
whi ch kept the fleet from being sunk that was supplying
Eur ope.

They were very nmuch involved in fire-contro
systens for weapons, in building Cak Ri dge, and,
ultimately, the atom c bonb. They solved incredibly
difficult problens in remarkably short periods of tine.

Vell, | finished reading this book and | was so
i npressed by the commtnent of these brilliant and
somewhat driven scientists and engi neers working
t oget her, focusing on great problens and finding
solutions to nmeet severe chall enges and confront danger,
| said, you know, we ought to try this again.

And, in a way, this was the beginning, back
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9
then, of the technology revolution. | get a lot of Spam

t hose of you who comuni cate with ne know | get sonewhat

enraged by Spam | use e-mail alot. | believe in
comruni cati on because | think that's where we all |earn,
and because of liking e-mail, using it a |lot and hating

Spam |I'mfrustrated all the tine.

So, when | finished reading this book, | said
to TimMiris, | said, you know, Chairman Miuris, you and
ought to call together a group of people who are involved
inall this, put themin a roomand tell themthey can't
conme out until they solve this darn problem

(Goup | aughter.)

COW SSI ONER SWNDLE: So, | told Timthat we
ought to use the Tuxedo Park strategy and get these

people to working. Many of the people we called in in

early Septenber last year -- | believe it was
Septenber -- are in this roomor have been here and have
participated in these proceedings -- |ISPs, servers,

conmput er conpani es, technol ogy peopl e, comrunication
people -- everybody who's involved in all this, and we
sat down and we had a di scussion.

We chal l enged themto collectively find the

solution to neet what | -- and I'msure all of us would
probably agree on -- of what | perceive to be a grave
danger and a severe challenge -- sonmewhat not unlike a
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long tine ago -- and that challenge is Spam

| know that many of you have been with nme at
conferences over the past several years where we've been
in these wonderfully intellectually stinmulating
di scussions on the depl oynent of broadband -- the killer
ap. We were in search of the killer ap, and the killer
ap was going to nake broadband take hold and broadband
woul d be everywhere and the world would be a greater

pl ace and everybody woul d be happy.

Well, so far we haven't found the killer ap for
broadband in the sense that it was discussed. It's stil
rat her expensive to use. But, | would contend, froma

purely consuner perspective, that the only killer ap |I've
seen around is e-mail

We've got 250 mllion people in this country
probably using e-mail in one way or the other, directly
or indirectly. Businesses rely onit, we certainly rely

on it at the Federal Trade Conm ssion, that is the killer

ap. And guess what, folks, | nentioned the chall enge,
conplicated problens, dire danger -- Spamis going to
kill the killer ap if we don't do sonething about it.

So, Timand |I called everybody in and said
solve the problem W don't want your advice; if we ask
for your advice we have to have a Federal Register notice

and we've got to get everybody involved. W just want
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11
you to solve the problem Don't cone back until you
sol ve the problem

Well, actually, they came back. W had two or
three neetings, as | recall, between |ast Septenber and
the end of the year, and things are starting to happen.
This three-day workshop, in which the staff, as Eileen
said, has done just a remarkable job on, is a product of
those early discussions. The staff's efforts have been
rewar ded by your attendance and your participation,
sonetines wildly inpassioned participation, but
neverthel ess you' ve been participating and that's what it
was intended to do.

Al'l of you, our staff and you who have been
here, are to be commended, and | offer ny personal
appreciation. And, as | like to say, we're going to
solve this problembit by bit and it's going to be done
t hrough a continuance of dialogue -- no single law, no
singl e new technol ogy, no newinitiative, no new neetings
are going to solve this problemalone -- it's going to be
solved by all of us com ng together and crossing paths
and bunpi ng heads and having little confrontations |ike
we had yesterday. These are the ingredients that are
going to bring us to a solution.

But, the key to getting the solution is that

every single day and every hour of every day we have to
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make sone progress. That's a fact.

| would Iike to think that the recently
announced conbi ned efforts of Mcrosoft, AOL and Yahoo to
go after Spamis an outgrow h of those neetings. Now, |
read one account that said they didn't know who brought
this idea up of themgetting together, and I'd like to
t hi nk we had sonething to do with it. But, regardless of
whose idea it was, the fact is they' re getting together
and | personally am expecting results -- not PR -- and |
| ook forward to neeting with them on frequent occasions
in the future to hear about how they're doing it. |
commend themfor getting it going. They're engaged in a
di al ogue.

Today's di scussion will focus on Potenti al
Solutions to Spam specifically, |egislation; maybe
l[itigation -- do we really want any nore of that? And
technol ogy -- and God knows that's got to be an
under statenment, for sure.

As conplex as all this is, | believe |I know a
few things for certain as we search for sol utions.

One, not one of these avenues -- |egal,
technol ogy, political, you nanme it -- alone is going to
solve this problem

Two, we can never stop refining practices and

searching for better sol utions.
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Three, we will never find a perfect solution,
it does not exist.

Four, new | aws that are unenforceable for a
nyriad of reasons, or that are overtaken by the advances
of technol ogy, have the potential to do nore harmthan
t hey do good.

Five, and | would like to enphasize this and |
will repeat it again. W need consuners and average
users involved in this process. Awareness is essential.
Wthout it, we get nowhere.

Six, we nust get this right and get on with it
quickly or we run the grave risk to the potential of the
internet, e-mail, electronic commerce and, | mght add
wi th great enphasis, national security.

Seven, we nust all work together to solve the
Spam pr obl em

And, finally -- perhaps nost inportant of al
these -- this is ajourney; it is not a destination.
Political solutions, my own personal opinion, are
oftentimes destinations. There is a clanor of great
cries, do sonething, do sonething, do something, do
sonet hing, at every even year, there are those conpelled
to do sonething. And doing something is often
| egi slation, at whatever level. Once the legislation is

passed am dst all the enotion, we declare victory and go
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home, the dial ogue stops, and we're getting behind the
mnute it stops.

So, we have a lot of work to do. This is a
journey and not a destination.

| see two spheres of problens: One is very
conplex in terns of technol ogy, the | aw, business nodel s,
rel ationships, intellect, politics and, of course, cost.

W' ve been addressing nuch of these
conpl exities and these problens over the past two days.
These problens and chall enges will denmand of you al
considerable tinme, resources and cooperation to sol ve.

The ot her problem sphere is the one | want to
tal k about today and hope generate sone di scussion from
our panelists. It involves the sphere of internet users
and consuners. There are a hundred mllion or so here in
the United States alone -- | believe sonmeone nentioned
yesterday, | think, that there are 600 mllion around the
world, and that's irrelevant because it's grow ng every
day.

This problemis |l ess conplex but it's nore
enmotion. Enotion will kill you before facts will. These
end users, these consunmers by the mllions, are
absolutely getting fed up with Spam If we turn them
of f, the consequences econonically, socially and

devel opnent-wi se are going to be extrenely serious. |If
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we fail to solve either problem s sphere, it bodes il
for the potential of this marvelous tool for growth and
devel opnent .

It seenms to ne we are closer to failure we
consuners, than we are with the nore conpl ex problens, at
| east froman econom c and enotional standpoint. The
damage wi Il occur far nore quickly, yet | have heard
today, in this conference, very little, up to now, about
hel pi ng consuners and avid users cope wth Spam It
seens to me we could help them quickly and quell some of
the frustration and quell it quite significantly.

| hope today's discussions will focus a bit on
enpowering consuners so that they m ght be in control
THEY mi ght be in control of their inbox. They need the
option, easily executed, at no additional expense,
preferably, to block Spam | prefer the word "nui sance"
to Spam | don't care if it's comercial, if it's
religious, if it's entertainment, if it's jokes, if it's
pornography -- it's all a nuisance to ne, and |I'm sure
nost consumers woul d probably agree with that. W need
to stop that fromentering their lives and frustrating
them and turning themoff to this fabul ous nedi um

| sonetines get the distinct inpression that
commercial interests of internet providers and narketers

are reluctant to enpower consumers. | just had this
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sneaki ng suspi ci on.

(Group | aughter.)

COWM SSI ONER SW NDLE: Certainly, sonme of the
remar ks we' ve heard here have hinted of this. Firstly, |
think the right to be left alone trunps what sone
marketing firms mght think is its right to intrude
regardl ess of ny desires.

(G oup appl ause.)

COWM SSI ONER SW NDLE:  May | suggest for
begi nners that 1SPs try the Tuxedo Park strategy -- very,
very quickly. G ve the consuners the capacity to easily
and inexpensively designate with a personal filter those
fromwhome-nmails are acceptable. For exanple, the
consuner's personal address book or any e-nmil address
they m ght choose to put in that personal filter that
sits right here, before anything conmes in. And if the
i ncom ng doesn't match what's here, it doesn't cone in.

Now, sone tell me, oh, you mght mss getting

an e-mail froma friend you haven't seen. M problem --

"1l take care of that. |If that friend really wants to
talk to nme, guess what? They'll find ne sonewhere. But
gi ve the consuner sonmething that sinple. | amamazed, in

particular with major |ISPs who have done remarkabl e work
-- and I'mnot trying to pick on |ISPs here, because

everybody's at fault, this problemis an obvi ous problem
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it's been obvious for years, and we've been so obsessed
with getting so far down the road and new bells and
whi stles that we've not taken care of security and

privacy as we've gone along this path. And it's tine to

do that. |It's past tinme to do it.

So, I'd like to see the ISPs and the servers
who are providing consuners this service -- and | say
providing, | think, you know, there's a fee associ ated
withit. | pay for mne, sone use it free. | don't
t hi nk things should necessarily be free. | think if it

costs sonething to provide this that that's |legitimate.
That's the Anerican way. But let's put that shield out
there so that, nunber one, we can quickly get to this
sphere of consuners and users and the enotional fallout
fromtheir frustration -- let's get that taken care of as
soon as we can.

We can do that fairly quickly, that will solve
t hat problem and then the genius of all of you, working
together, working in conflict, beating each other about
t he head and shoul ders and doing all these things that
you do so well, using and deploying this i mense tal ent
that you have that has given us all this and you can
solve the conplexity sphere. But that's going to take a
long tinme. But enotion can be handled fairly quickly if

you do it right.
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So, | would challenge you all to think in terns
of enpowering consunmers. Once you do that and give the
consuner, at his option -- he doesn't have to turn the
thing on or he can turn it off -- but give themthe
option to put that screen out there to keep out all e-
mai | that he or she does not want to see. And the |ISPs
can have all that other stuff -- just don't send it to
me; | don't want to see it; give me the option to easily
take care of it.

And one of the first steps would be to nake it
possi ble to copy ny address book -- this is a novel idea.
"' mamazed that | canme up with this.

(Goup | aughter.)

COWM SSI ONER SW NDLE: To copy ny address book,
easily, and nove it, with one click, to the filter. You
know, I was with one of the biggest ISPs in the whol e
universe, and | can't do that; but yet, | can talk to
Mars -- sonething's wong here.

(Goup | aughter.)

COWM SSI ONER SW NDLE:  This gives you sort of
the hint that maybe they don't want you to have that
enpower ment. And, folks, at the FTC, consuners cone
first and if you don't want an FTC in your future, don't
mess with consuners.

We have a busy day ahead of us and as ny
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favorite Robert Frost said, "W have mles to go before
we sleep.” As | said, this is a journey and not a
destination and, believe ne, we all have to make this
trinp.

Thank you very much

(Appl ause.)

M5. HARRI NGTON: Thank you very much
Comm ssioner Swindle. As you see, we selected himfor
Day 3 because he doesn't have any opini ons about
anyt hi ng.

(G oup | aughter.)

M5. HARRI NGTON: Before we begin, let nme ask
you to pl ease, please, please turn off your cell phones
and remind you that if your cell phone rings, we wll
harvest the address and send you wirel ess Spam

(G oup | aughter.)

M5. HARRINGTON: Is this a great technol ogy and
medi um or what? |It's been brought to my attention that
we have a news group called The Secret Diaries of the FTC
Conf erence --

(G oup | aughter.)

M5. HARRINGTON: -- and if you go there, you'l
read things about yourselves. But, here's one that cane
in the other day to ne -- or about ne. |It's very

interesting. "Any man that brave can drink out of ny
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canteen any time. You rock, rough and stuff with your
Afro puffs and get down with your bad self, girl. \Wen
l"mKking, you' re going to be the Castellan that actually
runs everything." Okay!

(Goup | aughter.)

M5. HARRI NGTON: Keep it comng; keep it
comng. Now, this norning we're going to discuss the key
i ssues that everyone is westling with on the subject of
| egislation. Should there be |legislation -- state
| egislation, federal legislation? Wat should it
contain, what should the nature of |aws be, should there
be broad federal preenption, should there be an
advertising, |abeling requirenment, should there be a
private right of action, should there be crimna
sanctions? These are the core issues, and we have, |
t hink, a very good panel to help us explore those.

Jerry Cerasale is the Senior Vice President of
the Direct Marketing Association, an organization that is
much |l oved by all in the room as we know fromthe other
day.

We have Ray Everett-Church, who is counsel with
the Coalition Against Unsolicited Cormercial E-nail

David Kranmer, to ny imediate right, is with
W son Sonsini Goodrich and Rosati .

Chuck Curran, down on the end, is the Assistant
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General Counsel at Anerica Online.

John Patrick is the -- John, are you down
there? John is the Chairman of the d obal Internet
Proj ect.

Steve Richter is CGeneral Counsel for the E-mai
Mar keti ng Associ ati on.

Paul a Selis is Senior Counsel in the Washi ngton
State Attorney Ceneral's Ofice.

And David Sorkin, to nmy imediate |eft,
Associ ate Professor of Law at The John Marshall School of
Law.

| think | want to really dive right into this,
because the issues are nunerous, inportant and nmeaty. W
woul d note that there are now, | think, 29 states -- is
that right -- that have enacted sone kind of Spam | aws,
the nost recent to be signed into lawin Virginia just
the other day, which crimnalizes a certain kind of
Spanmi ng activity. There are a nunber of other states
with | egislation introduced this year. O course, we
have | egislation pending in Congress and, as we've heard
this week, there's nore |egislation expected to be
i ntroduced at the Federal |evel.

The | aws that we've seen, both enacted and
proposed, fall into several categories. Sone have a

private right of action, as well as CGovernnent
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enforcenent; others call only for Governnent enforcenent;
sonme require |abeling; others don't; and we heard
yesterday, particularly, | think sone good di scussion
about | abeling and whether it does any good at all. And
that's an issue that the panel will touch on, but we've
heard from marketers that the viewis that |abels don't
do any good.

There are statutes, existing and proposed, that
prohibit certain false aspects about Spam false header
information, for exanple. There are |aws that prohibit
al | Spam

So, we see a variety of approaches that have
been taken, that are proposed and, | think, we'll just
get right toit with a first question; and that is -- and
|"mgoing to call on the panelists, in no particular
order, and 1'd really like about 30 seconds from you,
just to give us a sense of your going-in position here.

|s a Federal |aw necessary in the United
States; will it do any good?

Paul a, why don't we start with you, speaking

fromyour perspective as a State |law enforcer. 1Is there
a need for a Federal law? WIIl it do any good?

M5. SELIS: Well, let ne start with, is there a
need for a Federal law? Right now, | think, as Eileen

poi nted out, there are 29 | aws on the books, and

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N NN N NN R R R R R R R R R R
a A W N P O © 00 N oo 0o dM W N -~ O

23

Washi ngton was the second state to pass legislation in
this area. As with a |ot of consuner protection-type
i ssues, the states are usually the place where these | aws
first get passed. And what happens is you get
essentially what becones a patchwork of |aws across the
country. This happened in tel emarketing, it happened in
900 nunbers, it happened in credit reporting, and on and
on. And what happens eventually is that those who are
regul ated eventually conme to Congress and say, please,
pl ease | egi sl ate, because we can't deal with the
patchwork of laws. And | think that's part of the
impetus for this Federal l|legislation that we're seeing
NOWw.

| s Federal legislation going to work? 1Is it
inmportant in this area? |Is it necessary? | think only
effective Federal |egislation wuld work, and what | nean
by that is that as long as we have strong Feder al
| egi slation, the states will not need to enforce their
laws. But if we don't, then state law is necessary.
That Federal |egislation should be a ceiling and not a
fl oor.

M5. HARRI NGTON: Thanks, Paula. Steve Richter,
where are you on this?

MR. RICHTER In support of Federal law. It's

i npossi ble right now to advise a client on either side of
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t he equation as to what rights they have when you have
t he exanple we use is that soneone opts-in for receiving
e-mail; they live in the State of Washi ngton; and then
sonmeone sends them from New York, through a Nevada

server, an e-mail and they now have noved to New Jersey.

What | aw can you tell either of the parties -- the sender
or the recipient -- what |aw they should foll ow?
And, so, I'"'min agreement with Paula that a

Federal |aw has to be done in order to have any kind of
conpliance, but it has to have sone teeth, and | al so see
where the state agencies can enforce the Federal |aw.

M5. HARRI NGTON: Okay. David Kraner?

MR. KRAMER | absolutely think we need Federal
| egislation here. | think Paula Selis is quite correct
that the inpetus behind the state legislation was really
to send a nessage to Congress years ago that this is a
problemthat cries out for a legislative solution. It is
a classic case of tragedy of the commons in |arge
nunbers, in economcs, creating a situation where no one
has a vested enough interest to go after the parties that
are responsible, while the parties that are responsible
have every econom c interest to generate nassive
quantities of Spam

So, | absolutely think we need Federal

| egislation, but | conpletely agree with Paula that a
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Federal |egislation that does not effectively solve the
problemw Il sinply make the probl em worse.

M5. HARRI NGTON: Ckay. Before | call on Ray
Everett-Church, let ne pick up on that qualification that
Federal |egislation needs to be effective.

As you continue to answer the fundanental
guestion, tell me one thing -- if you' re saying that
there is a need for Federal |egislation -- what would
make it effective.

MR. KRAMER: The biggest thing that woul d nake
Federal legislation effective is a private right of
action. Wthout a private right of action, Federal
| egislation will make the problemworse. There is only
one way to deal with a |arge nunbers problem it is to
enpower the |arge nunbers of us that are affected by this
problemto take action, ourselves, to redress it.

| s everyone going to take action? O course
not. But we have a paradigm here; we have a junk fax | aw
that was passed in this country in 1991; we have a
problem at that point, where our fax machines were
fl ooded with faxes, alnost rendering the nedi um usel ess.
We passed a statute and, thankfully, today you can cone
into the office and get faxes and your fax paper isn't
all strewn about the floor with ads for radio stations

and di nner nenus and so forth.
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That statute worked because of the threat of
private enforcenment. The statute enpowers people to sue
for $500 to $1,500 for each fax they receive.

M5. HARRI NGTON: Thanks. Ray?

MR. EVERETT-CHURCH.  The Coalition Agai nst
Unsolicited Comrercial E-mail was founded in 1997 on the
prem se that Federal |egislation was necessary. The
Coalition believes that a multiplicity of approaches --

i ncluding technical and econom c and social and | egal
conponents are all necessary to address the problem
And, at that point in '97, the legislative angle had not
been fully di scussed or expl ored.

We have been working as an organi zation for
Federal |egislation throughout the intervening years,
and, if anything, the argunments we made in 1997, at the
Federal Trade Comm ssion event to discuss Spam are al
the nore relevant and all the nore pressing and it's tine
for Federal |egislation. W advocate an approach simlar
to the junk fax law. And an opt-in approach for
unsolicited comercial e-mail because the cost-shifting
i ssues that David nentioned are so simlar in e-nmai
space wi thout the governor of things |ike phone Iines and
fax paper, it costs no nore to send that next 10 mllion
e-mails than it does the first 10 mllion, as an

i ncrenent al expense.
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So, Federal legislation can effectively address
what is a breakdown in the marketpl ace.

M5. HARRI NGTON: Thank you. ['mgoing to ask
if people can shorten it up just alittle bit for ne.
Jerry?

MR. CERASALE: Federal legislation is required
to be part of the solution for the problemwe face with
Spam We need it. It has to be in conjunction with
i ndustry-working filters, 1SPs and so forth. W think
that what is necessary, as well, besides just the
| egislation, is resources to the Federal government and
to the states to enforce.

M5. HARRI NGTON:  So, resources i s your answer
to what would nmake it effective -- one answer?

MR. CERASALE: There's nore than one, yes.

M5. HARRI NGTON:  Davi d?

MR. SORKIN: Well, certainly Federal
legislation is preferable to state legislation. M
concern really isn't so nuch the enforcenent aspect as
the substantive rule. Most of the state Spam | aws, nost
of the bills that have been proposed in Congress are
counter-productive, and if we're going to have a bad | aw,
| think we'd be nuch better off with none at all.

If we're going to have a strong, opt-in |aw,

then I think the | aw can be an effective part of the
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sol uti on.

M5. HARRI NGTON: So, opt-in is a key el enent?

MR, SORKI N Yes.

M5. HARRI NGTON:  John?

MR. PATRICK: Well, | guess I'min the mnority
here. | feel quite strongly we do not need any new
legislation. If we get any new | egislation, it has zero

probability of working. And it's very easy to forget
that the internet is global and, in fact, Anericans are
the mnority of users of the internet, and in the fairly
near future, the use of the English |language will be a
mnority | anguage on the internet.

So, we have to think about here a
conmuni cations nediumthat is unlike anything we've ever
had before. It works exactly the sane in Burlingane as
it does in Boston or Berlin or Beijing or Bangkok. It's
exactly the same. And, so, to inpose a |law at the
Federal government means absol utely nothing to nost
people in the world. So, the laws really have no chance
of wor ki ng.

There are, however, solutions to Spam | agree
it calls out for legislation -- this is a very enotional
t hi ng, as Conm ssioner Swi ndl e pointed out so el oquently.
W all want sonmething to happen, but |egislation has no

possibility of working. And | have sone ideas on things
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that will work when it's tine to talk about it.

M5. HARRI NGTON:  Okay, thanks, John. Chuck?

MR. CURRAN. W' ve seen staggering viral growth
in the volunme of Spam nessages sent to our users, and the
primary face of Spamis sent by techniques of
falsification and identity conceal ment, and Feder al
| egislation is an absolutely vital conponent to bringing
sonme deterrent to that viral growh and to the
practitioners of those kinds of outlaw techniques.

That's really -- it's not just civil penalties
that conplete the enforcenent picture, crimnal penalties
are al so necessary to truly deter those who are
continuing this vile gromh of conceal nent and
falsification mail.

M5. HARRI NGTON:  Okay, thanks. Since, as Pau
notes, the states have really, as always, been the
| aboratory on this issue, as they've enacted state | aws
and then worked with those. 1'd like to spend a little
bit of tinme talking about the state | aws, our experience
with them and a fundanental question: Have they had any
effect?

| would note that one of the features comon
anong many of the state laws is that Spam bear a | abel,
an ADV | abel. W, the other day, announced the results

of a study that we did, pulling a random sanpl e of Spam
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that we have in our datasets at the FTC, and we found
that only 2 percent of the Spamin our sanple bore the
| abel . And, | think, we have to assune that virtually
all of those Spammers were sending Spam in part, into
the states with the | abeling requirenent, California
being one of them It's hard to inmgi ne soneone sendi ng
a huge volune of Spam and sending none to California.
And that was an interesting thing for us to see, that
only 2 percent of our sanple bore the |abel.

| wonder why that is and whet her we can have
some assessnment, in concrete ternms, of the effectiveness
of various state laws. Now, the laws vary. Sone have
private right of action in them sone don't. Sone have
| abel ing; sonme don't. Sone prohibit falsity
specifically; others don't. So, we're tal king about
di fferent conponents in terns of effectiveness.

Wiy don't we first tal k about the |abeling
i ssue, and whether, in your view, the finding from our
study is off or whether it's consistent. You know,
what's the deal with |abeling?

Wio would like to start?

MR. PATRICK: I'll take a crack at that.

MS. HARRI NGTON:  Ckay.

MR. PATRICK: If I'ma Spanmer in Tajikistan,

why do | care about any state of Federal |aw, whether
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it's labeling -- why do | care?

M. HARRI NGTON:  Ckay.

MR PATRICK: It's that sinple. It really is
t hat sinple.

M5. HARRI NGTON: The Taji ki stan Perspecti ve.

(Goup | aughter.)

M5. HARRI NGTON: We've heard that. Do we have
any of the other stands here?

M5. SELIS: | have a thought on that --

M5. HARRI NGTON: The Seattle Stand.

M5. SELIS: The Seattle Stand, yeah. Actually,
Washi ngt on does not have an ADV requirenment. Qur |aw
sinmply prohibits deceptive headers, deceptive subject
lines. But, | think, this points out sonething that
Davi d Kraner said, was you need effective enforcenent;
you need wi despread enforcenent; you need an active
deterrent to keep people fromviolating the aw. And, as
long as it's nore profitable for people to Spam and the
risks are fairly lowthat there will not be the
enforcement effort, they're going to go ahead and do it.
It's an econom c deci sion.

And if, in fact, there's effective enforcenent,
there will be an effective deterrent and the rate of
Spam those kind of violations, including the failure to

put ADV, will slow down. But we haven't seen that yet
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because we've only seen Iimted enforcenent. O the 29
states that have statutes on their books, | know of only
three who have actually taken state action.

M5. HARRINGTON: Why is that? Wiy isn't there
nore active enforcenent?

M5. SELIS: Well, you know, it's a variety of
things. It has to do with budgets, it also has to do
with the difficulty of actually filing cases, finding
Spammers, the technical barriers. But, | think, over
time it's going to get easier and the enforcenent
authorities will get better at it. Especially if there's
right of action that is in the private sector. Private
people will take action, too, and there will be nassive
enf orcement and massi ve deterrent.

M5. HARRI NGTON:  Why do we think that private
citizens will be nore successful tracking down Spammers
t han governnment enforcers have been?

M5. SELIS: Well, sonme of them have taken
action in Washi ngton, and they face sone of the sane
difficulties. But, in fact, sonme of them have been
successful. And, in fact, sone of them have sued the
nmerchants who are selling via the Spam So, it's not an
impossibility. There are barriers, it's true, but |
think with a widespread |law, with an automatic

enf orcenment nechani sm people are nore likely to take
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action.

M5. HARRI NGTON:  Some of ny colleagues in this
room-- Jennifer, Marc, Lisa, others -- spent 18 nonths
going around the country training state and | ocal
enforcers on internet investigation technique. W got a
ot of interest, we trained, | don't know -- Marc --
1,750 |l ocal and state enforcers on how to do this kind of
investigation. And, so, for us there's a little bit of a
di sconnect between the effort to put in that kind of
training effort and the |lack of enforcenent at the | ocal
| evel of these | aws.

Is there nore that we can do to encourage
enf or cenment ?

M5. SELIS: As an agency? | think if there's a
Federal law, and it's a good Federal |aw, and every state
and every Federal entity -- the FTC and the states are
wor ki ng together -- there will be nore cooperation.
Because now when you've got 29 different |aws; 29
di fferent standards; and you' ve got the FTC, who doesn't
really have a law to work with -- you're only working
with your FTC Act -- | think you have a divergence of
| egal opinions and even if you understand the nethods
wi th which you need to investigate these cases, you have
a di sconnect over what |aw to use and what court to go

i nto.
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So, if there's a uniformstandard, | think
that's going to go a |long way toward uni form enf orcenent.

M5. HARRI NGTON:  Now, when you tal k about
uni form standard, this is for Paul and all of you, that
suggests preenption to ne.

M5. SELIS: Umhmm And, as | said earlier, |
don't have a problemw th preenption as long as there is
a strong Federal law and as long as that |aw nakes it
easy or relatively easy to take enforcenent action.

MS. HARRI NGTON:  Ckay.

M5. SELIS: And we can tal k about the substance
of that later.

M5. HARRI NGTON: Okay. Chuck, what's the view
from AOL about the effectiveness of state laws and, in
particul ar, you guys have been big chanpions of this new
Virginia law that crimnalizes the nost egregi ous kind of
Spanmm ng.

MR. CURRAN:. We get mllions of conplaints from
our nmenbers every day and we use them as evidence in
cases. We find that the majority of those involve these
ki nds of techniques of falsification and conceal nment.

The Virginia statute, |ike any other states, is focused
on the kind of conmputer crine aspect of that, and gives
both enforcenent and civil renedies.

So, we're a big believer -- instead of either
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or -- of both and -- that Federal enforcenent renedies
that are targeted towards the people who send the nost
obj ectionabl e Spam by the nost objectionable neans, and
in the greatest volunes, that's where you get the biggest
-- when you were tal king about effectiveness -- that's
where you achi eve effectiveness.

M5. HARRI NGTON: Ckay. Now, David, you're a
proponent of private right of action in state | aws and
you have actually used private right of action in sone of
your work, what's your assessnment of the effectiveness of
state | aws?

MR. KRAMER | would say they have been
conpletely ineffective, but | wuld say that if what the
goal was was to generate interest at the Federal |evel
t hey' ve served their purpose. They were never intended
to solve the problem And, in fact, when a state acts in
the context of interstate commerce, it needs to be very
careful about what it's trying to do. A state can't ban
all Spamon the internet because of Constitutional
concerns with the comerce clause. So, states have taken
a very limted approach to the problem all their
statutes reflected.

Wth respect to the issue of a private right of
action, however, you will see private enforcenent where

it nmakes econom c sense. Were there is areward to the
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consuner for serving the public interest by going out and
taking action, if only for $1,500 in his or her own nane
agai nst a Spammer, you will see an individual going to
court and bringing those clains.

Ri ght now, we don't have a lot of private
rights of action over state |aws that give individual
consuners or individual businesses the ability to bring a
| awsui t that makes econom c sense.

M5. HARRINGTON: All right, now, if you talk
about private right of action, we take a | ook at U ah,
for exanple, where there are class actions being filed by
one particular law firmthat's, you know, denmandi ng $10
per client; $6,500 in fees, you know, does private right
of action open the flood gate for that kind of aggressive
cl ass action?

MR. KRAMER  Yeah. | nean, Steven can speak to
this as well, but certainly that was an exanple of state
| egi sl ation gone awy. The statute was not witten with
careful protections in it to ensure that what it was
actually doing was fighting Spamand it has, instead,
becone a class action lawer's full enploynent act in
Ut ah.

That wasn't ever the intention, but it wasn't
properly witten. | think with, even, the least bit of

careful drafting, we can prevent that problem W see it
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at the Federal level in the Fair Debt Collection
Practices Act; we have limts on what class action
attorneys can do when there's a private right of action
for statutory damages, and any Federal | egislation needs
to have that kind of limtation in it.

M5. HARRI NGTON: Okay. Can anyone on the panel
point me to an exanple of enforcement of a state |aw or
enactnment of a state |law that has achieved a denonstrable
result in reducing the amount of sone kind of Spam-- any
ki nd of Span? |s there any anecdotal or, even better,
any survey-based evidence that anyone knows of on the
effecti veness of any state | aw? Anyone?

MR. SORKIN: | guess | can speak to that
anecdotally. | think state | aws have done quite a bit to
legitimze Spamin that nearly all of the state laws, in
effect, authorize Spamthat doesn't contain fraudul ent
headers, that has an ADV | abel and so on. And, so, |
think the state | aws have had an effect, but in the

opposite direction.

MR. CERASALE: | don't -- with only 2 percent
putting ADV, I'mnot sure | agree with that statenent.
But, Eileen, | think the situation -- your study shows
that at least two-thirds -- and | think Chairman Miris

said that they didn't |look further into the other one-

third -- are people who are already doi ng sonet hing
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fraudul ent and the --

M5. HARRI NGTON:  No, our study said that there
was |ikely false information.

MR. CERASALE: Likely false information. The
incentive for themto try to follow -- outside of just
being in Tajikistan or whatever the "stan" it was that we
wer e concerned about, that that tends to be a problemin
trying to get people to follow those state laws in a
prescriptive type of |abeling.

The other thing on the states, of course, is
the problem-- and it's another problemthat we should
tal k about today and how peopl e obtain those addresses --
but, unlike the tel ephone, where state "do not call"”
lists and so forth work, where you know what state you're
going into or a mail address -- a physical United States
mai | address has a state indicator, a geographic
i ndicator -- an e-mail address does not, and we can --
how people paint it is another problemwe should talk
about today -- but that's another issue with state
enf or cenment .

M5. HARRI NGTON:  Ckay, anything el se on
exi sting state | aws before we nove on to sonme other
t opi cs?

MR. RICHTER. We all agree that they don't

wor k, right?
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M5. HARRINGTON:  Well, | think what |I'm hearing
is there are certainly issues with ability to enforce, in
terns of resources, in ternms of locating, in terns of
jurisdiction and venue. There are big conpliance
probl ens, obviously, and there are not strong incentives,
perhaps, to conply. That seens to be the view

MR. RICHTER Eil een?

M5. HARRI NGTON:  Yes.

MR. RICHTER | have a coment, since |'mvery
famliar with the Uah situation, and Uah is the poster
child -- their statute in nmy mnd is the poster child of
what not to do if you want to nmake -- or what to do if
you want to make sure you have no effect on giving any
private citizen any rights.

And what's interesting in talking to their

state legislators -- and the Utah bill was revised by the
| egislature in this |last session -- but as the vote cane
to the final call, the clock struck m dnight and their

session ended. The governnment now has been urged by the
President of the Senate and the Speaker of the House of
Utah to call a special session for the sole purpose of
revising the Uah | aw because it's a joke. And they al
know because it's resulted in over -- right now | think
it's over 1,600 | awsuits that have been filed -- and not

nore than $10 has ever gone into hands of any plaintiff
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and over half of the plaintiffs are nenbers or enpl oyees
of the lawfirmthat filed the lawsuits. So, it's an
enbarrassnent to everyone.

But where I'mgoing with this is that we can
| ook at the Utah situation and try to learn fromit.

What has gone on there, the theory of giving that Dave
said, it's so inportant to give the private right of
action to the citizen having the private right to act,
but it has to be well done or the only people who are
going to benefit are going to be the | awers.

M5. HARRI NGTON: Ray?

MR. EVERETT-CHURCH A real quick comment. To
say that state | aws have been ineffective doesn't nean
that there couldn't be nore effective state |laws, and |
know from personal experience that Dave Kraner has
drafted sone good proposals, and has worked hard on that,
and others in other states as well.

There could be nore effective states | aws, but
what you see is a response in those states to Federa
i naction on the issue, and you see an outcry from
consuners, fromvoters, to address the problem even if
it islocally. And that |esson extends also to the
gl obal situation, as well, which indicates that even if
Federal laws aren't effective globally, that doesn't nean

that it's not a valuable thing to address it
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donestical ly.

MR. CURRAN: And there's the part about
drafting the statute and then there's the execution part.
Certainly, in Virginia -- Virginia has tough and strong
legislation -- but a lot has to with the execution.

Well, how do you actually prove the case?

Wiere is the evidence? W, as |ISPs, think that we need
to do a better job of putting together the kind of
various pieces of the chain of transm ssion, the evidence
t hat enforcenent agencies need to prove up the cases.

And | think this is an area that we can nake
progress in, working together, on the industry side. W
have the evidence; we have the conplaints; we just need
to put it in the hands of state enforcenent in an
appropriate manner, such that the right kinds of |arge-
scal e Spammers can be identified and, then, actioned,
under appropriate |egislation.

M5. HARRI NGTON: | know one issue that we in
t he Departnent of Justice and ot her enforcenent agencies
have been struggling with for the |last couple of years
concerns a bal ance between privacy protection in the
El ectronic Privacy Act and the hoops that we have to junp
t hrough to get that evidence fromyou that you have and
our need to get it quickly. And that nmay be that's not

t he subject of this panel -- we're tal king about Spam
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legislation -- but there are certainly other existing
| aws that hinder the ability of |aw enforcenent to
qui ckly gather evidence that really need to be | ooked at.

MR. CURRAN:. Sure, right. And there are many
ways to bal ance those interests in gathering evidence
and, then, kind of little acorns that are available for
subpoena under existing processes. There's really, you
know, thinking it through, there's really no reason why
we can't bal ance both privacy and enforcenment interests
in an appropriate manner.

M5. HARRINGTON: Well, let's turn to the
subj ect of possible Federal |egislation. But |let ne say,
again, that what | think I'"mhearing fromthe panel is
t here are concerns about the effectiveness of existing
state laws. Ray's point that perhaps state |laws coul d be
made nore effective noted.

If there are such problens with existing state
laws or if enforcenent and effectiveness are
guesti onabl e, why does anyone think it mght be better or
different with a Federal |aw? You know, is this just a
matter of taking an idea that has been executed in the
states that hasn't had denonstrable results and
nationalizing it?

M5. SELIS: Let nme speak to that here for a

second. | don't think it's that the | aws thensel ves are
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bad in the states, | think that there is a problemwth a

| ack of enforcenent and a | ack of resources. And

sonebody, | can't renenber who, pointed out that in order
to have effective legislation at the Federal -- and that
goes for the state level -- you need effective amounts of

nmoney to fund it.

So, | think if there were a | aw on the books at
t he Federal level, it would have to have enough noney
behind it so that it would be enforced and, as Dave
poi nted out, there absolutely has to be a private right
of action and there has to be an ISP right of action.
Because the peopl e who have the incentive to bring these
cases are not necessarily the governnent authorities, but
they're the I SPs and the individuals who are annoyed and
har med.

And if, in fact, all those things were present,
I think what you'd see is nore enforcenent, therefore,
nore deterrent and nore effect on the problemas a whole.

M5. HARRI NGTON:  Now, Dave nentioned the
Tel ephone Consuner Protection Act, which prohibits junk
faxes and has a private right of action init, it also
has a private right of action for telemarketing calls
from conpani es that consunmers have told to refrain from
calling them

Just anecdotally, nmy fax machi ne at the Federal
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Trade Conm ssion gets unsolicited faxes all the tine. |
don't know if the FTC has a private right of action under
TCPA, but I'"'minterested in your observation that the
private right of action in the junk fax and junk cal
| aws has wor ked, because that wouldn't be ny perspective
fromwhere | sit.

MR. KRAMER: | think that we have to go back in
time 10 years and think about what it was |ike when you
had a fax machine in 1991 to recogni ze just what i npact
the junk fax legislation really had.

M5. HARRI NGTON: But do you think that it's the
junk fax legislation or the wi despread availability of
the internet and e-mail? | nean, you know, faxing costs
noney; e-mail really doesn't. Has technol ogy overtaken
faxing as a popul ar marketing tool?

MR. KRAMER: Well, | certainly think that a
marketer with the ability to send his or her nessage out
at no marginal cost would nmuch prefer to use e-mail than
a fax machine. However, we still see fax marketing from
time to tine; people still think it's effective. It is a
way of forcing your nessage into the hands of the
unwitting recipient and forcing themto expend their tine
and their resources to deal with the nessage.

That's why we have a private right of action

under the junk fax statute, and it's the sane kind of
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problemw th respect to junk e-mail. It forces you to
receive a nessage that you didn't ask to receive, it
expends your resources and the ISP's resources with
eventually no marginal cost on the sender.

So, in answer to your direct question, | think
that the private right of action under TCPA has made a
huge difference. | think there is, for lack of a better
term a cottage industry of enforcenent springing up
using the internet to gather information, with attorneys
and i ndi vi dual s hel pi ng one another to bring these kinds
of actions against telemarketers and junk faxers, and |
think wi thout that nethodol ogy, w thout that neans of
obtai ning redress under a Federal statute, there's sinply
no effective enforcenent nechanism You're |like the dog
chasing the car -- what happens when you catch it?
Not hing. And that's the problem we have today.

M5. HARRI NGTON: Okay, as we continue on the
private right of action and Federal |aw discussion, |et
me add to the question; and that is, if there were a

private right of action, should it be in Federal court

-- yikes -- or how would that work?
Jerry?
MR. CERASALE: | wanted to go back just a

second to the TCPA and so forth and di scuss private right

of action. | think that private right of action for an
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ISP to sue is also a private right of action. So, that |
t hi nk when you think of that, we have to separate between
citizens going to small clainms court, et cetera, and | SPs
for exanpl e.

And, under the TCPA, it is different because
t hey use common carriers. So that there is a requirenent
to deliver, whereas in the internet context there can be
-- and | think everything that DMA's worked on with any
Federal |egislation continues that right to filter for
internet service providers, and so forth, and | think
that that's a strong area where we can |look to
enforcement. They have the evidence, they know the big
attacks on themand so forth, and we have to work in that
context. So, | think it is different fromthe fax area
in that context.

MR. KRAMER: | actually think it's worse in e-
mail than it is in the fax context, because in a fax
context the sender has a marginal cost and there's a
natural limtation on the sender's ability to transmt
his or her nessages.

In the e-mail context, there isn't a marginal
cost and the problemis exponentially worse. Beyond
that, | think, the disruption that's caused by e-mail to
busi nesses is one that's just not experienced in the fax

cont ext.
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The massive | oss of productivity in this
country -- when an e-mail nessage hits the e-mail server
at ny lawfirmand it goes out to 2,000 people, the
increnental |oss of productivity fromthat single e-nmai
message is sonething that cries out for a |egislative
sol uti on.

M5. HARRI NGTON: Okay. Steve Richter, where
are you on private right of action?

MR RICHTER [I'mfor private right of action
in a court of conpetent jurisdiction, and what | want to
do is allowthe citizens to get into court w thout having
to find an attorney and wi thout having the attorneys

profit. So, in nost claimcourts right now, their

limtation, | think, is about $5,000 -- maybe sone states
alittle bit less -- but | think everybody is |eaning
toward the $5,000. | don't think we're talking about a

$5, 000 fine, so where we're talking in the nei ghborhood
of $250 or $500 per e-mmil, you know, as a violation, |et
t he consuner be able to go into a small clainms court,
file a $30 fee, and have their day.

You're going to get a lot nore -- | really
t hi nk what the Conmm ssioner said this norning has to be
taken at heart about let's protect the consunmer in all of
this -- and that's one way of the consuner letting the

wor |l d know they're sick and tired of it. |If they are a
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silent mnority or a silent mgjority, we won't know this,
and we don't know this in Uah where 1,600 |awsuits are
filed. The legislators there will tell you that they
can't say that there's one | ess unsolicited personal e-
mail coming into Uah because of the |awsuits, because
the plaintiffs are getting $10 and the attorneys are
getting $6,500. Who's wi nning?

M5. HARRINGTON: All right. It sounds like
some on the panel, at |east, would advocate for a private
right of action for individuals in small clainms courts;

perhaps a private right of action for 1SPs in Federal

court. |Is that the distinction that |I'm hearing?
John?
MR, PATRICK: | think we're --

M5. HARRI NGTON:  John woul d not advocate for a
private right of action.

MR. PATRICK: No, we're really kidding
ourselves here, if we think that you can go to snal

clainms court and sue this Spamer in Tajikistan. You

cannot solve this with legislation. | don't nean to
sound negative; |I'mactually very hopeful right now --
nore so than |'ve been in a long tinme -- about Spam

Spam can be solved; a private right of action is a
t echnol ogi cal action. It includes things such as

Comm ssi oner Swi ndl e poi nted out.
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Personally, | don't want to elim nate any Spam
unl ess soneone's in ny address book because |I'm an aut hor
and a public speaker and | get e-mails from people |
never met before and | like those e-mails. That's a good
source of input for ne.

But there are a lot of ways to solve this that
are effective -- extrenely effective. PC Magazi ne just
ran a review of four different technol ogi es that
elimnate 99.9 percent of Spam

M5. HARRI NGTON:  Well, John, that's a view that
we're going to explore in great depth later today, but
right now we're going to tal k about |egislation.

MR. PATRICK: Ckay. | just want to say --
okay, since this is a legislative panel, so | won't make
the technol ogy plea. However, fromthe | egislative point
of view, you have to be able to define what it is you're
legislating. And to talk about fax laws is really
irrelevant. That's |ike tal king about applying | aws
related to horses to | aws about airplanes or cars.

E-mail was designed to be really, really sinple
and a lot of thought went into the protocol of e-mail to
make it possible for anybody anywhere in the world to be
able to send a nessage to anybody el se anywhere in the
worl d at very |low cost and very high reliability. And,

of course, that's what has nmade it desirable to the
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Spammers. But it also nakes it inpossible to be able to
pass a | aw that says you can't do that. It's |ike
passing a law to say you nust behave -- people nust
behave. You can't do it.

M5. HARRI NGTON:  Ckay, Ray?

MR. EVERETT-CHURCH: If | could just respond to
t he Anbassador from Taji ki stan

(Goup | aughter.)

MR. EVERETT-CHURCH  The vast mmjority of Spam
that gets forwarded to the Coalition Against Unsolicited
Commercial E-mail is -- and please don't forward your
Spamto us -- we get enough already -- but those
conplaints we receive are largely com ng from servers,
bounced off servers all over the internet -- all over the
world. But still, the largest volune of that is
advertising products and services that are being
di stributed donestically.

These are fol ks who may hire a Spanmer who has
a server farmin China, but who is still going to fulfil
that order for herbal viagra out of their basenment in
Pasaic, and it's a bit of a red herring to focus on
foreign relays if you still have a situation, which we
have today, of the products and services being advertised
| argely domesti c- based.

MR. Rl CHTER: Ei | een?
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M5. HARRI NGTON: Hold on a second. |'m back
with the image of the server farmin China. That's quite
an i mage.

MR RICHTER | just want to say one of the
things that also actually really speaks well that the
| awsuits -- that there's validity in bringing them here
in Uah, over 70 percent of the lawsuits filed have been
answered. So, you know, | understand the issue of having
servers in China and trying to avoid the |awsuits, but as
we heard, the product is here and you can find soneone to
serve who is responsible for sending that e-mail. So,
really think we're chasing a rabbit.

M5. HARRI NGTON: Okay. | want to shift to a
different issue and that is the issue of preenption. |If
there were Federal |aw, how inportant is the preenption
i ssue, how could it work wi thout preenption?

Paul a, would you like to start on that?

M5. SELIS: 1'll junp in on this one, yeah. As
Chris Gregoire, the Attorney General of Washington, said
on the first day, there are 44 Attorneys General who have
witten a letter to the Federal |egislators who are
| ooking at legislation at this point voicing their
opposition to a bill that would preenpt the states.

That being said, | know that the Attorney

Ceneral, at |east of Washington, has said that if there
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were effective Federal |egislation, then the states would
not have a problemor at |east Washington woul dn't have a
problemw th preenption.

Now, what is effective Federal |egislation?
That's what it really cones dowmn to. In |ooking at the
Burns-Wden bill, at least at this point, that is not
effective Federal legislation, as the states see it.

M5. HARRI NGTON:  And why not ?

M5. SELIS: Well, funny you should ask. Let ne
give just a little historical perspective on consuner
protection law, and that, | think, will give you sone
frame of reference.

Bef ore the days of consuner protection law, in
order to show that one business has ripped off a
consuner, you'd have to show fraud and for all of you
| awyers and non-lawyers in the audience, let nme say that
fraud has a nunber of elenments that you have to prove,
including materiality and intent and know edge and so on
and so on and so on. And it becanme acknow edged t hat
that was a pretty high burden and sonething el se needed
t o happen.

So, hence, the creation of consuner protection
| aw, whi ch does not have such a high burden and, for the
nost part, only requires what we call a tendency or

capacity to deceive, so you don't have to show intent,
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you don't have to show know edge, you don't have to show
materiality and so for. So, it's a |lot easier standard.

Wien we | ook at the Burns-Wden bill and what
does it do? It re-institutes all of the elements -- or
at |least nost of the elenents -- of fraud. So, in order
to show a violation, you have to show that it was a
material violation, that the violator had intent, that
the violator knew that he was violating the | aw

This, we see, as a step backward; especially
since Spamis the nunber one consuner conplaint these
days, why give Spammers essentially what anmbunts to a
| ower burden than a higher one. | nean, it just doesn't
make sense. So, | think that's an inportant reason that
we oppose the bill.

The ot her reasons for opposing it have to do
wi th | oophol es and exceptions. And there's one in
particular, | think, that we have an issue wth and that
is that there is essentially an excuse if the violator
can show that he or she had what is called in the statute
"reasonabl e busi ness practices" then he or she can escape
liability.

Well, what's a "reasonabl e busi ness practice"?
That means going into court, that neans the Spanmer is
al ways going to pose that as a defense. Another defense

is the Spammer's "good faith.”
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So, essentially, what this bill does is set us
up for extensive litigation, court battles, they' re going
to last a long tine, that aren't going to provide quick
and effective deterrents.

And, finally, | guess we're going to wind up
getting into controversy over penalties. The bil
proposes a $10 per Spam penalty. [|In Washi ngton we now
have a $500 penalty, and | ask you if we're tal king about
deterrents is $10 a pop enough? | don't think so. W
want to make it not worth the Spamrer's tine and effort
to send the Spam but at $10 a pop, it's basically the
cost of doi ng business.

So, those are just a few of the reasons why at
this point we oppose the |egislation.

M5. HARRI NGTON:  You oppose Burns-Wden. And
we're going to talk about that, we're going to also talk
about at |east a couple of other proposals that we' ve
heard nmenti oned here. One Representative Lofgren's
bount y- hunti ng proposal ; another Senator Schuner's
proposal to create a national do-not-Spam |l egislation
Burns-Wden is the one that's been there for quite sone
time.

M5. SELIS: Right. And a lot of those bills
that you nention kind of junmp off of Burns-Waden and have

a lot of the same elenents, but | do want to at | east
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make sure that we acknow edge that the effort itself is a
good one. That we applaud the effort of trying to put
t oget her decent Federal |egislation, and there are sone
el ements of Burns-Wden that we think are good and we
are, in fact --

M5. HARRI NGTON: \What are those?

M5. SELIS: | think the ADV | abel is a good
one; | think the idea of having a notice --

M5. HARRI NGTON:  \Why?

M5. SELIS: Well, it allows the consunmer to
filter. And | know there's sone controversy about that
and the effectiveness of that, and we can tal k about it,
but as a starting point, | think it's a good idea.

The notice and the ability to opt-out, we think
are good, provided that they're effective and that there
aren't any | oopholes there, and we do have sone concerns
about that.

So, we think those are good places to start.

M5. HARRI NGTON: Ckay. Jerry, does the Direct
Mar ket i ng Associ ati on support Burns-Wden in its
entirety?

MR. CERASALE: W support principle and
approach. There are a few definitional things right at
the nonent that we would Iike to have straightened out,

but, basically, we |Iike the approach; we think --
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M5. HARRI NGTON: What do you like about it?

MR. CERASALE: Well, as we've heard from many
of our menbers, many | SPs, the big things are the people
who are lying and so forth, and we want to try to get out
to the big push on that.

M5. HARRINGTON: Is the standard too high?

MR. CERASALE: |Is the standard too high? |
don't think the standard is too high. | think that the
area of -- the other things in Burns-Wden you nust
produce a physical address, show exactly where you are;
you nust have a unsubscribed -- say, hey, don't send ne
anynore, and it nust work. Those are things that are not
intent to fraud; you either have that or you don't. So,
that, you have sone of those issues that are added in.

The m stake problem-- there has to be
sonmething to ook at on the mstake. This is your
tel emarketing sales rule -- has the m stake area pattern
and so forth, and, you know, you do it two or three
times, you can cone after them and you | ose the m stake.

So, we support that approach, and |I don't
beli eve there's an ADV | abel in Burns-Wden, so that, |
mean, we don't support that.

M5. HARRI NGTON: What are the definitional
probl enms that you have?

MR. CERASALE: Well, we want to | ook at --

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N NN N NN P B PR R R R R R
a A W N P O © 00 N oo O dM W N - O

57
there's sone of the consent definitions that are there,
we want to tighten up that definition and we want --

M5. HARRI NGTON:  You want nore people to be
able to receive Spamor fewer people, you know, let's get
concrete here.

MR. CERASALE: Right, sure. W want the
consent to specifically talk about notice and opportunity
to say no, which I think they do have, but we want to
make sure that that isn't confused; that also you
obliterate the opportunity where soneone says, | want to
receive it. So, you have to nake sure that your
definitions include, fromour perspective, people told us
to say no and al so people said, yes, | want to receive
things. So, that we want to make sure that that's
correct in that area.

And we al so want to make sure we defi ne,
specifically, alittle bit nore tightly, the rights of
the internet service providers to go to Federal court to
enforce the civil side of Burns-Wden.

M5. HARRI NGTON: Ckay. Thank you. David?

MR. KRAMER: | have a real problemwth this
legislation. I1t's unfortunate that it's called the
Canned- Spam Act for short, because what it really is is
the act that says "you can Spam"

(Goup | aughter.)
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MR. KRAMER It is legitimzing a practice that

is reprehensible in our society. |It's a practice of
theft and this statute -- the problemisn't that Spamis
fraudulent, the problemis Spam | don't care that a

nmessage that | get is --

M5. HARRI NGTON: Theft is a strong term

MR. KRAMER It's a theft of resources, it's a
theft of ny time, it's a theft of the |ISPs resources for
processing data, for storing these nmessages, and,
obviously, we're not tal king about one nessage when we're
tal king about theft, but one nmessage is the tip of the
i ceberg.

The problemhere is that we're codifying, with
this legislation, a suggestion that it's okay to Spam as
long as you do it within these certain rules. [It's okay
consuners, you're going to get 1,000 nessages a year and
you're going to have to opt-out of 1,000 lists that you
didn't ask to get on in the first place, and there's no
private right of action in any event, so, too bad, if you
have a problem and they didn't take you off the I|ist,

tell the FTC and they' |l take care of it, or tell your

State Attorney Ceneral and they' |l take care of it.

Not nearly enough with this bill. And while |
again, |ike Paula, applaud the Senators for taking sone
action here, I think it's badly m sdirected.
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(Appl ause.)

M. HARRI NGTON:  Ckay.

MR. PATRICK: | want to strongly agree.

M5. HARRI NGTON: Nice of you to bring your
whol e fam |y today, David.

(Goup | aughter.)

M5. HARRI NGTON:  John?

MR. PATRICK: | want to strongly agree. This
is wonderful that there's an attorney on this panel that
| really strongly agree with. Because the reasons that
he gave for why that bill can't work are going to be the
reasons that no bill can work. And, so, I'min violent
agreenent that private action really is the answer here,
but it's not private legal action -- it's private action
to not technically permt those e-nails to cone into ny
inbox if I don't want them

M5. HARRI NGTON:  David Sorkin?

MR. PATRICK: There's a ot of ways to do that.

MR SORKIN: If | were going to draft the worse
possible bill, I would probably do a few things slightly
different than the Burns-Wden bill did. It would take
me awhile to figure out which things | would do
differently.

(Goup | aughter.)

MR. SORKIN: | would probably draft a
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preenption clause very much like the one | read in the
bill, which preenpts only the one strong state's Spam | aw
and | eaves all of the counter-productive ones and the one

that's somewhere in the mddle, which | would say is

Ohio's -- it leaves all of those in place.

It creates a | abeling schene which, | think,
many -- probably nost of us -- agree is the wong idea
and, yet, the labeling requirenent in the bill isn't even
t he standard nethod, so it wouldn't even work. It sinply

says a clear and conspicuous identifier, not an ADV
label. If we're going to have to live with the |abel, at

| east we'd |i ke one we can use.

So, | have to agree with Dave. | think the
bill would be a large step in the wong direction. But I
do want to add, | think, to sone extent, we're putting

the cart before the horse when we tal k about enforcenent
before we tal k about what the rule should be. | don't
really care that nmuch about enforcenent, |'mnot crazy
about the idea of having a Spam | aw that doesn't work
real well that doesn't get enforced, but | think the rea
principle we should be following at this point is, do no
harm |If we come up with a Spamlaw that m ght do sone
good and won't invite a hundred tines or a thousand tines
or amllion tinmes nore Spanmers into the business, then

| think at |east we're starting to acconplish sonething.
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MR. EVERETT- CHURCH. Eil een?

M5. HARRI NGTON:  Yes, Ray.

MR. EVERETT- CHURCH: Those of who've been
involved in the anti-Spam activities for a long tine,
recogni ze Burns-Wden as sort of the |ogical descendent
of a proposal that then Senator Merkowski from Al aska --
the current Senator's father, | believe -- proposed and,
in fact, was alnost imedi ately taken up as a cause celeb
by the Spammers thenselves, citing the |egislative
proposal in their Spam It even occurs still today, if
you search your database, the FTC s refrigerator, for
S1618, as authorizing this piece of e-mail, in nost cases
it wouldn't have if it wouldn't have if it had becone
| aw, but the Spamers took it up as sonething that
legitimzes their activities, and Burns-Wden woul d do
t he sane.

M5. HARRI NGTON: Ckay. | want to tal k about
anot her fundanental question, and that is whether
enact nent of a Federal statute regardi ng Spam woul d put
on the books a set of requirenments that woul d be
i mredi ately outstripped and outdated by devel opnent of
t he technol ogy. There's sone concern about the ability
of law -- and particularly statutory law -- to keep up
wi th innovation and devel opnent in the technol ogy.

Can you think of some sort of statutory schene
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that would be less likely to be i medi ately obsol et e?

M5. SELIS: | have a suggestion on that and, in
fact, Washington has a good exanple. Just this |ast
session, we realized that not only a conventional Spam
probl em but text nmessaging, which is its own form of
Spam is a problem too, and our |egislature just passed
a |l aw prohi biting conmrercial text nessaging. | think it
m ght be the first one in the country, but it points out
what Eileen just nentioned that you' ve got technol ogical
changes, sort of variations on a thene, and how are you
going to keep up with them And | don't think you can do
by com ng back to your |egislature year after year after
year with a new probl em

Now, the FTC, | think, is set up to deal with
that far better than the states in what you have rule-
maki ng authority at the FTC, and if you wote a statute
t hat provided for rule-making at the FTC, which could
all ow for those changes, those subtle changes -- granted
not whol esal e changes to the | aw by the FTC, but
sonmething within the FTC s ability to change -- | think
you'd have a built-in nmechanismfor sone kind of
flexibility.

M5. HARRI NGTON:  Chuck, you wanted to say
sonething, it | ooked |ike.

MR. CURRAN: Yeah, actually, | don't think it's
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necessarily as great a challenge. There's a problemwth
drafting to technology if you get lost in the weeds of
t he technol ogy. However, if you, you know, certainly
fromthe kinds of what | call the outlaw Spam the
fundanmental activity is the acts of falsifying your
| ocation and your identity.

Technol ogi es may vary, but if you draft to the
fundanmental act that's occurring, basically people are
engagi ng -- concealing who they are, what they're doing,
how much they're sending -- in order to trick ISP and
i ndi vi dual consuner filters.

So, | think you can antici pate new t echnol ogi es
by sinply saying it's the act of conceal nent, you speak
to those by-whatever technol ogi cal neans.

M5. HARRI NGTON: Do you suggest that the vol une
issue is one that should be left alone -- legislatively/
statutorily?

MR. CURRAN: The volune issue is a very
difficult issue because, certainly, every day, seven by
24, the Spammers are out there on a technol ogy side
testing whatever filter -- if you say the nunber is 10,
they're at nine; if you say the nunber is 100 -- and the
nature of SMIP -- mailing protocols -- allows mai
transm ssions to be broke up into so many little packets

that mail, as sent by sophisticated Spamrers today,
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generally cones in in a kind of diffuse cloud. It's very
difficult to identify one source.

So, you know, trying to hit a nunber is
sonmething of a drafting trap. It encourages Spamers to
just cone up with one nore gane to beat the nunber
somehow. But once, again, if you draft creatively with
keepi ng an eye on the fundanental objective, you can
reach the act.

MR. PATRICK: | disagree.

M5. HARRI NGTON:  Wio said that?

MR. PATRI CK: John.

M5. HARRI NGTON:  John?

MR. PATRICK: You really can't. | nean, we are
nmoving into a world whose identity is going to be
extrenely difficult to define. |Is it our virtual
identity? Is it our wireless identity? What kind of
identity are we tal king about? And you can't define that
froma |egislative point of view

You can define, however, content. And this is
what's working today is that, although the techni ques
that were just pointed out, are happening in terns of
random zing the to address and the from address and the
subject line and so on, the basic content of the nessage
is basically the sane.

And, so, collaboratively, if 1,000 people got a
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nmessage that contain service, simlar kind of nessage,
then it's probably Spam And those are the techniques
that are actually working. And people that use them
don't get any Spam It's just elim nated.

(M xed appl ause.)

M5. HARRI NGTON: Ray?

MR. EVERETT-CHURCH | agree with Chuck that
the mnute you start trying to define technical processes
and standards in legislation you slide into a norass.

But | egislation can encourage the adoption of certain
approaches by granting safe harbors to those who adopt

t hose approaches, by encouraging the use and creating
some penalties for things |like new technol ogi es that may
cone down the pike that enable a better statenent of
identity, statement of content.

We'l| see sonme proposals later today and the
Coal i tion has endorsed one proposal that you'll hear, the
Trusted E-nmail/ Open Standard, which woul d enabl e senders
to state identity in a secure way; to state content
assertions in a verifiable manner and | egi sl ation that
encour ages adoption of those standards and puni shes the
m suse of identity and m sstatenent of assertions, could
encour age sol utions, including better technical solutions
wi thout getting lost in the technol ogy norass.

M5. HARRINGTON: | see people are getting a
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little restless, and we're not going to take a fornal
break right now, but let's involve sone of you in the
di scussion for a nonent. Let's go to the video.

Steve, are you there with your mc? Geat.
Steve and Sheryl, you didn't know we were going to do
this right now, not a problem

kay, Steve, let's go to this gentleman in the
white shirt right here for a question for the panel.

TOM Two points: One, you can tell the
country where a packet of IP comes from technically.

So, if all the Spammers are in Tajikistan or China, we
can filter. That's nunber one.

Nunmber two, | believe that there is a scam
behi nd every Spam This is a | aw enforcenent issue and
we' ve got to give the | aw enforcenent people the tools
that they need to go after these organized crine.

M5. HARRI NGTON: Okay, thank you.

TOM And just, finally, 1'd like to suggest
the U S. Postal Inspectors. They're doing this thing for
the mails today. The rules say that they go after things
that go through the physical post. The sane exact job
needs to be done online. They've got the tools, they've
got the conpetence, give themthe nmandate for cyberspace.

M5. HARRI NGTON: Ckay. This gentleman, Sheryl,
ri ght here.
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DAVE CROCKER: My nane is Dave Crocker
Brandenburg Consulting. | wote a fair portion of the
internet technical standards for doing e-mail. So, this
is afairly interesting topic to ne.

There's a peculiar mx comng fromthe table up
there. One thing | would encourage people is to pay a
ot of attention to the cautions being raised about the
degree of control that is available. There was an
observation nmade that meking state laws is nore for the
pur pose of getting Federal interest, because of the scope
i ssue -- the scope of control.

That is worse for Spamthan it is for fax,
because Spam can come from anywhere. There is an
observation that generals tend to fight the [ast war --
we need to be careful that when we pass |laws we're not
fighting the [ ast Spam

Spammers are extrenely adaptive. The things
that work today -- I"'msorry -- the things that worked
yesterday do not work today. The comment that content
filters work today was true for ne six nonths ago and
usel ess today. The nore adaptive techniques that are
com ng around in content filtering are nuch nore
powerful, but we are in an arns race if we take that
approach. | think we need to take that approach because

we need an array of tools.
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My own view about Spamis that we need to view
it the sane way we view fighting roaches. You don't get
rid of roaches, you bring themunder control and you
don't use one technique, you use an array, and you keep
changi ng them over tinme because the roaches keep
adapt i ng.

So, let nme suggest that there is a major val ue
in legislation and the value is to create sone very clear
term nol ogy that people will use consistently. And you
may notice that is not yet true.

And the second is it creates sone very clear
guidelines for what's acceptable and what's not, because
as we tal k about Spam we need to renmenber subscription
mail, which in every technical detail |ooks exactly the
same as Spam

M5. HARRI NGTON: Thank you. |[Is there anything
in the mail box? Brian, do we have sone e-mail ?

MR. HUSEMAN. Yes. Eileen, we have one
comment, rather than a question. Wy is the unsolicited
bul k e-mail problemany different than the issues
addressed by the existing fax advertising laws? Wth the
exi sting fax advertising |laws, we are not required to
submt our fax machine nunber to an opt-out |ist.

M5. HARRI NGTON:  Any coment on that comment,

fromthe panel ?
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MR. KRAMER  Yeah, it isn't, is the short
answer to the question. The problemis al nost exactly
the sane. | would suggest that it's far worse, in fact,
in the context of e-mail, as | did previously, and |
think the solution that we came up with as a society in
1991 here ought to be the solution that we come up with
to this problemin 2003.

MR. CURRAN: And Professor Sorkin wote a
definitive Law Review article saying that the TCPA can't,
unfortunately, be stretched to cover Spam but nakes sone
really interesting argunents about how to do it.

M5. HARRI NGTON: Okay. W're going to cone
back to you with your questions and comments in a m nute,
but I want to nove to a couple of suggestions that we've
heard from your | egislative conponents in the |ast couple
of days.

First, we heard from Representative Lofgren
about her bounty hunting suggestion on Spamm ng. Does
everyone on the panel know what |'m tal ki ng about ?

That's all around. GCkay. Wat do we think?

MR. KRAMER The San Jose Mercury News, which
is a very tech-savvy paper in Congressman Lofgren's
district, panned it twice. Basically, the Mercury News
thinks that a TCPA-li ke legislative solution is the

appropriate one.
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The problemw th Congressman Lofgren's
legislation is that it's solving a problemthat really
isn'"t the problem | have never had a problemfinding
the person | wanted to take action against. The problem
was, an econom cal matter, it wasn't justifiable for ne
to sue that person. The person who is sending you Spam
wants to sell you sonething, and with a little socia
engineering and a little investigation, you can al nost
al ways find out who that person is, if you want to take
action against themand if there's enough economc
justification for doing so. |If you invest in resources,
you are nore often than not going to find the person.

M5. HARRI NGTON: Let me just take issue with
that, David. | think our people are as ninble and
skilled as any in finding Spammers, but there's a certain
category of Spamers who are not trying to get noney, and
they are very difficult to find. You know, |aw
enforcenment can follow the noney, but if people are
doi ng, you know, nasty and, you know, pranksterious
things that inpose significant cost but they aren't
trying to collect noney, then they are hard to find.

MR. KRAMER: Agreed. No, this is not a
conplete solution to the problem | agree with everyone
that has said that this is one of the tools that we need

in the arsenal in the fight against Spam | do not think

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

71
that any kind of legislation is going to elimnate the
problem | do think it will help bring it under control
and that we ought to be thinking about ways we can do
t hat .

The concern that has been expressed that you
can't find these people, is sinply a red herring in a | ot
of cases. In a lot of cases, you can find these people
and you can't take action against them

M5. HARRI NGTON: Ckay. Anyone else in the
Lof gren proposal here? W're not going to hear from --
keep your hands down out there right now -- we'll come

back to you, don't worry.

MR, RICHTER. | would just add that, you know,
anybody can learn how to track down Spammers. | have a
free website for people -- privacyfordunm es.com-- has a

tutorial that can teach anybody how to do what
Congressman Lofgren is encouraging. The problem again,
isn'"t finding the Spammers, it's getting | aw enforcenent
to act or to have a private right of action for an
i ndi vidual to act.

The ot her conponent is --

M5. HARRI NGTON:  Well, where are you then?
Representative Lofgren would say that, | would inmagine,
that her proposal would make it easier for |aw enforcers

because people would be out there turning in these bad
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Spanmer s.

MR RICHTER. Well, | think --

M5. HARRINGTON: Do you like this idea?

MR RICHTER -- the FTCs -- | don't like the
idea. The FTC s own UCE@tc. gov mail box is proof
positive that there's no | ack of conplaints about Spam
out there. You can find Spammers relatively easily,
al t hough there are evidentiary requirenents to bringing
an action that even state Attorneys Ceneral have
difficulty neeting.

So, | don't see that an individual, unless
you' re sonmehow goi ng to encourage people to hack into
systens and find the kind of data that it takes subpoenas
to otherw se obtain. Wthout that kind of action, you're
not going to get any nore useful information by creating
a bounty.

So, | would agree with David, it's a solution
for a problemthat doesn't really exist.

M5. HARRINGTON: Is there anyone on the panel
who wants to speak in favor of Representative Lofgren's
appr oach?

(No response.)

M5. HARRI NGTON: Representative Lofgren, we
| ove you, but the panel doesn't |ove your proposal.

Let's turn to the Schumer approach, which
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suggests the creation of a national Do Not Spam Registry
that the FTC would run and --

UNI DENTI FI ED SPEAKER:  Lucky you.

M5. HARRI NGTON: -- yeah. But Representative
Schuner said that if this becones |law, we're going to get
a lot of noney to do this. And all | can say is, we
woul d need it.

MR. SORKIN: Let me suggest a really easy way
that the FTC could run that registry: Allowthe listing
of top-level domains, like .com

(Goup | aughter.)

M5. HARRI NGTON:  And who woul d have the
authority to register the domain?

MR. SORKIN: Preferable anybody but | CANN

(Goup | aughter.)

M5. HARRI NGTON: Okay, there's a thought.

MR. PATRICK: Eil een?

M5. HARRI NGTON:  Yes? John?

MR. PATRICK: Yeah, on this registry, it's a
tenpting idea. Many of these ideas are tenpting and
they're well-founded sort of philosophically, but they
just -- they're not practical. | nean, |ook at the
chal | enge --

M5. HARRI NGTON:  Why? Tell ne really

concisely, why this isn't practical ?
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MR. PATRICK: Well, because peopl e change their
e-mai | addresses all the tine; ISPs fold, new ones cone
up. W can't nmanage security very well in many
i nstances, what nmakes us think we could do this? There
are things nuch sinpler than this that we can't do.

M5. HARRINGTON: Wiy is it significant that
peopl e change their e-mail addresses? Say, that | change
ny e-mail address every nonth and register ny new e-nmail
address every tine | change it. Wat's the problen?

MR. PATRICK: Well, again, it's just not an
American problem it's a global issue. People don't like
Spam anywhere in the world, and trying to solve this at a
| ocal level, which is Arerica, is just not practical. It
doesn't address the entire issue.

M5. HARRI NGTON:  Well, we'll have a separate
wor kshop on the Tajikistan --

(Goup | aughter.)

M5. HARRINGTON: -- and there's actually an
international panel following, and | think that these are
some of the issues that they will deal wth, but Jerry?

MR. CERASALE: Well, unlike the tel ephone,
where a do-not-call-list works, has worked in the states
and so forth, and even the DVA |list has been around since
' 85, where the fraudul ent people were in tel ephone

marketing or on the fringe, it's the legitinmte marketers
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that are on the fringe and the sinple core are
fraudsters, in essence.
And they're not going to follow And, so,
t hink that you have a problemthat it's not going to work

because the basis of the users are not necessarily |aw

abi di ng.

The other thing, froma marketer's standpoint,
raises a real problemfor us -- and we've seen this in
part with even exenptions in phone lists -- if it doesn't

work, that the fraudsters don't use it, and you put

out -- we have this national registry and Jerry Cerasal e
enters the registry, | assune that's going to work, it's
going to stop Spam and I'mgoing to get inundated with
it, still, plus the legitimate marketers will use the
list, we're still going to be painted with the sane brush
that we don't even follow the |aw

And, so, | think you have that kind of a
problem You don't want to set up that |ist when there
is little likelihood that it's going to be successful.

M5. HARRI NGTON:  Well, would the purpose of
this kind of |law be, do the panelists think, primarily to
reduce the volunme of unwanted Spam or to provide an
easi er enforcenment hook for |aw enforcenent?

M5. SELIS: Well, actually, that's exactly what

| was going to say. Looking at the state as a
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| aboratory, when we created a do-not-call-list, what it
did for us is that enforcenent authorities -- it enables
us to go in and file what's called a sumary judgnent.

We didn't have to prove anything, all we had to show was
that Joe Blow s name was on this list, he got the cal
anyway; therefore, a judgnent in favor of the state.

And | think that's the utility of having a do-
not-Spamlist, it enables the enforcenent authority to go
in and get a pretty quick judgnent against the Spammer
wi t hout having to prove nore.

Jerry does point out sonething that | think is
inmportant, and that is that when you have a list, it
creates an expectation on the part of the consuner that
he or she is not going to receive Spam \Wen they do,

t hey get angry. They think, gee, | thought this |aw was
out there to protect ne, and it's not.

So, there has to be sone inportant consuner
education that goes along with it.

MS. HARRI NGTON:  Ckay.

MR. PATRICK: It's a database managenent
problem also, inthat -- that's what | nmean by it's not
practical. | nean, when American Express sends out an e-
mail every nonth to tell you that it's tinme to pay your
bill, they send out very |large nunbers of these e-mails.

UPS is one of the largest e-mail generators in the world;
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and FedEx and Airborne. So --

M5. HARRI NGTON: The point being perhaps if
there were such a law, there would need to be an
exception for e-mail from--

MR. PATRICK: Yes, | nean, this is a human cry
ri ght now, from associations, for exanple, the |IEEE, or
t he Association of Conputing Engineers or, | mean,

t here's thousands of associations, as you know. Right
here in Washington there's thousands of them They al
have e-mail newsletters. All conpanies are noving toward
legitimate e-mai|l for purposes of customer service; for
pur poses of order acknow edgnent.

M5. HARRI NGTON: Well, this gets us back to the
definitional issue that we discussed on the very first
panel ; and that is, if Spamis defined in the | aw as
i ncluding unsolicited and bul k, and we | ook further at
the solicitation definition to exclude, you know,
menbership --

M5. HARRI NGTON:  Par don me?

MR. PATRICK: You can't define it. | nean,
American Express' nonthly statenent is bulk, unsolicited
e-mail.

M5. HARRI NGTON:  No, not necessarily. |If
there's a contractual relationship --

MR PATRICK: Well, it's --
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M5. HARRI NGTON: -- or an existing business
rel ati onship, | nean, there are ways --

MR. PATRICK: That's the point. | nean, so in
t hi s database we have to have a field to say, well, this

particul ar case is an exception because there's a
contractual relationship. Wo's going to adm nister this
dat abase?

MR. SORKIN: This is exactly the case where the
| aw can do better than the technol ogy can in defining
things |ike unsolicited.

MR. PATRICK: Not really. The only person that
can define Spamis the recipient. Nobody can define it,
but you know it when you see it.

MR. KRAMER: That's why you have | aws.

MR. PATRICK: The | aw defines what Spamis, and
if the definition in the statute is unclear, that's why
you have courts. Wy don't we define pornography?

M5. HARRI NGTON: Excuse ne, all right. W're
going to continue on this discussion of the do-not-Spam
wi th original thought here.

MR. KRAMER: | actually think that short of a
ban on unsolicited comercial e-mail, that a do-not- Spam
l[ist in which | can put nmy nane and know that having put
it there | should not receive, and if | do receive any

further unsolicited commercial e-mail, that it's a
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violation of the law, if it gives nme a private right of
action, | amin support of that -- short of a conplete
ban on unsolicited commercial e-mail, because it doesn't
put the burden on ne to opt-off of all these lists and it
does give nme sone neasure of confort, at |east know ng
that this will reduce if not elimnate unsolicited
commercial e-mail. | don't think any of us can say that
putting your name on a list is going to conpletely stop
this problem but it will help bring it under control.

So, short of a ban, | think this makes sense.

MS. HARRI NGTON:  Ray?

MR EVERETT-CHURCH: | have severe concerns
about the logistics of howa list would be operated. |'m
all in favor of giving you | ots nore noney, though,

Eil een, so --

(Goup | aughter.)

M5. HARRI NGTON:  Davi d?

MR. SORKIN: | think, in theory, or at least in
| ooki ng at some of these proposals in the nost charitable

light, they may end up nerging into an opt-in regine, if

we have a do-not-e-mail |ist that contains every e-nai
address of everyone who doesn't want Spam-- it's hard to
i magi ne a database |arge enough to hold that -- but if we

have such a list, or if we have an ADV | aw that requires

an ADV | abel on every Spam and every internet provider
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declines to transport any e-mail that has that |abel, and
we allow themto do that, then what we effectively have
is alegislative ban on Spamthat doesn't admt that it's
one.

O if we have a law that says every internet
provi der has the authority to enforce it's anti-Spam
policy as long as they post it on a webpage sonewhere --
whi ch we al nost have in Chio, but not quite. Again, we
have sonet hing that beconmes the equival ent of a ban on
Spam -- an opt-in | aw

Now, | think it probably has the sane potenti al
Constitutional problenms as such a law, so | don't think
it gets us around that question, and it's certainly |ess
efficient, but if that's possible, then we may have
anot her way of doing an opt-in without really admtting
that's what we're doing.

M5. HARRI NGTON: Okay. |I'mgoing to turn to
the big brain in the back row, Brian, do you have any
guestions that you' d |like to hear the panel tal k about?

MR. HUSEMAN. | do have one kind of technica
guestion about the Burns-Wden, but | think it is an
i mportant point. M understanding of the current draft
is that the requirenents that nessages include an opt-out
notice and, al so, a physical address, those requirenents

only apply to unsolicited comercial nessages. And |'m
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wondering what is the panel's view on whether those
requi renents, including requiring nessages to have an
opt-out, should apply to all commercial nessages rather
t han just unsolicited nessages.

M5. HARRI NGTON: Okay, Jerry, you get the first
crack.

MR. CERASALE: Like |I said, we support Burns-
Wden, but we believe that every commercial nessage
shoul d have an unsolicited and should clearly state who's
sending it with a physical address where they can find
you; physical address does not include a post office box.

M5. HARRI NGTON:  So, should apply to all, is
t he DVA view?

MR. CERASALE: Should apply to all.

M5. HARRI NGTON:  Chuck?

MR. CURRAN: | think as a matter of practice
today, all commercial e-mail fromthe reputabl e senders
cont ai ns opt-out nessaging, just sort of mainstream
conpani es are using that.

So, | think Burns-Wden is about baseline
standards and | actually disagree with sone of ny
col | eagues, | think they' ve done a good job in defining
and attenpting definitions of Spam

But, you know, Burns-Wden doesn't necessarily

have to address -- as a matter of ISP practice, we can
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set our own policies as well as it relates to certain
ki nds of desirable practices that we'd want to see.

So, | don't think it has to be necessarily
decided entirely as a matter of |egislation. QCbviously,
conpani es and technol ogi es that can be devel oped t hat
woul d ki nd of signal that perhaps higher practices are
being foll owed by the sender, and those could be passed
on through to the recipient.

So, you have to -- there's not just a
| egi slation option, but there are also technol ogy
opti ons.

M5. HARRI NGTON: Ray?

MR. EVERETT-CHURCH. Fromthe consuner point of
view, having the ability to identify the sender is a very
val uabl e thing, not only for weeding out the fol ks that
you di strust, but for being able to recogni ze the fol ks
that you do trust. That you see a conmunication from
sonebody that you recognize you have a relationship with
and that there is sonme recourse, sone ability to contact
them as well as a standardi zed opt-out nmechani sm
That's sonething that technol ogy can provide, but a
basel i ne requirenent of all comercial e-mail having sone
sort of standardi zed nmechani smfor renoval woul d assi st
consuners very greatly.

M5. HARRI NGTON: Ckay. Steve Richter, should
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t hose provisions of Burns-Wden apply to all, not just
unsol i cited?

MR. RICHTER Yes. |In order to become a nenber
of EMA, you have to subscribe to doing that. So,
absolutely in favor of it.

M5. HARRI NGTON:  Ckay, David?

MR. SORKIN: | suppose it nmakes sense. | don't
think they help as nmuch to deal with Spam but | don't
have any problemw th them | suppose |I'd also say we
ought to do it in a nediunm neutral way and require al
direct advertisers to identify thenselves and provide
people with a way to get off the list or stop receiving
t he junk, regardless of whether it's e-mail or tel ephone
or door-to-door or direct mail.

M5. HARRI NGTON:  Well, now, there's the DVA's
wor st ni ght mar e.

(Goup | aughter.)

MR. PATRICK: Eileen?

M5. HARRI NGTON:  Yes?

MR. PATRICK: May | comment on that sane point?
Yeah, | think it's a really good, sensible business
practice to provide opt-out and to al so provide an easy
way to comuni cate back to the business. But, again, to
define that through legislation is really not a good

i dea.
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There are many entrepreneurs in the world today
who operate out of their home, have legitimte
busi nesses, who do not necessarily want to reveal their
physi cal address for their own personal security reasons.
They may be a consul tant providing advice and very
successful at it, and they have a right to be able to
participate in that kind of business.

So, the market can regulate this and consuners
can sel ect businesses that they want to do business wth,
based on these kinds of features, but to legislate it and
define how an address shoul d be specified or how t he opt-
out should work, would Iimt the innovation that's
possible. W're only 2 percent of the way into what the
internet offers, so why try to define how it should work?

M5. HARRINGTON: Brian, is that satisfactory
for you?

MR HUSEMAN: Yes.

M5. HARRI NGTON: Good. All right, I want to
shift to a different question, and that is whether there
shoul d be crimnal sanctions for sone kinds of Spam |
t hi nk what we've been tal king about so far are
| egi sl ative proposals and, for the nost part, except for
Virginia state laws, that inpose civil or admnistrative
sanctions on those who violate or would viol ate these

statutes.
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s there a kind of Spamm ng activity that
should inplicate crimnal |aw? Chuck, you guys have been
i ke maj or proponents, out in Virginia, of this new |aw.

MR. CURRAN: Yes, there are the people we
bel i eve are responsible for the greatest volume and the
nost obj ecti onabl e Spam consi stently use any nunber of
techni ques of falsification or stealing other's accounts,
we think of it as a kind of conputer crine. And | m ght
add that Virginia is not the only state to have | aws.

Many ot her states do recogni ze the sort of
crimnal elenent to the |arge-scal e behavior that's going
on. | think Connecticut, Arkansas, Illinois, North
Carolina -- there's a school of thought in the states
that this is a particular kind of problemthat is
recogni zabl e as an act of using nethod of conceal nent to
get stuff through and appropriate advertising resources.
It's a formof theft -- burglary tools.

M5. HARRI NGTON:  What would the triggers, you
know, be for inposing or possibly inposing crimnal
sanctions?

MR. CURRAN: | think they probably boil down to
three concepts: One is just a flat-out falsification of
header or transm ssion information to conceal identity
and scope of mail.

M5. HARRI NGTON: And doing that intentionally

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

86
woul d be the intent to falsify?

MR. CURRAN:. Yes, that's right. Secondly,
certainly if I hack into hundreds of people' s accounts,
take them over, take over ny grandma's account on ACL in
order to send mail, which is not dishonestly addressed,
but obviously not fromny grandma, that's a form of
hacking that's a well-recogni zed defense.

And, finally, third you see the system zed
t aki ng over of free e-mail accounts by the hundreds for
t he purpose of disguising mail transm ssions.

So, yeah, we believe that there's a clear
pattern of activity that supports the | arge-scale
Spanming and that it can be reached, obviously with
appropriate gradations, obviously, not just one mail
should be a felony, but with appropriate tiers and
triggers reflecting the amount of noney or the anount of
mail sent. [It's possible to appropriately define
offenses in the sane way we do for many other crines.

M5. HARRI NGTON:  Thoughts on crimnalization?
Paul a?

M5. SELIS: | agree with what he said, | agree
with that. | also think there's a practical issue,

t hough, that we can't really ignore and that is whether
prosecutors are going to take these cases.

It's all well and good to have a | aw on the
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books, and the question is what are the conpeting
probl ens that those prosecutors are having to grapple
with -- budgets, other cases that involve physical crines
as opposed to property crinmes. And the perception,
unfortunately, that the big guys, you know, the |SPs
m ght be able to take care of thenselves in the civil
arena.

So -- and I'mnot citing anybody in particul ar
for having that position. So, | think that it mght give
you a sort of false sense of security in some sense to
have a crimnal |aw on the books, but the practical
reality may well be that a prosecutor -- Federal or state
prosecutor -- may not have resources or tine to take
t hose cases.

M5. HARRI NGTON: O her thoughts on the issue of
crimnalization? Jerry?

MR. CERASALE: The DMA supports AOL and it's
approach here, as we take a look at it. One of the
things that -- and this is beyond our panel here, so |
apol ogi ze for 30 seconds -- | think, as another facet of
how we can go after Spamrers is -- and we're starting to
try and do this -- is to get together with | SPs and even
| aw enforcenent, to see what kinds of things can
mar keters, |1SPs do, to gather information to give to

prosecutors to assist them in both civil and crim nal
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cases, to help themput together a case, in part. And
there are a ot of legal issues and so forth, and we're
just starting that.

But those are sonme of the things that we're
| ooking at, as well, and | think go beyond the
| egislation but we'll try to answer the issue there of
resources and effort to try to help in that sense.

M5. HARRINGTON: All right. 1'mgoing to shift
for a mnute before we go back to our wonderful audience
menbers for questions, and ask each of the panelists to
take full advantage of the fact that we have C SPAN with
us together and perhaps, in addition to Congressional
staffers who are here, we have nenbers who are watchi ng.

There's been a great deal of discussion,
think on-line and off-1ine, about Federal |egislation and
whether, ultimately, it will make matters worse, not
better. And, certainly, all of us who work in the public
policy arena sonetines view the process of devel opi ng
| egislation as being simlar to that of maki ng sausage.

| think that I'd |ike each of the panel nenbers
to look right into our camera and give us 60 seconds of
your nost fervent wish and intent with regard to
Congressional action on legislation. Wat is the thing
that woul d be a disaster; what is the thing that you nost

want or w sh; what would say if you hold the pens of the
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menbers as they wite and draft?

And I'lIl ask for a volunteer to go first on
this, instead of putting anyone on the spot.

MR SORKIN: I'll go first.

M5. HARRI NGTON: Si xty seconds.

MR. SORKIN: 1'll take less than that, do no
harm and opt-in. [If you can't do anything other than
opt-in, |leave the technol ogists to do what they can.

M5. HARRI NGTON: David, excellent. Wo would
like to go next?

MR. PATRICK: I'Il go. Sixty seconds.

M5. HARRI NGTON:  John?

MR. PATRI CK: Well, | would suggest put your
pens away.

(Goup | aughter.)

MR. PATRICK: We do not need |egislation, and
thisis atine to be very optimstic -- very optimstic,

actual ly, about Spam There are a | ot of good things
happeni ng. Conmi ssi oner Swi ndl e pointed out that three
of the major internet service providers are getting
together; they're conpetitors and they' re getting
t oget her and tal ki ng about this.

MT recently held a technol ogy conference and
sonme of the smartest conputer scientists in the world are

really intrigued by this problem and they have a | ot of
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good i deas.

Venture capitalists see this as an opportunity
to make noney. \Wierever there's a problem there's a
chance to nmake sonething out of it. And, so, they're
investing in conpanies that are actually doing the roach
approach, that the gentleman in the back tal ked about,
and it's working.

It is a noving target, but they're noving very
qui ckly on this, and there are people that actually get
no --

M5. HARRI NGTON:  Fi ve seconds.

MR. PATRICK: -- Spam because they use this.
So, put your pens away, just wait a little bit.

M5. HARRI NGTON: Ding. Next?

MR. KRAMER: This is an enornous problem it's
been a problem for 10 years and Congress hasn't acted
yet. It needs to act now. The problem has reached
epidem c levels; the cost of Spamto the industry, to
busi nesses and, ultimately, to consuners, iS staggering.
This cries out for a legislative solution, and the
| egislative solution is right in front of us. W already
have a nodel for it -- it's the junk fax statute. Spam
rai ses the same problens as does junk faxes.

We need a legislative solution that allows ne,

and anyone el se who feels aggrieved by a particul ar
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message, to go to court and take action on his or her own
behal f, seeking statutory damages, seeking a penalty
agai nst the Spamer for its m sconduct in such a manner
as to vindicate the public interest and to tell Spanmers
that their nessages have consequences; to change the
econonmi cs of Spam to put the costs back where they

bel ong, on the Spamers --

M5. HARRI NGTON: Fi ve seconds.

MR. KRAMER: -- and get themoff of consuners.

M5. HARRI NGTON:  Excel | ent, Dave.

(Appl ause.)

M5. HARRI NGTON:  You guys are really the
masters of the 60-second pitch. Wo's next?

M5. SELIS: That's a hard act to follow, but I
have to point out that David used to be in radio at one
point in his life.

(Goup | aughter.)

M5. SELI'S: He has professional training here.
| think the nost inportant thing for the states, and for
consuners, is to have effective, substantive enforcenent
provi sions that enable people to go into court and get
relief, and that it will ultimtely make nore sense for a
Spanmer to stop Spamm ng than to keep maki ng noney.

In other words, | think it's an economc

incentive issue. As long as a Spamrer can continue to
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make noney by sending out big volunes -- maybe getting a
1 percent return -- it makes sense for himto keep
Spammi ng. But the mnute he has to face crim nal
penal ties, statutory damages, the threat of big | awsuits,
he'll stop. It's a dollar-and-cents issue, and if the
bal ance is on the side of fear of enforcenent, the
Spamming wil | stop.

M5. HARRI NGTON:  Excel l ent, thank you. Who's
next? Ray?

MR. EVERETT-CHURCH: | would urge you to resist
the tenptation to repeat past m stakes, and we' ve seen
m stakes in anti-Spam | egislation. Opt-out approaches
have not worked; |abeling has not worked; and | ook beyond
the borders. Labeling approaches in other countries have
not worked. O her countries have noved steadily toward
an opt-in approach. Business can live with opt-in --
business lives every day with opt-in -- they do great
good and great business by adopting opt-in approaches.
The | aw can encourage conpanies to do the right thing, to
encour age best practices, if the | aw works to encourage
opt-in.

M5. HARRI NGTON:  Okay. Next? Chuck?

MR CURRAN: |I'Il take a shot here. W believe
that technol ogy and | egislation conplinment each other in

terns of solutions. There is no magic bullet, and
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certainly penalties with teeth for the outlaw Spamers
wi Il reduce the incentives and create the kinds of
deterrents we think are necessary.

Legislation is al so needed, we think, to uphold
the integrity of the technologies. The unfortunate
hi story of anti-Spamtechnology is that it's been
circunvented. And, so, legislation, just like in any
other kind of crimnal activities, needed to back up and
set boundaries for activity. Certain technol ogies can
solve a | ot of problem and nake the experience better,
but legislation has to be there to provide the back-up
for those who step outside and transgress the boundaries
t hat we' ve set.

So, we support both approaches and think there
is arole for Federal legislation to provide the kind of
backstop to a good consuner experience.

M5. HARRI NGTON: Ckay. We haven't heard from
St eve.

MR RICHTER Well, | want to say that we can't
wait for Enron and Worl dComto hit this industry where
we' re going to make exanples of a few and hope that the
others run or then we catch them and we fine them

This is sonething that has got to go right now,
and ny feeling is that legislation has to go, if it's not

the best legislation, we can always catch up with it
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later. But the EMA absolutely would like to see the
Spanmers out of business and | agree it's economc, we
have got to go after their pocketbooks and that will put
t hem out of business.

M5. HARRI NGTON: Ckay. | think Jerry, it's to
you.

MR. CERASALE: Well, we need legislation. W
have to go after the bad actors who are just swanping
this internet system and we have to al so open the
pocket book, give noney for the Federal enforcers to
enforce whatever |aw you have. That is absolutely
required. If you don't do that, don't bother witing a
I aw.

But you al so have to keep in m nd that the
internet is an unbelievabl e econom c and informational
system and you can't -- don't close it up. It's 10
years old, it's still a relatively new technol ogy, in al
ot her channels of marketing; for exanple, pornographers
have cone first; and we're still in that stage. Don't
close it; let's try and protect it and keep it open so in
the future this can be an econom c driver for our country
and the world econony.

M5. HARRI NGTON: Thank you. W're going to go
to Commi ssi oner Thonpson in just a nonment, but speaking

only for nyself, as a staffer at the FTC, and not on
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behal f of the Conm ssioner or any individual
Comm ssioner, | wuld say two things to nenbers and
Senators: Please nake it an offense to send Spamto
Conmi ssi oner Swi ndl e because he forwards it all to ne.

(Goup | aughter.)

M5. HARRINGTON: So that's ny first concern,
and the second is on a nore serious note, if you do
anything that inplicates the Federal Trade Comm ssion,
pl ease give us the resources to carry out your intent.

Now, Conmi ssioner Thonpson?

COWM SSI ONER THOWPSON:  First of all, | want to
t hank you all for being here. | thought this was a great
panel in hearing fromyou. But | wanted to maybe sharpen
the pencil a little bit, because | heard a range of
responses to one topic, and we've tal ked about whet her
some Federal response is appropriate and what the nature
of that response should be.

| guess I'ma little bit concerned about
timng. Have we reached a tipping point, in your eyes,
that you think for the Federal Governnent not to do
anyt hi ng woul d be inappropriate?

M5. HARRI NGTON:  Very good questi on.

Panel i sts? Ray?
MR. EVERETT-CHURCH If | could just echo what

| said at the opening, the Coalition Against Unsolicited
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Commercial E-mail has been working on this issue since
1997, when we were founded. W felt that it was a
probl em then and a grow ng problem and that the dire
predi ctions we nmade and were | aughed at for have,
unfortunately, come to pass.

So, I"'mhere to say, we told you so. And a bad
solution, a bad legislative solution will only exacerbate
the problem |It's past tinme for a solution.

M5. HARRI NGTON:  Steve?

MR. RICHTER. Commi ssioner, | would tell you
that it's a disincentive to anybody not wanting to Spam
the I onger the Government waits to get into this; that
the state laws and the precious little that they can do
is just not enough; and to ne this is a rabbit farm and
every single day there's nore rabbits, being the
Spammers, and there's no reason to tell themto stop
proliferating.

M5. HARRI NGTON:  Davi d?

MR. KRAMER | think that we've gotten to the
poi nt where busi nesses recogni ze what a serious problem
thisis. If we're not in this for the consuners,
recogni ze that businesses are spendi ng hundreds of
t housands of dollars to protect the productivity of their
enterprises agai nst the onslaught of Spam

At that point, you know that there's a rea

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

97

probl em here. They're |ooking for solutions; technol ogy
can provide sone relief; but |egislation can provide
nor e.

M5. HARRI NGTON:  John?

MR PATRICK: Well, I think it would be a
m stake to take any |egislative action, as |I've said, and
there isn't tinme to go into all the technol ogy, and I
woul dn't attenpt to do that, but | can tell you that the
technol ogy is working for conpanies and for individuals.
And a | ot of the Spam does cone through enpl oyers and
enpl oyers are putting technology in their mail servers
that are exam ning the pattern of what's comng in and
el i m nati ng huge anmobunts of it.

MS. HARRI NGTON:  Ckay.

MR. PATRICK: So, technol ogy does work, and we
need to give it just a little nore tine.

M5. HARRI NGTON: Ckay. The tipping point
guestion, Chuck?

MR. CURRAN: | absolutely think we reached our
kind of viral level, critical mass in the |ast year, and
t hat everyone is now experiencing the sheer |oad of, as
fewer and fewer people respond to any sort of e-mail, the
Spammers are just turning up the dial in terns of what is
being sent, and that is what is really rippling out, not

just the consunerized P level, but at the transport
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network |evel, at the business level, and there really
are no inpedinents to growth other than stronger
penal ties and decisive action, otherw se there's nothing
to stop the growt h.

M5. HARRI NGTON:  Any panelist have anything to
add on this tipping question, whomwe haven't heard fronf

MR. SORKIN: Yeah, | think we're at the tipping
point, to mx two or three netaphors, with the bills I
see in Congress now, |I'mafraid we're going end up on the
w ong side of the cow

(Goup | aughter.)

M5. HARRI NGTON: Moo! Ckay. Let's open it.
Steve, would you catch this gentleman in the dark blue
shirt?

MR PRINCE: |'m Matthew Prince from On- Spam
Hopefully it's clear that we're on the right side of this
debate. | wanted to nerge a couple of different issues
that canme up

The first is, to start out with the Schumer

proposal -- or taking that actually down to the state
level -- there are currently eight states considering do-
not-e-mail registries on the state level. | was actually

just in Mchigan the other day speaking wi th them about
t he subj ect.

The second is the state actions and nmaki ng
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state laws effective, and the third is private causes of
action. It seens to nme that there's an additional
benefit of a do-not-e-mail registry that it associates a
jurisdiction wwth an e-mail address. |t says that
there's a jurisdictional hook onto which a State Attorney
General can latch onto a lawsuit, in addition to
provi ding the summary judgnments and nore effective neans
of going to court and getting a quick judgnment, you can
al so actually latch on the |laws that states are passing,
hel pi ng solve many of the problens that we're having.

M5. HARRI NGTON:  What you nean is that there is
victi mvenued jurisdiction, clearly, in the do-not-Spam
| aws that help states that may not otherw se be able to
effectively assert jurisdiction?

MR PRINCE: |If | have an e-nmmil address,
mat t hew_pri nce@otmail.com whose jurisdiction applies?
Is it Rednond, Washington, where Mcrosoft is based? 1Is
it Santa Clara, California where Hotrmail servers are
based? What states are trying to say is their
jurisdiction should be able to cover nme, a citizen of the
state. The problemw th e-mail is that it is, at sone
| evel, jurisdiction-free, and until you solve that
problem there's going to be no way for a state just to
address the issues on a state-by-state-by-state basis.

Furthernore, this actually can extend to the
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Federal |evel. Everyone has said, what is the problenf
If 1'"ma Spammer and |I'm sending out mail, how do | know
whet her an address is in the United States or it's in
Canada? That seens |ike an absol ute defense -- and going
back to ny first year of |law school, | nmean, that's an
inmpossibility, right?

| don't know what | aw applies and, then,
therefore, there is no way for ne to ever conply with the
I aw unl ess I'mon notice of what | need to conmply with.

M5. HARRI NGTON:  Okay, thanks.

M5. SELIS: You're absolutely right, and |
think it's really a state problem nore than a Federa
problem I n Washington we dealt with that issue by
creating a registry, but the state didn't create the
registry; the state didn't have the resources to create
the registry and our legislature refused to create it
| egi sl atively.

So, what happened was an associ ati on of
internet service providers, The Washington State Internet
Service Providers Association, put up an on-line registry
so that people could register thensel ves as Washi ngton
State citizens, enabling the state to cone in and assert
jurisdiction.

So, you point out a very good point and that is

that one of the hurdles that states have to junp over is
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that jurisdictional one, which is yet another reason why
t here shoul d be Federal |egislation.

M5. HARRI NGTON: Okay. Sheryl, let's go to the
gentl eman back with the glasses and the shirt and tie.

To that handsone devil in the back row. It's hard to
descri be people in the audience fromup here wthout
of f endi ng.

UNI DENTI FI ED SPEAKER: First of all to John, |
woul d nmake a brief comment, which is, | spent the |ast
year and a half working on anti-Spamfiltering technol ogy
and nore recently corresponding with a |lot of the people
t hroughout the industry who are working on the
technol ogy, and they are not nearly as confident as you
are. | think everyone who is working on the technol ogy
feels severely the limts of what can be done by
technol ogy alone. And there are many of them here today
in the audience who'll be happy to talk to you.

(Goup | aughter.)

UNI DENTI FI ED SPEAKER: The second point, | have
a question for the panel which is, as | understand it,
and this is very new | egislation, Senator Schuner's bill
goes quite a bit beyond the do-not-Spamregistry that
everyone has | atched onto and, in fact, covers a nunber
of other areas relating to Spam including sone of the

falsification of trespass on servers and sone of these
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other issues. |I'mnot yet aware of all the details, but
| wonder if any of you could comrent on those provisions
of Senator Schuner's bill.

M5. HARRI NGTON:  Well, | think Senator Schuner
i ndi cated when he was here that he hasn't introduced his
bill and that he has a nunber of ideas that he intends to
put forward in the next couple of weeks; and, so, | think
t hat beyond the do-not-Spamregistry idea, for nyself, at
| east, | haven't seen the proposals and it's hard to
comment .

| don't know if anybody on the panel has seen
any additional |anguage or proposal fromthe Senator.
Anyone? Anyone?

(No response.)

M5. HARRI NGTON: Okay. Too soon. Steve, can
we go to the woman in blue in the back? Aqua?

Tur quoi se?

M5. COHN: | have to ask ny nother, she picked
it out. This is Cndy Cohn, I"'mwth the Electronic
Frontier Foundation and | wanted to just make a comment
on sonething that Brian said and nmake sure | understood
hi m

M5. HARRINGTON: M Brian -- our Brian fromthe
FTC?

M5. COHN: Yeah. Brian asked whet her we needed
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positive identification capabilities for noncomrercial as
wel|l as commercial e-mail, and --

M5. HARRI NGTON:  No.

M5. COHN: Did | msunderstand?

M5. HARRI NGTON:  Yes.

M5. COHN: | think it's really inportant that
we nmake sure that in these laws that we recognize that a
| ot nore goes on in the internet than conmmerce.

M5. HARRI NGTON:  Yeah, but Brian's distinction
was unsolicited/solicited. So --

M5. COHN:  Ch, | m sunderstood?

M5. HARRI NGTON: Yeah. W're only talking --
believe -- Brian, am| on your wavel ength?

MR. CERASALE: M/ answer was only on
conmer ci al .

M5. HARRI NGTON:  Yeah, okay. Moving al ong.
Sheryl, the guy with the blue shirt-sleeve right there.
Vince -- you're not Vince, but that's fine.

MR. BLACKMAN: My nane is Ed Bl ackman from
Eur eka Conputing Solutions, and | want to agree with
John. | don't think there is any legislative body with
gl obal authority to regulate e-mail. Wiat we need is a
mar ket - based sol ution. Sending Spam has to cost the sane
as printing and sending bulk mail, and until that

happens, we're going to get inundated wi th Spam
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M5. HARRI NGTON: Okay, so it's the cost
shifting issue?

MR. BLACKMAN: It's a market-based issue.

M5. HARRI NGTON: kay, thank you. Steve, the
gentleman in the front row up here in the tan

MR. HENDRI CKS: Yeah, thank you. Evan
Hendricks, Privacy Tinmes. It seens to ne that, you know,
why do they rob banks, because that's where the noney is;
why do they send Spam because that's where they're
trying to make noney. The experience shows we have a
significant percentage of people who are in the United
States of Anerica that are Spanm ng, okay?

So, our |aws have never been designed to stop
crime around the world or to regulate it around the
world, but if a U S law can help stop the problemin the
United States and bring people to justice or create
econom ¢ penalties, | don't understand how you can be
against a U S. law, John, that can cut into a significant
portion of the problem

M5. HARRI NGTON: Well, what a nice set-up for
t he next panel, which is going to deal with the
i nternational aspects, and | think that's a bit
rhetorical, so we're going to nove on

Back here, in the blue shirt -- Steve or Sheryl

or sonmeone. That's okay. This is likely, I think, to be
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our |ast audi ence questi on.

MR. SWLLINCGER: Mark Swillinger fromthe | aw
firmof Sonschein, Nath and Rosenthal. | just wanted to
follow up on the question David raised about businesses.

My clients, corporate Anerica, is concerned and
i s spending noney on fighting Spam and they want to know
why none of the state proposals or Federal proposals
deals with a corporation's ability to control its own
network. That is, if a corporation says, | have 100, 000
e-mai | addresses around the world, you can't send e-nai
to any of them if it's comrercial Spam why shoul dn't
that trunp an individual enployee who signs up for a list
and says send ne nessages?

MR. KRAMER: Interesting question. | suspect
that -- let nme answer it this way first, to say that
California' s |aw, Business and Professions Code 17538. 45,
takes exactly that approach to the problem | happen to
know a little bit about that statute.

(Goup | aughter.)

MR. KRAMER It basically says you, as a
busi ness, have the right to control who has access to
your mail servers, as long as they're physically |ocated
in the State of California, and you can give notice to
whonever you choose that their nessages are not wel come

on your network. So, it's not quite accurate to say that
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t hat hasn't been discussed in the state |egislative
efforts.

| think that the problemwth California's
approach is that it's a state's approach, and at the
state level -- | touched on this before -- the state
needs to be quite careful about how it goes out and tries
to regulate interstate conmerce.

So, a state that, for exanple, said, you cannot
send nmessages to any businesses in our state, would have
sonme probl ens because as Jerry and ot hers have pointed
out, a Spammer doesn't know where his or her nessages are
going. So, California has this rather cunbersone process
t hat says, hey, you have to give notice first that your
nmessages are going to be using servers that are | ocated
in California before you can sue, and if we had that at
the Federal level, | think it mght be a useful, but
certainly not, end-all solution to the problem

MR. EVERETT-CHURCH: If | could say this real
qui ck, that that statute in California does also include
sonet hing very useful. It says that, if technol ogy cones
up with a better way to provide notice in the future,
that that notice can be effective, rather than certified
mai | and service a process, and the Coalition Against
Unsolicited Comercial E-mail has proposed, at the

Federal level and in state |egislative proposals as well,
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to create a standard to work through the technical
standard's process for the internet, to encourage a
techni cal standard that could be recognized in statute
and enforced, that would give recipients the ability to
say, we don't accept unsolicited comrercial e-mail. And
there are technol ogies that could make even nore granul ar
statenments possible. W don't accept certain types of
unsolicited commercial e-mail, adult e-mail, et cetera.

M5. HARRI NGTON: Okay. We're al nost out of
time. We began with Conm ssioner Swindle. | think,
Comm ssi oner, you may have been out of the room when
made ny plea to Congress if they legislated at all to
prohi bit Spamto you since you forwarded it all to ne,
and al so your friends. W want their Spam bl ocked.

(Goup | aughter.)

M5. HARRINGTON: Is there anything that you
would i ke to say, as we wap up this panel ?

COWM SSI ONER SW NDLE:  Sol ve the probl em

M5. HARRI NGTON:  Sol ve the probl em

COWM SSI ONER SW NDLE:  You know, we spent,
what, two hours here discussing, in very conplex ternms a
very conplex matter, and that is |legislation and | aw and
how we can deal with this. | still go back to ny concern
for consuners. WII| sonmebody that has nore brain power

than me, conme up with a way to give the consuner the
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power to say, no -- period. That would solve an
i edi ate problem for an extended period of tine.

The guys are going to try to get around that
and they will get around it, but in the neantine we've
di m ni shed the frustration of consuners. And, as | said,
if this frustration gets to a high enough | evel, we have
done sone irreparabl e damage, and we need to solve that.

So, | would chall enge AOL and Yahoo and
M crosoft and Earthlink and on and on and on to start
conpeting with each to give consuners the power to say
no. And the one that conmes out of the shoot first is
going to be a big w nner.

Thank you.

M5. HARRI NGTON: Okay. Well, we're going to
wap this panel. In 10 mnutes we will begin with the
i nternational panel and we will start pronptly.

Thank you, paneli sts.

(Appl ause.)

(Whereupon, a brief recess was taken.)

MR. STEVENSON: Al right. [I'm Hugh Stevenson
fromthe Federal Trade Comm ssion and we proceed now to
t he Panel on International Perspectives on Spam And |
think we heard right fromthe start of this forum about
the i mportance of considering Spam from an international

perspective, and this has been an issue, and not
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surprisingly, of concern to many countries and, so, we're
able to assenble really a truly distinguished and diverse
panel of foreign visitors to offer their views here. W
really appreciate their taking the tine and trouble to
cone fromso far away to offer their views.

And | think that it's inportant to enphasize
that getting their views is inmportant, both so we can
conpare notes -- what has their experience been with
Spam what has their experience been in ternms of
| egi sl ati on; what chall enges have they seen in trying to
enforce the | egislation they have.

It is also an inportant issue because, as |
t hi nk a nunber of people have noted, enforcenent is a
gl obal challenge, as well, requiring international
coordi nati on and cooperation. And that requires thinking
about how do the various national approaches there fit
t oget her.

Qur format for this panel is that we' ve asked
our speakers to start by giving a five-mnute
i ntroduction, talking about the experiences they've had
in their countries, and we will then turn to a discussion
format and take questions fromthe audience, if people
have them

|'"d like to start in Asia. There is sone

| egislation already in place in Korea and Japan, and
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we'll turn first to Dr. Hyu-Bong Chung from KI SA, which
is the Korea Information Security Agency. Kl SA has done,
actually, a paper that is out on the tables out there on
the Spam|laws that they have, which date back, | think
initially to the year 2001, and I'd also note, they have
col l ected an increasing nunber of Spam conplaints. |
bel i eve they had over 100,000 for the year 2002.

And, so, Dr. Chung, | turn it to you

DR. CHUNG Thank you. Thank you, M.
Stevenson. Good norning. | amfrom Korea, but
definitely from South Korea, not from North Korea.

(Goup | aughter.)

DR CHUNG As we have di scussed two-and-a-half
days, there are lots of policy nmeasures and options of
alternatives we have at our hand. | think, personally,
that we can briefly categorize those tools into three.
One might be | egal approach and the second m ght be
techni cal approach and the third would be, | think,
mar ket approach. Wen | say, market approach, it neans
pricing scheme and so on, which we can think about.

kay, since | have a very limted tine, I wll
just focus on the | egal approaches which we have pursued
over two-and-a-half years in Korea. So, let ne first
start with sonme background i nformation; some nunbers,

whi ch gi ves you sone understanding of the current
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situation in Korea.

Total popul ation of Korea | ast year was around
47 mllion, and about 58 percent of the popul ation, which
is equivalent to 26 mllion, reports that they have
access to the internet and use it at least 12 hours a
week. And we have, also, around 30 mllion people who
use nobil e tel ephone, hand phone sets.

Ei ghty-five percent of internet users in Korea,
around 22 mllion, report that they have e-mail accounts
and al nost every individual and busi ness owns -- uses e-
mai | address and enjoys this powerful nediumfor
expressing ideas, sharing information and opinions and
doi ng busi nesses.

The result of a survey of 2,000 e-nmail users
conducted by KISA | ast year shows that every user has an
average of four e-mmil accounts and receives 14 e-mails
every day in each account. And eight out of 14, they
report, were unsolicited and unwanted ones. So, around
60 percent is unwanted ones. This is a rapid increase
from 2001 when Spam occupi ed 44 percent.

Fifty-one percent of respondents replied that
they do not even read and they just delete it imediately
upon their receipt and only 40 percent reported they read
the ones only with interesting titles.

Next, let me nove to the regulatory efforts of
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t he Korean Governnent to control the Spam Anti- Spam
| egislation in Korea has been enacted since 1999. The
| aw prohibits the transm ssion of unsolicited comercia
e-mails. The regulation has evolved to become stricter
over time, as the preval ence of Spamincreases in the
mar ket .

I n Korea, sending comercial advertisenent
i nformati on agai nst the addressee's specific rejection is
illegal and subject to penalty. In addition, under the
| aw, the sender of conmercial advertisenent should
identify the name of the sender, e-mail address and the
mai | i ng address to contact and provide conveni ence for
said recipients to express their rejection of the e-
mails.

Despite this regulatory item the Spam
increased rapidly on the internet and we introduced new
regulation to help to ease the Spamfiltering by
recipients.

From July |l ast year, the senders of commercia
advertisenment are required to include | abels about the
adverti sement specified by the law, such as adverti senent
or adult advertisenent in Korean and English in the title
of their comercial e-mails. A breach of this
requi renent is subject to fine under the |aw.

To fight against the technol ogi cal devel opnent
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of Spamm ng, we al so introduced several regulations, from
January this year. First, we added unsolicited nessages
via tel ephone and other nedia for the definition of
illegal Spam including wreless nobile phones.

Second, sending advertisenent inplying nedia
materials harnful to mnors. For exanple, obscene and
violent ones to the mnors is prohibited. That is
subject to the crimnal sanction.

Third, automatic harvest of e-nmil|l addresses
fromthe website and the other internet is prohibited.

Last to the technical manipulation to evade the
| aw and avoid the recipient's refusal, automatic
generation of a contact, such as e-mmil| addresses and
t el ephone nunbers, is prohibited by |aw

For the details of the regulations | nentioned,
| want you to refer to the handout that reads, Anti-Spam
Regul ati ons in Korea.

To enforce the laws to control the Spam KI SA,
for which I am working, established Spam Response Center
| ast year, and in 2001, we had 254 conpl ai nts agai nst
Spam from the public, and | ast year we received 69, 609
conplaints, literally an explosive increase we had. In
the first quarter of this year, we received 27,810
conpl ai nt s.

Besi des the enforcenent |aws, KISA al so
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conducts public awareness prograns and technol ogy
devel opnment. W opened a website to provide information
to reduce the suffering of the public |ast year. W
provi ded useful information for filtering unwanted e-
mails for the end users of the e-mail services and tips
to avoid receiving Spam

We al so inspected the 40,000 mail servers in
the country and provided technical assistance to bl ock
the Spamrelays. KISA also devel oped a special software
to protect the websites fromautomatic e-nmail address
harvesting and nade it available to the public from our
websi te.

We organi zed, also, a coalition network
fighting against Spamw th mail service providers and
| SPs in Korea and we established hotlines between KISA
and mail service providers. Korean ISPs and mail service
provi ders are becomi ng nore and nore proactive in
fighting against Spam and protecting their custoners. To
save ny tine, | wll not elaborate about that.

Let nme just speak about ny our concerns,
lastly, at the international |level. W have found nore
and nore Korean Spammers are noving out of Korea and into
foreign countries, such as the U S., to avoid punishnment
of the law. For exanple, illegal pornographic e-mails

are under strict control by Korean |law. The Spammers
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noved their mail servers and pornographic web service to
a foreign country and they operate there.

The second thing | want to nention is actually
a suggestion. | suggest choosing and using a common
international synbolic letter for the |abeling of
comercial advertisenent e-mails. As | nentioned before,
we have mandatory labeling law, but it requires putting
Korean letters -- Korean |anguage -- and does not work
for American recipients, since no U.S. citizens
understand Korean letters. Simlarly, comercial e-mails
fromU. S. sonetinmes has the |abel, ADV. That wll not
wor k for Korean recipients because they do not understand
Engl i sh.

In conclusion, I wish to enphasize the need for
cl ose international cooperation, especially anong the
pol i cymakers and the interested parties in each country
to reduce the Spam | think this is one of the nost
urgent issues for us to inprove the internet use
environnment at the global level in these days.

Thank you.

(Appl ause.)

MR. STEVENSON: Thank you, Dr. Chung. W'l
turn now to Japan, which al so has passed recently sone
| egislation on Spam W heard a little bit about it

yesterday fromthe representative from NIT DoCoMb. W
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have now M. Mtohiro Tsuchiya, who also -- | actually
should invite our panelists, if they want to, to just sit
down and talk would be fine to, so we don't have to wal k
ar ound.

So, M. Tsuchiya, if you want to describe the
Japanese experience.

MR. TSUCH YA: Thank you very nmuch. There
used to be a big trade gap between the United States and
Japan in terns of autonobiles or a sem conductor or
everything, but we are now inporting nore Spamfromthe
United States, so.

(Goup | aughter.)

MR. TSUCH YA: Now, we are actually |earning
what Anerican culture is through Spam so.

(Goup | aughter.)

MR. TSUCH YA: M coll eague is al ways
forwarding his Spans, and isn't it interesting. And I
just say, just throw away, but he is always forwarding
it.

We have a kind of simlar regulation wth the
State of California, but it's working in Japan. So,
sonebody -- as the |ast panel said, labeling is not
working in other countries, but it's working in Japan.

| have a one-page handout for the entrants.

But | came |ate, so everyone does not have this, but I
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have a handout, so please look at it.

So, | don't want to repeat regulation
| egislation in Japan, as M. Mirayanma told you yesterday,
but there are two laws: One is regulating advertisenent
owners; the other one is regulating Spam senders. So,
the content of the legislation is alnost the same. So,
you have to put a kind of ADV sign, witten in Japanese,
in the header section, and you have to give your real
nanme and physical address and no fake e-mail address and
never send again to the custoner who opted-out.

M nistry can issue an order, so you should stop
this Spamor sonething like that. After this, they can
puni sh the sender or advertisenent owners. So, their
penalty could be two years in prison or $25,000 U. S. a
fine, or a conpany can be punished. The fine will be --
oh, | amsorry, it's a big nunber, $3.5 mllion U S. a
fine. So, this is working.

| have a nunber. The first quarter of the | ast
year, there were 173,000 conplaints about w rel ess Spam
But one year later, only 74,000 conplaints. So, alnost
| ess than half. So, it's working. [It's not perfect yet,
but it's working. It's reducing the nunber of Spans.

And why are these regul ations effective in
Japan? | have no clear answer about this. There are

several reasons. One is cultural difference. So,
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Spammers don't want to take any risk to do |legal attenpts
and online shopping and credit card shopping is not
popul ar -- less popular than the United States, so they
don't want to buy online. So, they just want to go to
shops.

And maybe the second reason is social sanction.
So, if Spammers are penalized or publicized, famly
sanction or community sanction is nore stricter than in
the United States. So, we are living in a small country
and we have many day-to-day conmmrunicati ons.

And the third reason will be the stricter
domai n name | egislation. So, Japanese country is .JP and
JP NI C (phonetic) institution is regulating the JP NIC
domai n names, and they request nore detailed information
of the owners of the domain nanes. So, they can easily
identify who is owning this domain nane and who is used
for relaying Spans.

The | ast reason should be ISP control. So, a
judicial precedent allows an ISP to stop Spans in terns
of wireless Spam So, all Spans that go to wirel ess
phones or nobil e phones goes through the NTT DoCoMb
servers or the KDD servers or a J-Phone (phonetic)
server. So, if ISP finds this is a Spam they can stop.
O course, Spanmmers cannot appeal, but they can go to a

court. They can fight in the court. So, this is allowed
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for the ISP to stop Spam This reason is very possible,
but this is not perfect. So, this is our experience.
Thank you very nuch

MR. STEVENSON: Have you seen a mx in terns of
a change in ternms of the anmount that appears to be from
out si de Japan of Span?

MR. TSUCH YA: Mostly from --

MR. STEVENSON. You spoke of the inported
American culture and --

MR. TSUCHI YA: Yeah. Actually, there's no
official stats, but sonmebody -- interested people are
counting the nunbers of Spans. They said -- people are,
on average, getting 10 to 30 Spans per nonth and maybe 80
percent or 70 percent from outside of Japan. So, Spam
witten in the Japanese | anguage i s decreasing.

MR. STEVENSON: So, those other ones, a |ot of
themare in English then?

MR. TSUCHI YA: English, Chinese and Korean, but
nostly Engli sh.

MR. STEVENSON: Ckay, thank you. Well, why
don't we turn next to Australia and Canada. These are
countries that have privacy |egislation, but not Spam
specific legislation at this point. Qur first Australian
speaker is Tom Dal e who cones from-- it's called NOE,

the National Ofice for the Information Econony of the
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Australia Governnent, and they |ast year issued an
interimreport, and last nonth a final report, on the
i ssue of what to do about Spam

MR. DALE: Thank you, good norning. Yes, the
agency that | represent is an Australian Federal
Governnent agency, the National Ofice for the
| nf ormati on Econony and about 12 nont hs ago, the Federal
Government in Australia asked us to conduct an inquiry
into Spamfor essentially the sanme sorts of public policy
reasons that you' ve heard el aborated on in great detai

here over the | ast couple of days. W published, as Hugh

said, a final report only a week or two ago. |It's
avai | abl e on our website, the ever popular ww.noie -- N
OIl-E -- .gov.au in the equally popul ar PDF for nmat

anongst others, so help yourself.

At any given tine, | guess, there are no end of
reports from government agencies floating around the
systemin nost countries. |In this case, however, we
found as an issue of public policy that Spam and the need
for sone neasures, including governnment action agai nst
Spam has a great degree of political support across the
political spectrumand we're hopeful that the neasures
that we've recomended will be adopted by the governnent,
and we've had sonme indications fromour mnister already

that the governnent will be proceeding as quickly as
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possi ble on nost, if not all, of those recomrendati ons.

There are basically three sets of actions that
we' re proposing to address Spamissues in Australia
com ng out of our report. Those dealing with |egislation
-- and I'll talk about those because that's been a topic
of much interest this norning, of course. A nunber
dealing with joint action by governnent and industry, and
M. Coroneos, on ny right here, is froma mjor
Australian internet industry body and he'll be tal king
about the conplinmentary industry initiatives that we hope
to go forward with there.

And thirdly, and very inportant for this
norning's session, | think a nunber of international
perspectives on the issue. | don't quite know why
Taj i ki stan was singled out this norning for particular
attention, but | have nothing against them one way or the
other. | do know that, like Japan, we're finding, as far
as Spamis concerned, Australian e-mail users are finding
out far nore about Anerican culture than they really
wanted to know.

(Goup | aughter.)

MR. DALE: However, let's talk quickly about
legislation firstly and what we think will be an
appropriate set of |egal neasures at the Federal

Governnent level in Australia, and | should stress that
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Australia is a federal systemand at the nmonent, as Hugh
said, there is no Spamspecific legislation at either the
federal or the state level in our country. There is
federal privacy legislation, which has recently been
extended to nost of the private sector. But its
application to Spam as Spam putting the content issues
aside for the nonent, isn't really clear at the nonent.

So, what we concluded in our report was that
there was a need for federal |egislation which would have
the followng features. Firstly, that no commerci al
el ectroni ¢ nmessagi ng should be sent without the prior
consent of the end user unless there is an existing
busi ness custoner relationship. Now, is that an opt-in
screen that's being proposed? Yes, it is.

Before | go on, | should stress, we're very
careful to use the term"el ectroni c nessagi ng" because we
believe that for purposes of governnment policy, we have
to enconpass not just e-mail, which is where the majority
of the problens are at the nonment, but energi ng probl ens
in areas |ike real-line chat or instant nessagi ng, heaven
hel p us, and also wireless or SM5 Spam potenti al
problenms. W believe that we can address those as part
of the general package of neasures here.

Secondly, we believe |egislation should provide

for all commrercial electronic nessaging to contain

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

123
accurate details of the sender's name and physical and
el ectronic addresses. Now, | think we're famliar with
t he reasons for that, again, through discussions here
over the last few days, and there's nothing particularly
uni que about our reasons for wanting that.

Thirdly, we are suggesting that there be
provision in the legislation for what we termin
Australia a "co-regul atory approach” with industry, which
provides, if you like, a regulatory incentive for
i ndustries to devel op codes of practice to address issues
so that the | egislation does not have to be called into
play, but there is provision for enforcenent of the
| egi sl ation should the industry be unable to apply or
agree on codes of practice, and that has worked quite
successfully in a nunber of other areas of internet
regulation in Australia and, again, M. Coroneos has been
an active participant on the industry side in that kind
of regul atory approach.

And, finally, we'll be including in that
| egi slation, should it go ahead, appropriate enforcenent
sanctions which would include, probably at the least, a
range of crimnal sanctions and we're certainly | ooking
closely at the issue of scope for private action, as
wel |, again covering sone of the broader |egal conceptual

i ssues covered in the panel session earlier this norning.
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MR. STEVENSON: \What has been the reaction to
your | egislative proposals in Australia?
MR. DALE: Cenerally very supportive from nost

i ndustry areas and al so froma nunber of internet user

groups and political parties, as well. The only
qualification -- and it's not a major one and perhaps is
not a surprise -- is the Australian Direct Marketing

Associ ati on had sonme concerns and we believe that we'l|l
be able to work through the concerns of the direct

mar ket ers t hrough perhaps sone code of practice issues or
focusing on that prior existing business relationship
provision that | tal ked about.

So, generally, it's been pretty hard in the
| ast coupl e of weeks since the report was rel eased to
find anybody who has a nmajor problemwth it, which is
pretty encouraging for any area of public policy.

MR. STEVENSON: Geat, well, thank you. W'l
turn now to Peter Coroneos, also fromAustralia, the
Chi ef Executive of the Internet Industry Association, and
the Il AA just |last nonth announced an industry initiative
to address Spamand if you can describe what that's about
and al so what industry reaction has been to the NOE
initiatives.

MR. CORONECS: Thank you, Hugh. Firstly, I'd

like to thank the Federal Trade Conmm ssion for inviting
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me to attend this session, and particularly to
Comm ssi oners Mzel |l e Thonpson and Orson Swi ndl e, both of
whom | ' ve worked with personally on issues ranging from
privacy to security and consuner protection. And, in
fact, we see Spam as covering all of those areas, so |
think it's highly relevant that whatever initiatives and
i nternational cooperation we can put in place, perhaps as
aresult of this forum wll also have, hopefully, a
positive contribution to make in those other areas as
wel | .

What |I'm going to say m ght seem shocking to
you when | describe to you who our association is and who
we represent in Australia. As Tomsaid, we're the
nati onal industry body for the internet. W have over
300 conpani es, representing a Wwo's Who of the internet
industry in Australia. They include players like
Tel strel (phonetic) Optus, AOL, Aussie Miil, MSN, Yahoo,
a lot of the major security and filter providers,
Symant ec, GenM cro, Message Labs, and others, and, of
course, several hundred smaller players as well.

One thing is clear and one thing that our
menbers all agree on, however, is that Spamis killing
the Internet. W are seriously concerned about the
underm ning of the essential utility of e-mail, and as

Comm ssioner Swi ndle said today, that remains the killer
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application in Australia and the rates of Spamthat we
are now experiencing in Australia are equal to those that
are being experienced el sewhere.

So, this is no longer a matter of choice for
the industry. This is really, at the point now, one of
commerci al necessity where we have to act in the
interests of end users if we are to preserve the rates of
growt h that we've been experiencing in the past. And,
interestingly, I was in Washington this week when AQL,

M crosoft and Yahoo jointly announced their conbined
initiative to conbat the Spam problem and | think that,
initself, is highly significant, given that our U S
affiliate in Washington has infornmed nme in the past how
hard he's found it to get conpetitors to work together

The fact that we now have conpetitors al
pushing in the same direction here is evidence enough of
t he seriousness of the problem

To that end, in Australia, we |launched what we
believe, two weeks ago, is a world first in terns of
i ndustry proactive response or industry proactivity to
the question of Spam And there's a press rel ease
outside on the table that describes what we've done, but
essentially, we are providing for the next nonth,
starting fromabout two weeks ago, every Australian

i nternet user, be they corporate, small business or hone
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user, with a free internet Spamfilter for one nonth, and
after that, there are very low cost plans. |In sone
cases, they'll remain free. Because we believe that
there are technical solutions out there that are capable
of enpowering people to take control.

We acknow edge that they' re not perfect
solutions. W also acknow edge that |egislation is not
going to be perfect either. But we believe that if we
can do what we can as an industry, and renenbering that
our nenbers touch collectively over 80 percent of every
internet user in Australia, we think that is an
incredi bly powerful statenent to make, and | have to tel
you that the URL for this, if you d like to wite this
down, is ww.iia.net.au/nospam |If you go to that page,
you'll see the initiative and you'll see the 11 vendors,
all fierce conpetitors in the marketplace, have all cone
together under this initiative, because we're trying to
rai se awareness as to the availability of the solutions
and also to encourage themto use it.

| know |'mrunning out of time here. | just
wanted to say one quick thing about |egislation because |
know that that was a part of what | was asked to address.
Qur industry association is not opposed to |egislation
provided that it's effective |legislation. One concern

that we have is that opt-out |egislation, which creates a
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very low threshold, is not going to be effective.

And the major point -- and |I'm happy to talk
about this later -- is how does a so-called legitimte e-
mai | marketer differentiate thensel ves fromthe worst
ki nd of Spanster, and | think opt-out is problematic in
that it's too easy for the wong kind of players to
conply with that and you end up with a sol ution where,
you know, the aggregate effect of me getting 30, 40, 50,
100 opt-out e-mails in ny mail box every day stil
constitutes a Spam probl em of maj or proportions.

So, we can tal k about that, but that's our
perspective as the industry in Australia. Thank you.

(Appl ause.)

MR. STEVENSON: Al right, we'll turn next to
Peter Ferguson -- from Peter Coroneos to Peter Ferguson
who is fromlIndustry Canada, who's |ong been involved in
privacy issues. And Industry Canada, | believe, put out
a di scussi on paper on Spam back in '99 and is now having
a process of consulting with its stakehol ders and
revisiting the issues that were addressed then.

MR. FERGUSON: Thank you very much, Hugh. Let
me update you very quickly on what's going on. 1'd like
to offer some comments generally about internationa
cooperation at the conclusion. Qur policy on Spam our

current policy, was developed in 1999 and it basically
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takes the position that the application of existing |aws,
appropriate industry policies, technol ogy, and consuner
awar eness can, to a large extent, curtail e-mail abuse.

We have been subject to criticismover the |ast
year about that general thrust, nost of which is focused
on the fact that the burden really is shifted to the
i ndi vidual consuner, and it's true in ternms of actions
that need to be taken and cost. However, the policy is
consi stent wth our general approach to the internet,
which is one very nuch of hands-off.

Laws of general application do apply in Canada.
Particularly, there are provisions in the Crimnal Code
of Canada that can be applied to the Spam situation.
However, | should note that the Crimnal Code is a
federal act. The problemis that it's enforced by the
provi nces and the response fromthe provinces is, | think
to be polite about it, uneven. And I think it's uneven
generally towards the e-environnment. |It's not just the
matter of Spam and that really does get us back to a
serious resource question that we' ve got in Canada about
enforcenment of the Crimnal Code.

By the way, we do have Spammers in Canada. |
don't say that with pride. W don't have any sense of
vol une, but they are there.

We began the current review in 2002 nore in
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response to nedia pressure than to individual conplaints.
Unfortunately, nmy nane is at the bottom of the current
policy. So, ny phone does ring and that does sharpen ny
attention, and it has contributed to us getting on with
the particular review.

We put a discussion paper out in January of
this year. W sent it electronically to 19 key
stakeholders and | think it's fair to say that within 24
hours it was everywhere.

The paper focuses on seven specific issues,
consuner choice, filtering technol ogies, their
effectiveness, are they part of the prem umor basic
service, appropriate industry policies, what m ght those
be, network sol utions, what m ght sone of those be, a
role for governnment, are new | aws required, applying
exi sting | aws, Spans and scans, and the question, of
course, of enforcenent, and consuner awareness, who has
the lead responsibility with respect to consuner
awar eness.

Very qui ckly, some of the responses, consuners
consider Spamfiltering a part of basic e-mail service
and nost put the responsibility on ISPs to clean up the
situation. Mst internet users, when we asked the
question, are not confortable with desktop filtering.

There's a consensus in all of the responses that there is
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no silver bullet and that a tool kit approach is
necessary. Industry does not see a need for new | aw, but
better enforcenent. Consuners see a need for new | aw.

So, we've got a polarization around that issue.

If we are to consider legislation, | would note
that it would have to be based on good public policy if
it's to be effective. So, we're really noving ahead now
on the tool kit strategy. W want to set |ong and nedi um
termtargets. W want to allocate responsibilities and
get agreenment on what those would be in the marketpl ace
and to identify conmmon initiatives. | won't, because of
time, go into what sone of those mght be, and it is very
much, at this point in tinme, mght be.

Next steps for us is then going to be convening
key st akehol ders again on a conmon approach in the
devel opment of what we hope will be good public policy
and we hope to have a neeting in June of his year, taking
advant age of this workshop and al so one bei ng hosted by
the | LPF and d obal Business Dial ogue on El ectronic
Commerce in June where Spamis one of the agenda itens.

W want to have a practical action plan and |
want to stress that. W've really got to be able to do
some things and do themnow. But -- and this is where |
want to really bring in the need for international

cooperation. This is not a subject, as we've heard this
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norning, that's going to be handled in splendid
isolation. W need to bring to the table internationally
good domestic policy. The stronger the donmestic policy
is, the easier it's going to be to arrive at useful
sol uti ons.

W want to avoid the away syndrome. | think
certainly in Canada, but we have to do it
internationally. Driving Spanm ng of fshore and creating
safe havens is really no solution for anybody.

W want to | ook at Spamin a broader context
and | really think we have to do that. W' ve heard
al lusions to security of systens and networks and | think
we've got to pay nuch, much nore attention to that. And
we do have, from an OECD perspective, the OECD security
gui del i nes, which we spent an i mense anount of tine
updating over the last two years, and a real push, we
think, is needed in the private sector to beconme much
nore consci ous, aware of and active in inplenenting
appropriate security neasures for this environnent.

| think another thing that needs to be | ooked
at is the whole question of the econom cs of the Internet
and probably an organi zation |like the CECD woul d be a
useful body for international cooperation to better
under st andi ng how t he econom cs work and how we m ght

address sonme of those problens of, for instance, passing
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costs onto consuners.

The OECD is 30 nenber countries. There are
t hree working groups, at present, tasked with |ooking at
the Spamissue, a technol ogy policy group, a consuner
policy group and the group I'mpart of, Information
Security and Privacy, and we are cooperating and noving
ahead on work.

What's missing fromthis equation is
i nvol venent by APEC, the Asian Pacific Econom c
Cooperation Forum and | think we really have to drive
APEC into formal discussions on that, internally and in
cooperation with the OECD. And, finally, let ne note
that | think our international work really has to focus
on the doable, on harnms and on vehicles for nutual
recogni tion and nutual cooperation, and that's a big
task, but I think it really does have to be addressed.
"1l stop there.

MR. STEVENSON: Thank you very nuch. W'l
turn now to Europe where there are nore extensive
regul ati ons that have been in place to address sone of
t hese issues. And our next speaker is Philippe Gerard
from the European Conm ssion. The European Union has a
directive on el ectronics conmmuni cation privacy which was
-- that dates from | believe, last year, and this is a

directive that, even as we speak, a nunber of the nenbers
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states are working on inplenenting and so, Philippe.

MR. GERARD: Well, thank you. Thank you, also,
for inviting the European Conm ssion here today. It's a
good thing because it is a global issue, so |l think it's
under st andabl e that we | ook at what's going on in other
parts of the world.

It's been a very interesting workshop so far.
| didn't travel just for two hours, so |I've been here for

a few days listening to what people have said and, in

fact, |I've never been nore convinced than today that we
may have chosen the right solution, i.e., an opt-in
sol uti on.

Well, probably | need to give you sone

background i nformati on on how things are regulated in the
EU on privacy first of all. W have a horizontal data
protection directive which is applicable to both public
and private entities, and that includes general

princi ples on how, for instance, you can process personal
data. This is inportant to bear in mnd because this may
expl ain why so far harvesting, for instance, has been

| ess of a problemin Europe conpared to the United
States, sinply because you can't pick up |lists wherever
you want and start e-mailing people. So, that's an

i nportant part of the answer probably to Spam

Now, we have, also, an inter-market principle,
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that nmeans that within the EU, if there's an obstacle to
the freedomto provide services, we can take |egislation
It's a bit like the interstate thing here. And so, we
have had the Tel ecom Data Protective Directive in '97
where we provided for an opt-in for faxes. Well, this
was in '97. Then we had in '99, the review of the entire
set of laws for tel econmunications, which we call now
el ectroni ¢ conmuni cati ons because we don't want to take
di fferent approaches, you know, dependi ng on whether you
send nobil e comuni cations or e-mails or fixed
conmuni cations, et cetera.

So, we tried to design a technologically
neutral approach and that's why in ternms of the -- and so
this is a commercial comuni cati ons and we have now an
opt-in systemwhich is applicable to faxes, to e-nuails.
And when | amtal king about e-mails, |I'mtalking about
electronic mail as we know through the internet or SMSs
or MMSs. It's all the sane answer, if you want, because
there's no reason to differentiate we think.

O course, it's been a quite tough debate, as
you can inmagine. There's been strong | obbying. People

around the table will not agree. But | think we've found

a good solution because we think, first of all, we've
provi ded user enmpowernent. That's, | think, a key
el ement here. W keep tal ki ng about consunmers. In fact,
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there's an easy way to tackle this which is to leave it
to consuners to say whether they want or not electronic
commercial e-mails. That's one el enment.

And, also, in terns of marketing, and that's
what was inportant for us, we really think that
perm ssi on-based marketing is nore efficient. So, we see
no sign that sending e-mails to thousands or mllions of
people is very efficient in terns of marketing. So, we
really think that perm ssion marketing is nore efficient.
So, there's no reason to be afraid of an opt-in system
That was our concl usi on.

So, let's talk probably about now the opt-in
systemin greater detail. Wll, what does it nean, opt-
infor e-mails? It nmeans that the use of e-mail for
direct marketing to consuners is only allowed when
subscribers have given their prior consent. Actually,
it's kind of an easy definition. |'mnot saying that it
will be easy to inplenent in all nenber states, but at
| east the principle is easy to understand.

As | said, e-mail nmeans SM5, MV, et cetera, it
must be for marketing purposes, so there's no question of
preventing normal comuni cati ons or non-conmer ci al
conmuni cations. W' re tal king about marketing.

Well, the advantage of this systemis that you

don't have to enter into discussions about what is bul k
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or what is not bulk, what is Spam or not Spam what is
deceptive, not deceptive, what is fraudul ent and not
fraudul ent. You have to say, did you get the consent or
not. Then you can start your marketing practice.

Well, there's an exception to this opt-in
system whi ch is when you have an exi sting custoner
rel ati onship. Again, you have to see this in the context
of purpose |imtation and are the rules applicable. So,
it'"s not like if you had once a contact with soneone j ust
t hrough a website, you cannot take advantage of this to
Spam t hat person. You have to control that -- | nmean, to
start froman existing sale or the context of a sale as a
m ni mum

Al'so, it's business to consuners, right?

Busi ness to business is left to nenber states, individual
menber states to regulate. This means that they can
choose. But, of course, you can choose to inplenent an
opt-in for business to business, also. That's easier.

Al so, we've got kind of additional safeguards,
like the disclosure of the identity of the sender, which
is required. And you have to have a valid opt-out
address in there. So, we've got probably the entire set
of neasures, at a logistical level of course. 1In terns
of enforcenent, of course, it's for nenber states,

i ndi vi dual nmenber states to enforce that. It's not for
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t he Conm ssion to do that.

We can coordi nate, we can pronote, we have a
provi sion saying that there nust be enforcenent, there
must be a right of action, but what you woul d probably
call private right of action. There nust be possibly to
clai mfor damages and there nust be suitable danages to
ensure effective inplenentation at nenber states' |eve
and there nust be sanctions. So, this is also a kind of
di verse set of enforcenent tools.

On inplenentation, well, we have conducted a
consultation with nenber states, with data protection
authorities or agencies if you want and to see what
practical followup we could take in terns of not only
| egi sl ative action, but al so awareness raising
activities, contacts with the industry to see what a
possible -- |ike codes of conducts coul d be adopted, et
cetera. W're still in the process of deciding on this
followup, so | can't tell you nore about this. Probably
we'll come back to international cooperation |later on

MR. STEVENSON:. |If | can ask you just one
foll ow-up question. What are the main concerns --
because you're in the process of the nenber states, the
countries in the European Union -- transposing this or
inplenmenting it in their owm |aws? What are the main

concerns that they have raised? |If | have the timng
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right, that process is going on now.

MR. CERARD: Well, | would say it's nothing
unusual , right? Wen you draft legislation in an
i ndi vi dual nenber state, you get questions of
interpretation, right? Wat does this nean? What the
opt-in means -- what the opt-out nmeans for an existing
custoner relationship? W have |imtations. Wen you
have this opt-out, it nust be for simlar products only
and by the sane legal entity. So, you can inagine the
kind of forceful |obbying to understand what it is in
what ever direction. But this is the kind of thing that
we have at the nonent.

MR. STEVENSON: Thank you. We'Il turn nowto
Marie Georges from France's Privacy Protection Authority.
Last year, her agency did a very interesting study on
Spam They set up a Spam box and received, | think, over
300, 000 Spam and there have been copies out on the table
of this report. And France also has sone |aw that, |
bel i eve, predates the directive that has been used to
address these issues. So, we thought we'd benefit from
hearing fromthe French perspective on this, as long as
there are no coments about exportive U S. culture.

(Goup | aughter.)

M5. GEORGES: Thank you. | could be up, but it

is not necessary. Just to show our |ogo, just because
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it's quite an international one with the French (speaking
French), better show the European one and denocracy as a
figure of G eece and the digitalized denocracy which is
not so nice. If you can showit, that's all. But you
can stop it now.

| would i ke just to add to what Philippe just
said that in the European nodel, as you know, the
enforcenment is both at the | evel of independent data
protection authority and a court. The authority | bel ong
to, the Board is fromthe ways people elected fromthe
Parliament, both Senate and House and Congress. Al so,
hi gh churches, and there are 17 and I'min the staff.

| would Iike to say that regarding Spam as we
have been set up in '98 and with experience in both
public and private sector. W have, by the way, a prior
control upon the public sector. No public file can be
set up without our favorable, positive opinion.

We have, also, investigation power. But we
don't have sanction power for the nonent. W may have
with the newlaw this year. But what we have, also, as a
mssion is to foll ow new practices, new technol ogy and |
woul d be a testinony of the fact that it's not because
you have general |aws with general fair information
principle comng fromthe United States. In our European

laws, it prevents the progress of technol ogy, but it
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gi ves because they are neutrally technically like fair
collective principle, like purpose principle. | don't
see technology in that, but it is very coherent with
technology -- with that technol ogy.

So, it gives us the mean to follow the practice
and react currently. For instance, the question of Spam
came up -- well, by "97 or so, not -- | nean, several
practices at that nonent, mainly list serve mailing lists
were attacked. So, we worked with these people to see
how to settle the problem Then, because we are well -
known in France, people who wanted to start to nmake
software to grab information in the public space cane to
us and said, well, howcan | do that. W'd say, well,
|'"msorry, even if you have -- it's a hard tine for you
because of the economic situation, but I think it wll be
prohi bited and things |ike that.

We made a | ot of educational prograns with al so
professions, and | can say that all the recommendati ons
that we took in '"98, '"99 were in the code of conduct of
professionals at that time, we have been very nuch
di scussi ng.

We didn't have the opportunity at that noment,
but we had already information at the tine of collection
and possibility to object right away by a box you check

at that nonent. Any tine you collect data for any kind
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of purpose, for another purpose than the one who is for
the collection, you have to have this kind of phenomenon.
So, it was also for marketing.

What we see as the opt-in solution being a
qualification, it's because the harvest. W don't have
any case | aw saying that harvesting was prohibited. W
said so as an interpretation. But saying that there is
this opt-in solution is nore clear for everybody, very
sinple to interpret, because sonetines interpretation
you know, for actors are very difficult. So, we had been
very nmuch supporting the project of the directive,
especially because we started to have sone kind of new
probl enms wi thin 2001.

Even with SMS, you know, that GSMis w despread
in Europe. The origin of GSMis -- SM5is very nuch used
by young people, you know, all the time sending them
nmessages and so forth. And so, then we saw new econom c
busi ness nodel com ng up and was sending SMS unsolicited
e-mail. By the way, we had to -- we brought the case to
-- one big case in July last year on SM5 to court and we
are awaiting for the results. They are in investigation.

So, as the directive was discussed -- by the
way, it had been adopted within two years, which is not
very long because | always hear outside Europe that, you

know, the process in Europe is very long and so forth.
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Once you -- ny experience, because | had been working
also in Brussels -- is that once you put a new subject, a
new field of legislation, it takes Ionger. The general
directive took seven years, the whole thing, you know,
preparation and preneditation.

But once you are in a field, newinitiatives
can conme very fast, and that's the case for these two
directives, which conplinment the general one, which has
been, | think, one year and a half and one year for
i npl enent ati on.

At that nonent, of course, |obbies were made in
menber states to go back over the discussion you had here
| would say, and now it cones back for the
i npl enentation. W can al ways repeat the discussions,
okay.

So, we opened this Spambox in July. | have to
say that ny president took the idea to the FTC telling
me, the FTC opened a box, we should do that. We did it
during the sumertinme in July. 3,500 Spam cane to us
every day non-stop, even in August -- you know, August in
France everybody is on the seaside. No, we were getting
t hem

The first days, we had been bonbed, of course.
We got virus of every kind. So, we have to fix the

system and have a new contract because the nessage system
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needed space, you know, and we still needed to work al so
inside. And the results are the followng. They are in
the paper. | don't know if there are sone.

The Spam targets individuals 85 percent and 15
percent business. The nost horrible figures are the
| anguage of the Spans. |I'msorry to say that 84.8 are in
English. W didn't nake a study on are they from
Engl and, from Canada or fromU.S., but all those we had
been | ooking at were for American enterprises. So, |
woul d say about 70 percent.

Ei ght percent from Asi an | anguages, Chinese,
Korean and Japanese; 7 percent in French. | would say
they are all French, maybe sonme from Canada; and 0.2 from
ot her countries in Europe, Germany and Italy, for
i nst ance.

The content, you will see in ny paper, are
culturally different. For instance, you have a |evel of
-- | nmean, the Anerican Spamwere 12.3 in the health
sector. It is only 0.9 in French. Financial, in
English, 40 percent, 5 percent only in France. Porn
messages, 42 in English and 55 in French.

(Goup | aughter.)

M5. CEORGES: What a joke. On this basis, they
were not conpl ai ning of the content, they were

conpl ai ni ng about the unsolicited --
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(Goup | aughter.)

M5. CEORGES: So, what we decided was that it
was tinme to continue to bring the cases to court because
all the petit grazi (phonetic) was not enough. But we
did, also, a huge canpaign of petit grazi with
professionals, wth direct marketing associations, with
consumer associations and so forth. W brought five
cases, one Anerican, in different sectors with different
manner of Spammi ng. One French was using relay from
out si de Europe, of course. One French had a renote
address in Los Angeles and was registered in South
America, things like that, you know.

So, | conpletely agree with all those who say,
even if Spamis international, they are originated from
somewhere and the French were in France and the
Americans, | guess, are originated here. So, what we see
for the future that -- I mean, | won't go through the
sanctions power we have. W can, in the discussion, say
what they are --

MR. STEVENSON. Wy don't we cone back to that
part of it because | think we want to just --

M5. GEORGES: Yeah, yeah. But for the
corporation, | would say, the nost efficient is, first,

t hat each of us on the basis of clear |aw, because for

good practice and so forth, make his own job to clean the
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mar ket and you will save the others outside. W wll do
it and, of course, we may need sone cooperation. Thank
you.

MR, STEVENSON. Ckay, thank you. Wy don't we
turn now to FEDVA, the Federation of European Direct
Mar keters and for those of you who know Al astair Tenpest,
this is not him This is Axel Tandberg who's kindly
agreed to substitute for Alastair Tenpest. And | think
it would be helpful if we can hear from your group what
the main concerns are that you've had in | ooking at the
menber state |legislation and also the European Directive
on el ectronic conmmunications privacy as it's in the
process of being inplenented.

MR. TANDBERG \Well, yes. First of all, 1'd
like to thank the FTC for giving us the opportunity to
conme here. It's a great honor for us, the European
Direct Marketing Association, to be here to give the
Eur opean perspecti ve.

Now, I"mgoing to try to speak a bit. First of
all, you have to excuse ne if you don't understand what
|"msaying. |'mnot a native English speaker, as nost of
us here are not. So, if we say sonething funny for you
guys, sorry, we're speaking Brussel waza (phonetic).

First of all, we have been working closely

together with both the Conm ssion, the Parlianent and the
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EPAs in Europe. Europe has had a direct data protection
| aw | egislation that Marie referred to since 1995. This
has made harvesting -- we conpletely supported the French
and harvesting is illegal. You have to have given the
right to opt-out straight away when you collect the data
in Europe. So, on that tone, a |lot of Spam was al ready
illegal in our sense. But the question is, of course,
how do we define Spam | won't go into that debate
because you al ready have that one.

But to return to the new directive that just
canme out, we had a |long discussion with the people in
Eur ope about this. The problemwe see with the new
directive is how do you get the perm ssion, because | get
t he question every tinme from nenbers in Europe saying,
can | send an e-mail asking for their permssion. And I
say, no, you have to have it before you send the e-nuil
This isn't a way that you m ght say, the Conm ssioners
tried to get a best practice. | think it m ght be good
for business to do that because you get a cl oser
rel ati onship, but yet again, |I'mnot saying that is the
best way.

The best way forward would be, as our friend
sai d about the roaches, we need tools, we need a tool
kit, we need different things, we need not just

| egi sl ati on.
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But to go on to the issue of will opt-in solve
Spam |'msad to say no because as we've seen, a |ot of
e-mails comes not fromthe -- cones fromoutside. W did
a study, together with others, in | think it was 2001
where we had done sort of inconme unofficial studies of
our sel ves opening e-nmail boxes and checki ng what cones
in, and unfortunately, 60 percent cones fromthe U S

Can anybody tell nme what the 40/40/40 plan is?
| haven't got a clue and | still get this.

About 35 percent was from-- sorry, about 15
percent was from Asia and about -- | have to get ny
corrections right here -- about 22 percent was outside
t he European Union but w thin Europe, that neans the
associ ated states becom ng states, other states in
Europe. Three percent was fromw thin Europe and 1 and a
hal f percent of that was actually what we woul d say,
unt argeted, not even close to what | was. So, where are
we going to?

But in five nenber states in Europe, they have
had opt-in and they still get Spame-mails. Wat we need
is very good cooperation on an international |evel. OSD
m ght be a solution. W're working closely together with
the 1CC, the International Chanber of Commerce of trying
to get a solution to how we can solve the Spamissue. W

al so want to work very closely wth Philippe, the
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Conmi ssi on.

We have finally been invited to take part in
the next neeting of howto interpret the new directive
and how to inplenment it in the same way in all nenber
states because it's quite inportant that we don't -- with
a directive in Europe, you have to interpret it according
to the culture and to the | egislative system because
there's three different major cultures in Europe and when
you cone to |law, you have the Code Seville (phonetic)
represented by France, you have the German system which
is mxed of Arerican and -- | would say based on -- well,
actually I should say -- you have the German system which
is federal -based but strong interpretation by courts, you
have the Angl o- Saxon way where it's basically just courts
and you have the Nordic way, where | conme from where
it's basically what it says inthe lawis right. If it
says but, it nust be a but in the nessage. It's quite
literally interpreting what it says in the |aw

But what we think is inportant to solve the
issue, as | said, it's cooperation, ability for technical
solutions to cone up, don't stifle sone technica
solution with legislation that's too hard and we need to
wor k together with consuners, internet service providers
and the guys who develop the technical parts. Please

don't use a sl edgehammer to crack a nut. W need to do
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it in the right way.

MR. STEVENSON: Have there been concerns -- |
t hi nk one of the provisions in the European Directive
concerns sendi ng nessages when there's a prior existing
relationship, which I think Philippe referred to. Has
interpreting that been one of the areas of chall enge?

MR. TANDBERG. Well, we're tal king in Europe
about a soft opt-in. | didn't want to put that in there,
but a soft opt-in we see is that they're saying you have
-- you can send e-mails to an existing client to or if
you have received the e-mail in the context of a sale.
And the context of the sale is where the debate is going
to be now and also what is a simlar product and siml ar
services. According to the Comm ssion, simlar products
are, for instance, household appliances or e-mails, DVDs
and books. Those are simlar products.

But, yes, we do interpret it a bit differently
than the Commi ssion in the context of a sale.

M5. CEORGES: | would like to conplete. This
exenption is only to the point that for those who wll
benefit fromthis exenption fromconsent. They wll
still have to informthe individual at the tine of
col l ection and give the opportunity to opt-out right away
by a box to check. So, it's not a conplete exenption.

MR. STEVENSON: Ckay, thank you. CQur final
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foreign panelist is actually from Massachusetts.

M5. CGRANT: It is a foreign country.

MR. STEVENSON:. But, actually, that's not the
reason she's here. Susan G ant from National Consuners
League is also the Co-Chair of the Internet Wrking G oup
and the Transatlantic Consuner D al ogue, which is a
di al ogue of the U S. Governnent and European Conmi ssion,
as well as the consumer groups fromthe United States and
Eur ope, and the TACD has made Spam one of its priorities.
Susan.

M5. CGRANT: Thank you very nmuch. |I'mreally
pl eased to be here today representing the Transatl antic
Consuner Dial ogue. Obviously, unsolicited comercial e-
mai |l s are flooding in-boxes on both sides of the
Atlantic, threatening the internet as a viable neans of
commer ce and comunication. It's not just a matter of
fraudul ent or offensive content to us. Spamis a
vi ol ation of our fundanental privacy rights and it's,
obviously, not just a transatlantic problem It's a
gl obal problemthat requires a gl obal approach.

The TACD believes that the cornerstone of such
an approach should be the basic principle that conmerci al
e-mails should not be sent without the affirmative prior
consent of the recipients. |If we're going to get serious

about Spam and | think our audience in the |last few days

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

152
has made clear that we need to get serious, we nust
pronote a consistent and cooperative approach that
i ncl udes | egislation, best practices, technol ogy and
public education. This will facilitate cross border
enforcenment and hel p us achieve our ultimte goal, which
is to create an environnent in the internet where Spam
sinply isn't tolerated anywhere in the world.

MR. STEVENSON: Thank you. Well, let's turn to
a few di scussion points and wel cone questions fromthe
audience. | think one of the issues | would like us to
focus on for a bit is how enforcenent can work in an
i nternational environment. W heard sonebody earlier
saying it's like a dog chasing a car, but if the dog has
to chase the car across international borders and | earn
about the Hague Service Convention to do it and so forth,
there are conplications involved in the enforcenent
across borders.

And | wondered what our panelists thought about
how t hat should work and how that can work even assum ng
that -- well, given that there are different provisions
in place, how can that work? Do peopl e have thoughts on
t hat ?

M5. GEORGES: Before saying howit can work on
an international level, | would |like to say if you | ook

at the laws, you may have in national |aws neans for
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foreigners to act. For instance, our |aw protects even
Anericans that are processed by us. So, no problemon
this question. |f Spamare comng from France -- not too
much -- okay.

Secondly, if you have penal sanctions, our
j udge can act even on an international |evel and under
international private law. The question is to execute
the decision and there you need to have in the other
country, sonme kind of, what we say, double -- the sane
ki nd of sancti on.

In the case we brought to the court, we took a
case in which we knew that there was the equivalent in
the United States. So, you know, in those questions of
unsolicited Spam unsolicited comrercially or other
nature thing, you have a long list of possible crimnal
offense, alot -- alot different fromfraud, from
conputer fraud to m srepresentation to all Kkinds of
of fenses deriving fromthe data protection issue.

So, for the nonent, nmy viewis that we have
some hooks, even in the United States, for the nonent.

O course, it would be better if we had a conplete
harnoni zed view, | think. 1In this case, we may have sone
kind of material recognition. But if you don't, it won't
be.

So, how it can work? First, doing our job.
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MR. STEVENSON. Ckay. Peter Ferguson.

MR. FERGUSON: Thanks, Hugh. | think Marie has
really singled out a nunber of things here simlar to the
Eur opean data protection, Canadian | aw woul d, for
exanpl e, protect information about Europeans coll ected by
Canadi an enterprises and held in Canada. So, we already
have sone reciprocity and mutual recognition and there is
other | aw where this is clearly enshrined.

| think one of the things that's going to be
i nportant here, and perhaps the United States
rel ati onship with Europe on privacy is indicative on
this. Even where there are different approaches to
privacy protection, I'lIl single it out. There can be
conpatibilities and mutual recognition to sonme degree and
protections offered around those nmutual recognitions.

The other thing I don't think we want to
overl ook here is the very inportant role that the private
sector is going to play in this and mgjor international
private sector organi zations in organizing and buil ding
approaches to this problem but others as well and, of
course, there's all kinds of precedent for that in the
mar ket pl ace at this tine.

MR. STEVENSON. Wuld the panelists agree that
there is -- well, let's take a scenario. In the NOE

report, an exanple of some Spamthat appeared to be from
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the United States that was, in fact, com ng through
Eastern Europe, although sonetines it's hard to tel
whether it really is or whether you're led to think it is
when, in fact, it's really comng fromthe United States.
They made it ook Iike it's from Eastern Europe and then
going through the United States. | nean, there's a
channel of where that's going and let's say there are
people receiving it in France and in the United States.
| nmean, who should take action in this exanple and how
shoul d that happen?

MR. DALE: | think there are two | evels at
whi ch we can | ook at this question of international
cooperation and enforcenent. At one level, as far as
fraudul ent content is concerned, and that is going to
address a significant portion of the problemsinply
because of the high proportion of Spamthat is fraudul ent
or alnost certainly illegal sonewhere in the world.

We know that, at the nonent, there are a nunber
of cooperative arrangenents anong agencies, including one
that the FTC and a nunber of its correspondi ng agencies
participate in. | think it's the International Consuner
Protecti on and Enforcement Network. Though ultimately, |
guess, that relies on sharing information about
enf orcenment under existing national |aws. But ny

understanding is that as far as fraudul ent e-mail content
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is concerned, it has been an extrenely useful
cl eari nghouse and, in sone cases, has led to enforcenent
measures. And | think that sort of nodel is to be
encour aged between correspondi ng government agenci es.

But at the other level, | think that's where
governnents are still being a little bit cautious about
agreenent on policy principles here, that is Spam as Spam
regardl ess of the content. It nay be as far as the U S.
and its international policy position on Spam as opposed
to Spam content is concerned, sone of the issues arising
fromthis workshop may help in a clear position not just
for the U S. but for other countries in forunms |ike the
CECD and APEC. | hope so.

| guess we have to build, to coin a phrase, a
coalition of the willing as far as Spamis concer ned.

And | think it's easier now than it was 12 nont hs ago.
The problemis so bad, the public policy responses are
starting to coal esce towards a reasonably comobn set of
principles. But working that through bodies |ike the
OCECD and APEC, as Peter nentioned, isn't often a rapid
process, but it can be done. And | think there's been a
good start made by nobst countries.

MR. FERGUSON: | just wanted to add one further
comment here. Sonme of this, unfortunately, has a bit of

baggage attached to it and | refer to things like
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governnments being able to cross jurisdictional
boundaries, tracing information flows, and I know the G3
has been -- the Leon Goup, particularly, has been
struggling with this and how do you build perm ssions in
for that kind of thing. There are very serious
di pl omati ¢ questions behind sonme of this. But | think
the current environnment really points to the need for
speed in arriving at sone nutual |y agreeabl e approaches.

M5. GRANT: Hugh?

MR, STEVENSON:. Did you say Hugh or Hyu-Bong
Chung?

M5. CGRANT: | said Hugh, I'msorry.

MR. STEVENSON. OCh, I'msorry. W'Ill go down
here and then to you, Susan.

M5. GRANT: Ckay.

MR, CHUNG For nme, as for nme personally, |
think there are several things we should think about for
the international cooperation. The first step we should
think about is that let's pronote each jurisdiction to
have established rules for Spamregul ati on and then set
up some institutional framework within the jurisdiction
That effort mght be the first step we shoul d take.

The second step we might need is to establish
some kind of a network anobng the agencies in charge in

each jurisdiction so that we can di scuss or contact each
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ot her for cooperation.

And then, the third step m ght be to have sone
har noni zati on proceed for the harnonization of the |egal
system agai nst Spam That's ny personal opinion.

MR. STEVENSON: Thank you. Susan?

M5. GRANT: | agree with that. | think that
consuners will naturally go to the authorities in their
own countries first. They're nore readily accessible,

t hey speak their | anguage. But there may be nmany
situations where the Spammer is in another country and

t hat agency has to have the ability to take action and
also to get help fromthe agency in the other country.
And that's why we're so supportive of the OECD guidelines
that are being devel oped for cross border enforcenent,
and once those are adopted, it seens to nme that there has
to be sone framework devel oped for nutual cooperation and
assi stance on a gl obal basis.

MR. STEVENSON: Peter Coroneos.

MR. CORONECS: | would agree with that. And to
add, just going back to nmy prelimnary remarks about Spam
as a security issue, | nmean, there is a school of thought
enmer gi ng which says that if you rel ease enough vol une of
Spamonto a network so as to inpede the ability of that
network to function, that that's tantanmount to an attack

on the network.
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And Australia, certainly in the wake of
Septenber 11th, as | know the U. S. has done, has
i ntroduced legislation. Qurs is called the Cyber Crine
Act, which provides the neans for agencies to actually
pursue those who have instituted unauthorized
interference with networks and it's just occurring to ne
as a vague thought that to the extent that there's
commonal ity enmerging in various nations, that that m ght
be one basis for cross referral of investigations.

| think you need to -- my former background
before | started this job was actually wth the Consuner
Protection and Conpetition Regulator in Australia, the
ACCC, and | know that they've had a | ongstanding
arrangenment with the FTC and sim |l ar bodies el sewhere
conducti ng sweeps, internet sweep days, where they
determ ne fraud and scans and other things |ike that and
then refer themto their sister agencies for
investigation. So, I'mjust raising it as a possible
solution to international cooperation that you | ook at
it. Wat is illegal in many jurisdictions wthout having
to necessarily even change the | aws that already exi st
and use that as a basis of cooperation.

MR. STEVENSON: So, |'mhearing fromthis
di scussion then that the panelists seemto -- or | guess

' m aski ng whether | have this consensus right. That
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there seens to be a value that people see in looking to
where there are rules in common, where there is sone
degree of a conmon approach as an aide to enforcenent,
that there is support for devel oping a network or
networ ks on an enforcenent |evel to coordinate how
enf orcement woul d happen and that there is a value to
sharing the informati on necessary to pursue these cases.

Is that fair or do people have qualifications
or comments? Philippe?

MR. GERARD: Probably -- yes, just a conment on
t he previous question, also. It's true that we have
al ready sonme kind of legislation |levels. W nentioned
the Cyber Crinme Convention for the big problens |ike
hacki ng and that is being designed to get out with the
United States. So, it's nore a question of inplenenting
t his.

When you're tal king about fraudulent, | think
t hat nost countries of the world have simlar provisions.
So, it's a question of just starting cooperation tonorrow
if you want.

Now, there is another issue which is about
Spam If we go beyond, as we did, as Australia is
consi dering going, and other countries |ike Korea, if you
consi der goi ng beyond fraudul ent Spam and you're tal king

about opting, there you need this kind of simlar
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approach because the nore simlar the systemw || be, the
nore simlar the rules will be throughout the world, |
mean, the better the enforcenment will be. There's no --
you know, it's quite natural. | nean, if you don't have
the sane rules, you don't want to cooperate because you
don't see a reason to do that.

| f you have the same kind of values shared, in
terms of what should be banned, how to clean up the Spam
problem then it's easier than to cooperate once you' ve
got simlar rules. I'mnot -- you know, it's easy to say
when you' ve got rules in place probably because then you
kind of set the standard, but | think it's crucial in
this area.

MR. STEVENSON: M. Tsuchiya.

MR. TSUCH YA: |'msorry, but | have a
skeptical coment because |I'mnot working for a
government agency or a public sector, but I amvery nuch
interested in what is the internet coomunity. And people
living in the internet community or cyberspace don't care
jurisdiction. So, they are very quick. They have better
-- they will try to avoid any rule or go beyond the
| egislation or sonmething |ike that.

So, raising awareness must be first. So,
coordi nati on between | aw enforcenent agencies takes mnuch

time. So, like-mnded countries like G is easier, but
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nore international, w de area of coordination of ITU or
UN takes nmuch tinme. So, putting people realize that,
what is Spam and Spamis not beneficial for the public.
So, this nust be the first choice.

MR. STEVENSON: Thank you. Yes, ma' anf

M5. CECRGES: Fromthe enforcenent point of
view, | think the first tinme cooperation -- and we asked
t he Conm ssion to organize this cooperation on an
international |evel through a question that we had sone
weeks ago. | think that the first effect would be to
stinul ate those authorities in other countries who don't
do their job, if you see what | nean.

It will be stimulation before tal ki ng about

exchange of information on |ogs and everything. It is
very easy to know where this panel originated. It is not
a question of roots of IP and so forth, | can assure you.

Sonme others during this forumsaid so and | conpletely
agree. And so, the best thing in the cooperation is
stimulation. W are going to have it in Europe, of
course, because there is a challenge to inplenment this
directive in a very strategical coordinated way.

We have to act at the sane tine with the sane
goal because if sonme of us enforce and sonme others don't,
you see what will happen. So, we are going to have this

coordi nation, and on an international level, it wll be
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very interesting to have a coordinated policy at first
and this would be very effective, | think, because |I'm
sorry, sir, but laws are enforced nostly nationally. W
are in a denocracy and it's not because internet is
somewhere or anywhere. W have |aws and we inpl enent ed
t hem where we are conpetent to do so. That's the |ega
system you know. So, we still need cooperation on the
international |evel. Thank you.

MR, STEVENSON: Peter?

MR. FERGUSON: | have just a very brief
observation and followi ng up on Marie, | agree we need
international agreement on what it is the harns are that
we' re addressing, and that's a policy discussion. Then
t he rul es becone obvious or nore obvious and appropri ate.

MR. STEVENSON:. Thank you. Do we have any
guestions fromthe audi ence?

MR. KELLY: Hi, Bennie Kelly. One thing we've
been tal king about in the panel over the past couple of
days has been the use of sone kind of synbol in the
subject |ine, ADV or whatever the appropriate would be
for the | anguage. W do have sonme panelists here who's
nations do inplenent that. | guess the question would
be, given the disputes that we've had so far, what are
basically the benefits of that approach? And two, do

| SPs then screen those out and does that discourage
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conpl i ance by Spamrers?

MR. STEVENSON. Wul d sonebody |ike to address
t hat ?

MR. CORONECS: Well, | think this is one of the
weaknesses in a |legislative approach in and of itself is
that -- speaking as a |lawer here as well as an industry
activist that tries to generate actual outcones, the
problemw th any | egal solution, in and of itself, is
that of course the people that have got the greatest --
the ones that you're trying to target, have got the
greatest notivation not to conply.

And | think, you know, that really the reason
that you would legislate is to do a couple of things.
Firstly, to send a clear signal to the market as to what
is and what is not acceptable practice.

Secondly, you would do it because you would
hope to nove towards sonme degree of cooperation fromthe
industry. |[|'ve been told and I've not been able to
verify this, but there are sone elenents within industry
that are not yet prepared to act, while the conduct
itself is not technically illegal. So, to actually
create an offense gives you a foothold to get industry
attention and cooperation where, at the nonment, they may
be reluctant to do so because they may be concerned about

their owmn liability in taking preenptive steps.
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So, you know, it's not that it's a bad idea,
but then the question is, how then do you conpl enent that
with technical solutions so that for those that aren't
prepared to conply with the strict letter of the |aw then
you' ve got some ot her means of catching the Spam

MR. STEVENSON. Al ex?

MR. TANDBERG  Axel .

MR STEVENSON: |'m sorry.

MR. TANDBERG That's okay, |I'mused to it.
The thing about I abeling, | nust say, will not really
wor k because if you use the abbreviation ADV, it wll
wor k in English-speaking countries. But where |I'mfrom
we don't say advertisenment, we say reklam (phonetic).
Reklam -- is that the abbreviation that will be REK
recomended?

Now, | say labeling is not the answer and a
Spanmer -- a Spammer doesn't give a damm about the | aw
He will not set ADV in front of it. That would be -- the
mar keters would do that. So, the only ones who wll
followthe lawwill be the ones trying to be legitimte
mar keters and not -- you won't get to the Spamrers
t hrough that, |I'msorry.

MR. STEVENSON:. Mbdtochiro Tsuchiya? Susan
G ant ?

M5. CGRANT: | just wanted to address the issue
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of public awareness. | think the public is very aware of
Spam and that's why we're here today because people are
demandi ng action. Wat | think will be really crucial in
terns of public awareness going forward is making sure
t hat peopl e know what their rights are in those places
where there are legal rights in this regard and where to
conplain, especially since it can be confusing. You
don't know whether to go to your own country or to
anot her country.

| think the econsuner.gov website that the FTC
and several other countries have set up to capture
conpl aints about internet fraud and the conplaint system
that we have at the National Consumers League for
capturing that information, those are good nodel s that
shoul d be pronoted around the world so that conplaint
i nformati on can be captured in a neani ngful way, not just
put in the refrigerator, but gotten to agencies in
realtime to take action.

MR. TSUCH YA: |I'ma political scientist, but I
am bel i eving technol ogy notivates politics and ADV as a
| abeling is working. Japanese people are conmuni cating
wi th nore Japanese peopl e and European people wi th maybe
Russi an people is communi cating with Russian people. So,
their own | anguage works. And if we can coordinate those

| abeling internationally so we have a list of ADV or a
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Japanese | abel or a Chinese |abel, so it can be easy to
opt-out via software.

MR. STEVENSON. And | think the Korean | aw has
a provision on |labeling. Howis that working?

MR CHUNG Oh, yes. Well, let nme just briefly
speak about the purpose and the background of these
| abel ing systens. The purpose of instituting this
framework is to give the consuners an easy and conveni ent
way of filtering out of the commercial advertisenent at
all. 1 nmean, if sonebody doesn't want any commercial e-
mail, he can do it sinply because nost of the e-nai
progranms provide such kind of functions at the market.
So, he can do it and sonme -- of course, there is a | egal
system saying you can go to civil suit or a court. You
shoul d thi nk about the cost of suit or lawsuits. So, we
shoul d provide sone sinple way of filtering or refusing
fromthe first step of receiving comerci al
adverti senent.

| f sonebody does not want to receive any

commercial e-mails, he will doit. So -- and then how we
can -- the second thing | want to nention to you to
enforce this framework is that it really needs sone -- it

is really a resource-consum ng framework for the
governnent. We inplemented it -- we introduced this

enforcement fromJuly |last year and | ast year the public
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subm tted the unl abel ed commercial e-mails to our office
and nost of the conplaints were conposed of this
conplaints and we prosecuted. W |evied surcharge or
penalty to the e-mail centers wi thout this |abeling.

MR. STEVENSON:. Thank you. Thank you very
much. | think we, unfortunately, are out of tine, but it
just sounds |ike we need an internationally recognizabl e
synmbol for Spam and we thank our panelists for their
contributions and for comng so far to be with us. Thank
you.

(Wher eupon, at 12:15 p.m, a luncheon recess

was taken.)
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AFTERNOON SESSI ON

MR. GROVAN: Good afternoon. M nane is Marc
Goman. |I'man attorney with the Federal Trade
Conmi ssion here in Washington, D.C. | do realize that
this is the eleventh panel in a three-day workshop, that
it's 1:30 p.m on a Friday afternoon, and you all just
ate lunch. That being said, | guarantee you this panel
wi |l keep you awake. Because not only do we have five
esteened attorneys up here, we have five litigators.

(Laughter).

MR. GROVAN: And the topic this afternoon is
Spamlitigation. Unfortunately, if you | ook at your
agenda, you'll note we did | ose a panelist. Ken WI son,
who is Defense Attorney for Etracks couldn't be here
because he had a litigation enmergency. But | have ful
confidence that the five remaining |lawers will fill up
the time without a problem

(Laughter).

MR. GROVAN: For the past three days, we have
heard nunerous people say that increased litigation and
i ncreased | aw enforcenent is the Spam solution. O hers,
however, have noted that litigation in | aw enforcenent
has serious limtations. This panel is going to |ook at
the practical challenges that litigation attorneys face

when bringi ng cases agai nst Spammers. And we're going to
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| ook at these practical challenges with an eye towards
the big picture. Is litigation and | aw enforcenent
i ndeed the solution? O are we kidding ourselves and are
we about to engage in the courthouse version of Wack-a-
Mol e, where we're going to bop a Spamer in a | awsuit
over here and another one's going to pop up out of a
different hole. O worse, the sanme Spamrer, new hol e,
different identity. |Is that where we're goi ng?

The individuals who are going to address these
conpl ex issues are as follows. First we have Pete
Wel | born who has litigated nunmerous cases on behal f of
Earthlink, including a $25 million judgnment he obtai ned
in 2002 on behalf of Earthlink. He also teaches internet
| aw at Georgia Tech

Next we have Jon Praed. Jon is a founding
partner of the Internet Law Group in Virginia. He has
[itigated numerous case on behalf of both ACL and
Verizon, including Verizon v. Ralsky and ACL v. CN
Productions. Currently, Jon is litigating the five new
cases announced by AOL just two weeks ago.

To nmy imediate right is Dietrich Biem|ler.
Dietrich is an attorney in Washington State who is a solo
practitioner and who represents small |SPs and
i ndi vi dual s who sue under the WAshi ngton Anti - Spam

Statute, litigating the private right of action that

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P PR R R R R R R
ag A W N P O © 00 N oo 0o dM W N - O

171
we' ve heard so much about this norning.

To nmy left is Paula Selis, who we have heard
fromthis norning. Paula is with the Washi ngton State
Attorney Ceneral's O fice. Indeed, she is the head of
t he Consuner Protection H gh-Tech Unit and has been
intimately involved in the four cases that have been
brought out of her office.

Al'l the way on the end is Stephen Kline.
Stephen is a former Assistant District Attorney and is
currently with the Internet Bureau at the New York State
Attorney Ceneral's Ofice and recently has prosecuted the
MonsterHut e-nmai|l case on behal f of that office.

We're going to go directly into questions, but
| want to let you know that | prom se a | arge anmount of
time at the end, because | know that nenbers of the
audi ence are anxious to cross examne the trial attorneys
up here.

(Laughter).

MR. CGROVAN:. Litigation challenge nunber one.
It's been alluded to this norning by Paul a and by ot hers,
to have a | awsuit, you need a defendant. So, how easy or
difficult is it to find a Spammer and how do you go about
doing it? Let's start with you, Pete.

MR. VELLBORN: Finding the defendant in a Spam

case is about 98 percent of the battle, but that being
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said, once you find him it's usually a slam dunk on the
l[iability. 1've been a little surprised at sone of the
conversation that inplies there's a gray area. |If you
send Spaminto an ISP that you know prohi bits Spam
that's illegal. But finding the defendant, if you know
the tricks of the trade, and the nore you do it, the nore
you learn, it's not as hard as it would seem

| think sonmebody nade a very astute comment
this nmorning that -- | think it was Dave Kramer -- one
common thing that every piece of Spamor virtually every
pi ece of Spam except punp and dunp, which is a different
conversation for a different tinme, every piece of Spamis
trying to separate you fromyour noney, so it can have a
fal se header, a false renove-ne address, a false
corporate nane, but it has to have one bit of true
information, maybe it's an 800 nunmber or a fax nunber.

Alittle translation here, in Spamrer-speak,
suite neans Mail boxes, Etc. box, but it mght have a
suite to send your noney to, but there's got to be sone
true bit of information for you to get your noney to
them And if you start backtracking, it's just good ol d-
fashi oned detective work. And | keep thinking at sone
point we're going to hit a case where we rush in to get
the defendant and it's an enpty house, whirring with

conputers, and there's no such person, but every case
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we' ve had, we've found who we're | ooking for.

MR. GROVAN: So, Pete, finding the Spamrer is
not about high-technol ogy issues, it's really just follow
t he noney?

MR. VWELLBORN: It's about both. What's scary,

t hough, is that technologically, as a |lot of the panels
have alluded to, we're in a gane of -- | think soneone
called it an arns race. |It's a gane of technol ogi cal
one-upmanship. And, so, if a Spammer really knows what
he's doing, you can chase your tail from whichever stand
that we were tal king about this nmorning to China, to the
third-party relays. So, in ny experience, if it's an

i nexperienced Spammer or a sl oppy Spammer, if he forgets
to dial star-67 when he dials into the pop and you get
his caller ID, fantastic. Oherw se, usually the best
and qui ckest way to find himis to track the noney.

MR. GROVAN. Ckay. Jon, you're currently
litigating, | believe, five new cases that AOL announced
two weeks ago. | believe four or five of those cases are
actually AOL v. John Doe, which neans at the tine the
cases were filed you didn't have the identity of the
def endant or the Spammer you wanted to sue. How does
that work? Are you going to identify those individuals
or corporations?

MR. PRAED: Well, certainly I know that AOL --
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MR. GROVAN: Please talk into the m crophone.

MR. PRAED: AQOL has every plan to do what it
takes to discover them if they're discoverable. Three
of the lawsuits nanme purely John Does. One of the five
| awsui ts does nane sone individual defendants but al so
has sonme John Doe affiliates that we believe were
affiliated wwth some of the naned parties. But we're
engaged in discovery. W've just been granted perm ssion
to conduct John Doe discovery, which is one of the first
hurdl es you have to get over. And AOL's now in the
m ddl e of di scovery.

MR. GROVAN. You said ACL is going to do
everything it takes to find the Spammers. \What does it
t ake?

MR. PRAED: Well, it's changed over tine. |
wanted to echo sone of the things Pete had suggested.
When Spam first started, we were seeing what | cal
direct Spam first generation Spam where people were
sinply registering a domain nane, Spamrng fromthat
domai n name and advertising that domain name, oftentines
adult content, oftentinmes trying to sell the very
products that they were using to send the Spam

Once Spamrers figured out that that was pretty
easy to catch, they started then doing it through fal se

regi stration of those domai n nanmes, but that was al so
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fairly easy to catch, so you saw a second generation
develop pretty quickly in the late '"90s of the affiliate
nodel . We took that nodel on in the AOL v. Cyber
Entertai nnent case, and | think that judgnment resulted in
what is really a fairly good nodel for how affiliate
prograns need to be run.

The current generation of Spamis really an
amal gam of different types of tactics, the nost
sophi sticated of which involves novenent off-shore, using
| SPs and | P addresses that make it difficult to find out
who you are or funneling your noney through entities that
make it difficult or because of their business structure
make it difficult for you to find out who the ultinmate
Spanmer i s.

MR. CGROVAN: Ckay. |I'mgoing to turn to our
government now, which if you get confused, is to ny left.
Paul a, CGeneral G egoire referred to a case out of your
office that took 14 pre-filing subpoenas to find a
Spammer. \Wat chall enges do you face in the Attorney
Ceneral's Ofice trying to find your defendants?

M5. SELIS: Well, that's a very good exanpl e of
why it isn't always easy to track a Spammer. There are
really two ways to | ook at these cases. You can either
go against the seller, in which case you have an easier

battl e, because you can always tell who the seller is,

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

176
the seller wants to sell you sonething and you can
usual ly figure out who that person is.

But what we've found recently is that the
seller is never the Spammer. There are two different
entities, and as Jon pointed out, there are often a | ot
of steps in finding out who actually did press the button
to send the Spam And in the case that you were talking
about agai nst a guy named Sanuel Meltzer out of
M nneapolis, I'll tell the war story here, because |
think it denonstrates the probl ens.

We had conpl ai nts about a Spam that people were
receiving that said sonething |like board neeting three-
ish, that was the subject matter line. And you opened it
up and it was an ad for a debt adjustnent conpany. And
t he debt-adjustnent conpany site had a formthat you
could fill out if you were interested in getting debt-
adj ust ment services, and people would fill out the form

And obviously this is a violation because there
was a m sl eading subject line. There was also a fal se
header. So, we figured, well, we'll just contact the
debt - adj ust rent conpany and find out who the Spamrer is,
you know, how do they get their leads. Well, we
contacted them and they said, well, we don't know, we
contract with a conpany in New York who gives us the

| eads.
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So, we contacted themw th a pre-suit subpoena.
We'd already sent one to the conpany in Florida. And the
conpany in New York said, well, we contract w th anot her
conpany in Chicago. W sent a CIDto the conpany in
Chi cago, and so on and so on and so on. W found out
that really ultimately we couldn't trace the Spamrer that
way. Wat we wound up doing was finding out where the
Spamer was hooked up at the tinme the ad was run, what
the I P address was. W found out that it belonged to
M crosoft, we ClDed Mcrosoft, who in fact had | eased out
that line to another conpany. W had to CID that ISP,
found out who the Iine was | eased to; of course it wasn't
| eased to the Spammer; it was | eased to sonebody who used
a fake identify.

Utimately, the way we found out was that the
credit card that was used to pay the ISP was under one
person's nane. W found out who put the noney in the
account, who paid the bills on that account, and that way
we traced it to the Meltzers. Now, you know, that's a
|l ot of steps. That's 14 pre-suit subpoenas, and that
gives you an idea of howdifficult it is. And when you
| ook at the resources --

MR. GROVAN: Let me ask you a question. Wat
ultimately happened? So, that's an enornous anount of

work for one Spam case. What ultimately happened in that
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case?

M5. SELIS: Well, we sued M. Meltzer and we
got a judgnent against him

MR. CGROVAN:. For how nuch?

MS. SELI'S: $10, 000, which wasn't a lot, but |
think it was enough to keep himfrom Spamr ng again, in
our state, at any rate. And we had spent a | ot nore than
t hat .

MR. CGROVAN. R ght.

M5. SELIS: So, you know, a sort of happy
endi ng, but, you know, not exactly an econom cal one.

MR. CROVAN: kay, let's hear from Stephen
Sanme issue, tracking down the Spammer.

MR. KLINE: Yeah, exact sane probl ens that
Paul a had. W' d been receiving several thousand
conplaints a year about Spam and when we first started
focusing on this issue, we started doing it the sane way,
so we'd get the conmplaints in and we'd start goi ng
backwards. And it was beyond frustrating. It was too
ti me-consunmng, and in the end, you know, a |lot of the
Spanmers weren't within the jurisdiction or in the end
maybe not even worth going after any further.

MR. CGROVAN: So, you have exanpl es of cases
where you open up the matter, start the investigation and

then have to close it?
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MR. KLINE: Yeah. And so we figured that there
must be a nore efficient way to find the evidence. And,
so, | started reaching out to the ISPs, figuring that
t hey were the ones who knew t he nobst about where the Spam
was comng fromand all of that. And it's worked pretty
well. The ISPs that I've net with, | usually neet with
their attorney and their abuse team And the abuse teans
have been gi ddy, that sonmebody is actually wanting to
pr osecut e.

MR GROVAN. Well, on that note, have you --
tal ki ng about the challenges that you're facing with
| SPs, have you had a situation where you' ve served a
subpoena on an | SP and then had one of two concerns, you
either found that the evidence you needed or data you
needed was no | onger available, or you had the concern
that the ISP mght actually notify the subject of your
subpoena?

MR. KLINE: W always run into the situation
where the data is no longer available. But if it's a
Spammer that they're continuing to have problens with
you know, they're going to have the data available. They
may not have all the data about the Spamm ng history, but
they're going to have sone of it. So, that's how we
actually picked up the MonsterHut case. It wasn't an ISP

that we had talked to, but it was a referral from another
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| SP and the ISP cane to us and said we are getting killed
with these bozos up in Niagara Falls, and it was great,
they had all the evidence, they had been collecting it
for their own lawsuit, and it worked well.

There have been other tines where we've reached
out and for one reason or another it hasn't worked out.
So, we're still trying to figure out the best way to
handle it, but I think going to the people with the
evi dence, rather than -- and saying who's in New York,
who's Spammi ng from New York, has been a | ot nore
successful than trying to get the Spam from consuners and
t hen goi ng backwar ds.

MR, GROVAN. Ckay, thank you

M5. SELIS: Can | address that second question,
because | think it's a valid one?

MR. GROVAN:. Pl ease, please.

M5. SELIS: What happens when you subpoena
information froman ISP and that | SP has a privacy policy
that says that we nust tell our custoners if there's been
any inquiry about them or any subpoena. Actually, the
states have a nmechani sm where you can go into court and
ask the court to order the ISP to keep the fact of that
subpoena confidential, and we have done that consistently
and it has worked quite well.

MR. GROVAN. Dietrich, in your cases, your
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clients are not Earthlinks or Verizons but smaller
i ndi viduals. M understanding is that when they cone to
you with a case they already know who the Spammer is. |Is
t hat correct?

MR. BIEM LLER Usually. And ours is not as
much a probl em of tracking them down, but choosing who to
sue to begin with. W have to go for the | ow hangi ng
fruit because we just don't have the resources of a |large
firmor the government. So, if we have a clear |ine of
sight and a | arge nunber of Spam we will usually go for
those. And generally the guys have done a | ot of
research and tracked them down already. And | follow up
and make sure that it's the right person before we go and
of f we go.

MR, GROVAN. Ckay, well, that's a good segue
into the next topic I want to discuss, which is who in
fact do you sue. Paula, you stated that the Spamrer is
never the sanme person as, what, the marketer?

M5. SELIS: The nerchant.

MR. GCROVAN. The nmerchant. So, |'d actually
i ke each person to address that. Wo do you sue? You
coul d have a situation where you have a Spamrer, soneone
selling a product, an advertising conpany, an e-nmail
mar keti ng conpany and an affiliate program There are

contracts between all these entities, or maybe not. So,
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who is it? Wiwo is it that you choose to sue? | guess --
|"mgoing to start with Jon on that, because you have the
five new cases, and |'ve | ooked at them It seens to ne
t hat your approach is sue everybody.

(Laughter).

MR. CGROVAN: But how does that work?

MR. PRAED:. | don't know that | want to address
in particular decisions on any particul ar case, but |
t hi nk generally my approach is to sue as big a fish as
you can find. | spend probably a majority of ny tine
actually trying to identify characteristics, | call them
fingerprints, that constitute a big fish and then target
a lawsuit against that individual or group of
i ndi vi dual s.

And it's really -- you're looking in the end
for soneone who is sending unsolicited conmercial nmai
using sone sort of fraud, and it is a target-rich
environment. You tal ked earlier about Wack-a-Mle.

That is the risk that you run, that you are sinply

pl ayi ng Whack-a-Mdle. | think both on the filter side
and on the litigation, you have to systemati ze what
you're doing so that you're not playing Wack-a- Ml e.

Litigation is critical, though, because | think
it is your best opportunity to nake the nole pull out his

driver's license and actually show you who he is, so that
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you can thereafter -- he's been bagged and tagged, in a
sense.

MR GROVAN. On the issue of who do you sue, if
you' ve got a situation with nultiple parties involved,
you have a nmerchant who hires a marketing conpany, who
maybe goes through an affiliate, and then we end up with
an individual who sends out the Spam and pushes the
button. And the Spanmer changes -- or soneone al ong that
chai n changes the subject line or nakes it a deceptive
subject line, and you want the big fish who may be on the
end. Wiy is that party liable? Wy can they be sued?

MR. PRAED: Well, you can make all sorts of
argunents to why they should be and why they shoul dn't
be. In the end, though, Spam conspiracy and assi stance,
l[Ttability for assisting Spamrers is not that nuch
different fromliability for any other type of illegal
conduct. Conspiracy is an old established theory of |aw.
We're not inventing very nmuch |aw here, really. W're
simply trying to take -- in fact, | think one of the best
provisions to go after Spammers trespassed the channels.
It predates the Constitution. |It's not rocket science.
The trick is sinply getting everyone to agree and
understand that these fairly basic concepts of |egal
principles can be applied in a very new arena in sone

factual |y uni que circunstances, where identity and really
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identifying who is the big nole is the real issue.

MR. GROVAN: Pete, who do you sue and why?

MR. VELLBORN: |I'mgoing to answer that in two
parts. | think of Spammers nuch |ike Dante's |evels of
hel I .

(Laughter).

MR. VELLBORN: There are ascending | evels of
egregi ousness. At the bottomwe have -- we'll call them

vanilla Spammers. Those are the ones that send
unsolicited commercial e-mail through ISPs that they know
forbid that e-mail. It's not spoofed; it's not
fraudulent; it's not selling herbal products; it's not
selling illegal descranbler boxes. That's your |owest

| evel .

Compound t hat by spoofing and by some of the
fraudul ent tactics that we've heard about for the |ast
two days. Conpound that even nore by Spamrers who are
selling these fraudulent or illegal products. That's the
next level. Then there's a top |level of egregiousness
that the Spammers that are doing all those things and
usi ng accounts that are purchased with stolen credit
cards or by identity theft to send these e-mails.

So, you have those three levels. And as Jon
said, what we've done so far is we've gone after the top

| evel, the old saying that the squeaky hinge gets the
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grease, well, that's the one that we've gone after.
After sitting through these panels for the past couple of
days, |I'mconvinced that we need to start going after the
| onest | evel to send a nessage, because it seens as
t hough there's a fundanental m sunderstanding that if
you' re not spoofing and you' re not selling a fraudul ent
product your unsolicited comercial e-mail is sonmehow
|l egal or at least a gray area, even if you're sending it
t hrough the I SPs of the world who forbid Spam And
that's wong.

I f you knowi ngly send your Spaminto an ISP
that forbids Spamyou' re commtting a crimnal act. You
know, there was a | ot of discussion this norning about do
we -- we need a crimnal statute, we need a Federal
statute. We've already got them W've got a crimna
statute, it's called the Conmputer Fraud & Abuse Act.

W' ve got other crimnal statutes. It's the state

prohi biti ons agai nst conmon trespass, the sane thing that
keeps soneone fromwal king into your house and getting on
your conputer, keeps them from sendi ng unwel cone Spam
into the ISPs. So, let's sue sone of these |ower |evel
Spammers and send a nessage that we're not going to only
go after you if you're conmtting credit card fraud --

MR, GROVAN. Pete, when you say let's sue, who

do you nean? Who's let's?
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MR. VELLBORN: Let's -- the ISPs that can
afford to bear the mantle of the battle, for starters.
The Earthlinks who are doing it right now, the AOLs and
the Mcrosofts. For now, with as nuch cooperation from
t he governnent and from | aw enforcenent as we can get,

t hi nk these need to be the mantl e bearers.

MR. CROVAN: Okay, Dietrich, back to you on the
same topic. Your client cones into your office with the
Spame-mails, says |'ve identified who it likely is, 1"l
use your term you want to go after, what was it, the
| ow-hanging fruit?

MR. BIEM LLER  Low hanging fruit.

MR. CROVAN: Wio is that?

MR BIEMLLER It's sonebody who -- first of
all, we can't afford to do what Paul a does wi th spending
a huge anmount of noney and getting a mniml return, so
we have to -- one of the things unfortunately we have to
determ ne i s whether they have noney or not to pay a
judgnment or to pay a settlenent. And nost of ny clients
are pretty anti-Spamactive folk, and they go after the
hi ghest circle of hell there, and so usually those -- if
we can find sonebody that conbines those qualities and we
can identify them that's a likely target.

MR. CGROVAN:. Stephen, when you're at the end of

your investigation, you' re making a determ nation of
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whose nanme, what corporation, what individual's name goes
on your conplaint, what factors are you considering and
does jurisdiction becone an issue there?

MR. KLINE: Yeah, jurisdiction is always an
i ssue for us, but when we are trying to figure out who to
sue and why, you know, we -- it's alittle -- the Spam
cases are a little bit different for us than the rest of
our cases, because normally what we're looking to do is
get restitution back to consuners. Here restitution is
such a tough thing to calculate per Spammer. And then
any sort of danmages are also tough to cal cul ate.

You know, we do consider whether they have
noney, but what our overall purpose is to do is inpact
l[itigation. And if we wind up with an enpty judgnent but
t he precedent that we set will steer the industry in the
right direction, | think that is the major concern that
we have.

MR. CGROVAN: You nentioned the issue of
jurisdiction and you said that's always a factor. Can
you explain why that's always a factor?

MR. KLINE: Well, because we represent the
state. W generally prosecute corporations or people
doi ng business in New York. W have in the past sued
people fromout-of-state for injuries in New York, but in

cases like the Spam cases where we are going to have so
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many ot her issues to deal with, and there are Spammers in
New York, you know, we try to cut our litigation risk and
focus on the bad actors in New York right now.

MR. CROVAN. So, if you have an investigation
that's open and you ultimtely discover somewhere down
the road that the Spammer's actually in Texas, what do
you do with that case?

MR. KLINE: Most likely we'd refer to the Texas
AG or the FTC

MR. CGROVAN: Have you had luck referring those
ki nds of cases to other states?

MR. KLINE: W haven't had to do that yet.

W' ve -- you know, we've gone to the ISPs and said who's
in New York, tell us where they are, tell us what's
happeni ng, and we've kind of gotten to pick and choose
our cases.

MR. GROVAN:. Paul a, sane question. |Is
jurisdiction a challenge for you or is it really not?

M5. SELIS: Well, let ne just kind of follow up
on what Stephen was saying. Wen you start out in a Spam
case, at |east when we start out, we don't know where our
defendant is going to be necessarily, true with the
Mel tzer case. And while in some cases you can pick and
choose where your defendants are located, it's harder in

a Spam case, you can't, at least not very easily. But in
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terns of jurisdiction, we haven't run into any issues
thus far, though Dietrich has run into jurisdictiona
I ssues.

We take the position that if you are sending e-
mail to the State of Washington and the person to whom
you are sending that e-mail has identified himor herself
as a Washi ngton resident, then Washi ngton courts can,
under long-arm jurisdiction, hear cases involving the
defendants. So, so far, so good. | think Dietrich can
tal k about his case, because his defendant did, in fact,
guestion Washington's jurisdiction, and he got a very
favorabl e ruling.

MR. BIEM LLER They all do. | spend about 80
percent of my tinme litigating jurisdiction, |ong-arm
jurisdiction, so .

MR. GROVAN. Ckay, and just for a background
for those of us who are not attorneys in the room the
gquestion really is if the proposed plaintiff is in the
State of Washington, and that's where that person may
have had their injury, but the Spamrer is el sewhere, can
Dietrich's client bring the lawsuit in the State of
Washi ngton, even though the Spamrer may be on the other
side of the country and then be forced to litigate the
i ssue there. So, speak about your experiences with that

i ssue.
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MR. BIEM LLER Well, that's generally the main
guestion, and they tend to nake the sanme argunents over
and over. | nean, why should we have to go to Washi ngton
to defend this case, but, you know, the tort occurred in
Washi ngton and we exert the long-armjurisdiction by the
statute that we have. It can't exceed the Federa
Constitutional issue there about purposeful availnent and
t hose kind of issues, but we've been very successful both
in superior state court and federal court defending that
guesti on.

MR. GROVAN. So, you're finding that in your
cases the issue of jurisdiction really isn't a challenge
or a problem

MR BIEMLLER Well, it was a problemfor a
long tine, and | guess Paula can al so speak to this, we
just recently passed a | aw specifically addressing

jurisdiction because it has been such a problem for us

at |east.

MR. GROVAN. Ckay, turning to the attorneys who
represent the big I SPs, I know that AOL's cases have al
been filed in Virginia. | think Earthlink's cases have

all been filed in Georgia, regardl ess of where your
potential defendants are |ocated. So, let's ook to you,
Jon, first, and you litigated the Ral sky case. From your

perspective, is the jurisdiction just settled, where
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done, and it's not a chall enge anynore?

MR. PRAED: | think it was settled before it
was even started, but that doesn't keep a defendant from
bringing a notion to dismss, and | think you have to
bring a Spam case, wherever you want to bring it, in
anticipation of a notion. But | think that it is pretty
clearly decided today in the Spamarena. | think the
Verizon Online v. Ral sky case was an excel | ent deci sion
t hat addressed -- you have a question of forum non
conveniens. Can a Spammer be put to the inconvenience of
being sued in the state where he actually Spamred, which
IS a separate question.

The real question is did he purposefully avail
hi msel f of the protection of the state into which his
Spam | anded. And a | ot of Spammers defend by saying
essentially | didn't have a clue. | fired a gun, and the
bullet left the gun, and I had no clue as to where that
bull et was directed, other than the e-mail address. And
| think the court, in the Verizon case, pretty clearly
deci ded that apathy, as to jurisdiction, is not a defense
to a personal jurisdiction argunent.

MR. CGROVAN. Ckay, so grandma in Ckl ahoma who
sends out 10,000 e-mails and 800 of them actually end up
goi ng through an AOL server in Virginia, she's going to
be haul ed here?

For The Record, Inc.

Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o b~ w N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

192

MR. PRAED:. Well, | have been surprised. |
have yet to identify a fraudul ent Spanmmrer that actually
was a grandma.

(Laughter).

MR. PRAED: If | got one of them she's
probably going to be driving a Porsche or a Ferrari, and
she' Il know exactly what she was doing or she won't care.
| hear the point. Sonmeone m ght make an argunent that
the mere incidental transm ssion of a small vol une
doesn't necessarily give rise to personal jurisdiction.
An interesting argunment, but not one that really has nore
than a theoretical application in nost of these cases.

And one correction. AOL has actually filed
suit, | think throughout the country. Certainly Virginia
has been a common state for suits, but AOL has, in fact,
filed I think in California, New York, many other states,
in part totry to establish this fairly basic principle
across the country.

MR GROVAN. Ckay, | want to turn to another
i ssue that our attorneys face, which is causes of action.
When you want to bring a lawsuit, there needs to be a | aw
that's been broken. So, what are the causes of action
that you are using or advising your clients to use in
your conplaints? Let's start with you, Pete.

MR. VELLBORN: Okay. And one interesting note
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on the jurisdiction issue, we all owe a debt of thanks to
Shirley Jones, the nother fromthe Partridge Famly,
whose | andmark |awsuit, jurisdiction | awsuit against a
witer and editor for The National Enquirer, gave us the
nost widely cited jurisdiction case when you' re claimng
the effects test that you can sue here because this is
where we got hurt. That's a little hinting aside.

(Laughter).

MR. VELLBORN: Causes of action. | have a
[ aundry list of about 12 or 13 different causes of
action, any one of which will carry the day in a typical
Spamm ng and spoofing case. The two nost conmon that we

see, as | nentioned earlier, the Conputer Fraud & Abuse

Act, Federal -- a conputer-specific Federal statute that
provides for crimnal liability in a civil action, as
well, if there's been intentional access of a protected

conputer systemthat's unauthorized and that causes
damage, which that's the very definition of unwel cone
Spam coming into an | SP system

Anot her cause of action that we see a |ot and
use a lot is coomon |aw trespass. It's like | said, the
sanme | aw that keeps one of you from breaking into ny
house, coming in and sitting dowm at ny conputer and
using it, that same general law in each state al so

prohi bits a Spammer from taking unfair advantage of the
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| SP's conputer system and converting the ISP s conputer
systemto the Spamrer's benefit.

MR. CROVAN. Dietrich, in the private right of
action cases that you file, is the cause of action
strictly under the Washi ngton Spam st at ut e?

MR. BIEM LLER  Typically. | nmean, we do cite
trespass through chattel, as well, because under their
consuner protection act sone of the judges have found
t hat they need to have sone actual damages in order to
enact the treble damages provision of that. But
typically we just have this nifty statute that Paul a had
sonmething to do with, and we use that.

MR. CGROVAN: Stephen, for your cases for the
New York State Attorney General, New York, unlike
Washi ngton State, does not have a Spam statute. So, what
is the cause of action that you used in your Monster Hut
case or other potential cases?

MR. KLINE: New York doesn't have a Spam
statute, per se, but | consider all of our |aws anti-Spam
statutes, because the sane sort of fraud that's conmtted
on-line has been commtted off-line, as well. So, we've
been using our deceptive practices statute, which is
simlar to the FTC act, but we al so have a statute,
Executive Law 6312 that allows us to prosecute civilly

any business who is repeatedly commtting fraud or any
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sort of illegality, which opens the door to all the | aws
in New York, even comon |aws. So, we can -- if
sonmeone's violating the crimnal forgery statute, an
adm ni strative statute, common law, all of those fal
under 6312 for us. So, | feel right now that |'ve got
all the tools | need to prosecute a Spammer. |If they
want to give us another one via a Spam statute, which
think they're going to, fine with ne.

MR, GROVAN: What is the relief that you are
seeking in your cases? You nentioned that restitution is
not something you're seeking, so what would it be?

MR. KLINE: In the MonsterHut case we were
seeking penalties. Under our consumer protection
statute, we're allowed to seek up to $500 per violation.
And the -- | think the injunctive relief is actually
going to be nore inportant than any sort of noney
judgnment. A lot of the -- the two principals in
MonsterHut, one fled to Canada; the other one ran down to
Florida and is not working. They don't have any assets.
So, the noney judgnents that we're going to get, whether
it's penalties or restitution | think are going to be
somewhat mneani ngless. So, | think any sort of injunctive
relief is probably the nost inportant thing that we'll
get .

MR. GROVAN: Paula, turning to your cases and a
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comment made by Stephen in that -- | know I'm
par aphrasi ng, the noney judgnent is essentially
meani ngl ess or worthl ess.

MR. KLINE: In sonme cases.

MR. CROVAN: In sonme cases. Wiat is the relief
that you' re | ooking for and what is your view on the
noney j udgnment s?

M5. SELIS: Well, this brings up a whole
question, how do you measure the injury? | mean there
are a lot of injuries with the receipt of Spam sone of
whi ch are neasurable and some of which are not. So, an
| SP who can say his system went down for two days and he
| ost X anmount of noney has an easier tine show ng an
anmount certain.

But a consuner who gets Spamred, you know, how
is he or she going to show that there is noney actually
lost? So, our statute has a $500 per Spam penalty
associated with it for consuners and $1, 000 per Spam
penalty associated with it for ISPs. O, in the
alternative, if actual danages are nore, then you can ask
the court to give you actual damages.

Your question, though, which |I haven't really
answered, is how inportant are damages. | talked this
nor ni ng about deterrent effect, and I think that's -- |

have to conme back to that. |If you can hit a Spamrer in
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his or her pocketbook, then you' ve done a successful job.
Now, sone of them are real nom and-pop operations,
they're not making a ot of noney, and so if you can hit
themwi th a $10, 000 judgnent, that to themis a deterrent
and that will make them stop

If, on the other hand, you conme up agai nst what
we'd call a Spam house, a really big operation, and |
don't think we have yet to take one of those down,
al though I think we would like to, I would |ook to
getting a significant anount of damages. So, | think
damages are inportant, as long as they act as a deterrent
effect.

MR. GROVAN. Ckay, followi ng up on the sane
path of the issue of the judgnent, turning to ny right,
there's certainly a big difference between filing a case
and getting a judgnent, possibly by default and actually
collecting on that judgnent, meaning -- and if you're not
collecting, are you really hurting sonmeone in their
pocket book. Starting with, Dietrich, have you had the
case where you've got judgnments that are just not going
to be collected?

MR. BIEM LLER W' ve got one right nowthat is
a Spammer down in Florida that we got a $270, 000 j udgnent
on that we're never probably going to see. The ones that

we have coll ected noney are usually ones that have
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settled. They see the witing on the wall typically and
will talk to us about, you know, getting out of it.

MR. GROVAN. Pete, you had -- the ISP cases
tend to nake really fantastic headlines that read
sonething like $25 nmillion judgnment against Smith on
behal f of Earthlink. WII you ever see that $25 mllion?
| mean, has that been collected and what will happen with
t hat ?

MR. VELLBORN: We're currently |ooking for that
of f-shore as we speak. WIIl we get the whole $25
mllion? Wo knows. WIIl that send a nessage to every
ot her Spammer in the country, that if you Spamyou'll get
the financial death penalty? Yeah, that's going to send
t hat message. And what's nore, tal king about the
renedies, it's just as inportant as the noney, turning
back to the idea of injunctive relief, one thing that
we' ve done for the past three or four years for, you
know, for Earthlink in every case they resolve; for sonme
of the smaller 1SPs as well that | represent, when we get
relief in these cases, we don't ask the court protect
Earthlink from-- Earthlink and Earthlink only fromthe
Spammer's future bad acts or if it's for Friendly E-nai
protect Friendly E-mail, no nore bad acts agai nst
Friendly E-mail.

| nstead, we get an order fromthe court that
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directs the Spamer never to Spam spoof or conmt any
other of a various list of prohibited conduct agai nst
anyone in the world. And, in fact, the order nakes al
| SPs and internet users worl dw de express third-party
beneficiaries who can sue under that -- for a violation
of that order as if it were a contract to which they were
a party.

MR. GROVAN. Pete, do you think that the
Spanmers you see are actually conplying with that
injunctive relief?

MR. VELLBORN: | do, because anong ot her
aspects of the relief, this is already the |law, but we
stress it in all caps and bold face that violation of
this order will not only be a future Spamm ng violation
but will result in civil and crimnal sanctions against
t hese Spammers. So, if you're tal king about a snal
anount of noney or even a big judgnent if they're poor,
maybe that doesn't get their attention, but if they
understand, and |I've had judges | ook the defendants in
the face and tell them if you violate this, you wll go
to jail. And that gets people's attention.

MR. GROVAN: Do you -- | understand that you
say you believe they're follow ng, but do you do what |
woul d call conpliance nonitoring? Do you have any actual

anecdotal or otherw se evidence that the Spammers aren't
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just starting over under a different name in a different
state or | ocation?

MR. VELLBORN: W do. There is one Spammer who
has -- he backslid, unfortunately, he Spamed ne
personal | y.

(Laughter).

MR, VELLBORN: And this was a guy who got drunk
and told the -- got drunk, left a voicemail on ny
client's voicemail saying that he was in cahoots with ne
to Spamthe client and have the client pay ne |egal fees
and that I would split ny fees with the Spamrer. And of
course when | played that tape for the federal chief
judge in Atlanta, Oinda Evans, and she just about had a
fit. She was not happy with this particul ar defendant.

But he Spammed ne about six nonths ago, three
nmont hs ago, and I'mfinishing up the -- ny personal suit
to enforce the order of permanent injunction that we got
agai nst himon behalf of a couple of smaller ISPs three
years ago. So, sone backslide. Ohers that |I've checked
on periodically, just knowi ng they were going to
backsl i de, have not.

So, yes, this global relief, it's really
i nportant because it protects -- it keeps the Spanmer
fromnmoving on to smaller ISPs or smaller entities that

are |l ess able to defend thensel ves than the Earthlinks
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and the AOLs and the Mcrosofts of the world, and this is
sonmething we all should use. | nean, I'll be happy, if
anyone in this roomis a Spamplaintiff and you want to
e-mail me, | will send you the legal brief that explains
why that relief is appropriate and explains to the court
that the |l egal basis for awarding that universal relief,
even if the plaintiff is only a single conpany. 1'Il
give you ny e-mail afterwards, and I will send that to
you the day you e-mail ne.

MR, GROVAN. Ckay, Jon, we'll give you the |ast

word on this idea. First of all, judgnents, are the big
headl i ne judgnents that aren't collected, is that still a
deterrent? And then second of all, is this injunctive

relief doing anything?

MR. PRAED: Yes, to both. Press is obviously
an inportant part of what we're all doing, trying to get
t he nessage out there. Judgnents are the first step.
The first step is really before that. The first step is
maki ng Spamers realize that every step of the way
there's going to be an increased cost to the business.
They operate typically on fairly thin margins. Those
that are making a great deal of noney are working very
hard to try to do everything they can to hide. And if
you can get a judgnent against them even if it's not

collectible today, that's not to say it's not going to be
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collectible tonorrow, and it's very difficult for
Spanmmers in ny experience to discharge Spam judgnents in
bankruptcy. That's a nessage that | think too few
Spammers realize.

But at the end of nost of the cases that | have
been involved in, the Spamrer has been quite upset by the
path that they have put thenselves on. They understand
that they've -- | wouldn't say ruined their lives, but
t hey have nade sone trenendous m stakes al ong the way.
Even if they can't wite a large check at the end, they
realize they're never going to be in a position to wite
t hensel ves a | arge check for a very long tine.

And that has an effect on themand it obviously
has an effect. 1In fact, if this is a gane of Wuack- a-
Mol e, your focus is largely on general deterrents and not
specific deterrents. And | think anyone who's thinking
of getting into the Spam gane needs to think tw ce when
they see that many of the major players who are invol ved
in the internet space are conmtting significant
resources |less towards recouping their costs of
litigation but rather towards generally reducing their
cost of hardware investnment and of increasing the cost on
t he Spammer.

MR. CGROVAN. Ckay, thank you. Let's turn back

to the idea of a private right of action, which had a | ot

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

203
of attention this norning on the |egislation panel.
There are those who believe that giving individuals who
receive Spama private right of action to sue will have

an enornous deterrent effect.

So, Dietrich, I'll turn to you on this. First
of all, who are your clients and what are these |awsuits
about ?

MR. BIEM LLER. Mdst of them are tech-savvy ISP
or tech people. | do have a small ISP. [|'ve got a

| andscape desi gn engi neering conpany that got relay-
raped. So, it's nostly -- | nean, | don't do any
advertising, it's nostly word of nouth and peopl e hearing
about it through either nmedia or friends.

MR. GROVAN: Are you litigating these Spam
cases full-tinme?

MR. BIEM LLER Yes. Well, yeah, anong ny
other practice, but 1'd say the magjority of ny stuff
right nowis Spam cases.

MR. GROVAN. And how do these private right of
actions get resolved? Are these judgnents, default
j udgnments, settlenments?

MR. BIEM LLER Al across the ganut. W do
settle; we do default judgnents. | haven't actually had
one go to court yet because we just started doing these

like last July and the court dates aren't, you know, that
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speedy as we all know, but we're progressing through
di scovery on nost of these right now

MR GROVAN. |I'mgoing to ask you a question
that I know that a | ot of other attorneys have been
wondering. Does this make financial sense for you? Are
you meking --

MR BIEMLLER: [|'mcertainly not maki ng noney
like I would Iike to, as if | had a large-firmjob. The
bi g payout at the end is quite the carrot though, if we
do get a |l arge judgnent agai nst sonebody who actually has
noney and who actually pays it, which is three pretty
attenuated things. But the settlenents are kind of
providing a war chest to go file nore cases and proceed
with the ones that are in the mddle.

MR. GROVAN: Who's covering the cost of these
private right of action cases?

MR. BIEM LLER Right now, the co-counsel
have, M. D. M chael Tonpkins, who | rent space from is
fronting nost of these, but there really aren't that many
costs. | nmean, we try to do it on --

MR CROVAN. So, it's not the client, then?

MR. BIEM LLER No, no. W haven't had that
many costs. Mstly it's just filing fees and that sort
of thing. W haven't done a lot of traveling and that

sort of thing.
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MR, GROVAN. What is the goal of private right
of action cases?
MR. BIEM LLER Well, the goal of the client is
to get the Spamto stop to themindividually. And part
of every settlenent that we've had we do get the

i njunctive provisions, kind of like Pete was talking

about, and it works for them | nean, we obviously don't
have the power to extend that -- well, | guess maybe we
do. 1'd like to get that brief fromyou, Pete.

(Laughter).

MR BIEMLLER | mght be trying to get that
incorporated, as well. But so far it's done a good job
for themindividually, but we do have the Wack-a- Ml e
situation, but if we want to go back to the anal ogy
earlier today, the viral thing, | nean, if we whack one
nmole, if we just stop whacking themwe' re going to be
overrun with noles. So, you just have to keep whacki ng
until the probl em changes.

MR. CROVAN. Wiy does an individual who wants
to file aright of action or a small conpany, under the
statute, need a |lawer? Shouldn't they be able to --

MR. BIEM LLER Yes, we do have small clains in
district court that they can go to. The ones that cone
to me, though, are typically large volunes. Like sone of

my clients have 300 or 400 Spans that they want to dea
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with fromreal prolific Spammers. And those -- they tend
to get in over their heads when they start getting
renoved to federal court and that kind of thing.

But one of ny other cases is a guy who won in
small clains court and they've appeal ed that all the way
up to the court of appeals at this point, to keep the
precedent fromgetting set. | guess the Spammers
appealed it.

MR. CROVAN. Ckay, I'd like to raise the issue
of abuse litigation. And since you are the nenber of the
plaintiff's bar on our panel, I"'mgoing to toss it at
you.

MR. BIEM LLER  Ckay.

MR. CGROVAN. There are those who woul d
articulate a view that Spam statutes are going to be
abused by the plaintiff's bar and that it mght as well
just be a personal injury case, it really doesn't matter.
They're going to find a statute and they're going to
abuse it as a noney-nmeking schenme. And is that a
legitimate concern and does it matter?

MR. BIEM LLER Well, | guess we've heard al
about Utah this norning. W don't have that probl em
here. | guess like any kind of litigation it can be
abused, so it's really going to be an individual case

type thing. | don't feel like I"mabusing it personally.
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It's just like a personal injury thing; you have to have
a car weck to bring a suit on that. Wth us, it just
seens overwhel m ng because we have a bazillion mllion
car wecks to deal with. So, if that nmeans we're suing
to enforce a lawful statute to try to stemthe tide of
this stuff, I can't see that as abusive.

Further, it's kind of ironic that those who
talk the nost about we're trying to make noney off this
are the Spammers thenselves who by their very definition
that's what they're doing when they're Spamm ng, is just
trying to make as nmuch noney as they can, so --

MR GROVAN. | want to open up that sane
guestion to Jon and Pete and just see if you have
anything to say about this concern that Spam statutes and
Spam litigation mght actually have a chilling effect on
legitimate conpani es who are fearful of litigation. You
don't have to take it, but --

MR. PRAED: | think as Dietrich suggested,
abuse is not unique to Spamlitigation, and the concept
of abuse and the nmechanisns to prevent it have been
around for a long tine. Rule 11 is as effective in Spam
l[itigation as it is anywhere else. And | think that
those deterrent powers are perfectly adequate to keep
people fromusing Spamlitigation abusively.

| quite frankly think, though, if you're
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tal king bottomline justice that | have seen far nore
abuse on the defense bar in Spam cases where you have a
def endant who is engaging in fraudul ent Spam There have
been -- | don't want to tal k about particular cases, but
it is not unusual for Spamrers to literally throw their
conputers away in order to keep them from being
di scovered. It's not unusual for -- | think one could
argue that many of the answers that are filed in response
to conplaints are dancing on the line of Rule 11

Those are abusive tactics, as well, and are as
wort hy of concern in an age when you can debate what "is"
means. | think it is areal risk to fall into the trap
that Spammers think that litigation over Spamis a
continuation of the ganme that is Spam And | think
they're learning -- you know, Virginia has just -- or has
just enhanced its crimnal statutes. | think the day has
come when Spammers are going to realize this is not a
gane. And |likew se, people who engage in abusive conduct
on the plaintiff's side, there are adequate neasures in
pl ace to prevent that.

MR. GROVAN. Thank you. 1'magoing to turn back
to my colleagues in the state governnment. Eileen asked a
question this norning on the |egislation panel that I
t hought was from ny panel, but she's ny boss, she can do

that. And it was to Paula, so I'"'mgoing to turn the
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exact sanme question to Stephen.
Twenty-ni ne states have Spam statutes, and |

bel i eve we've only see action out of three states. Wy?

MR KLINE: Well, | can tell GCeneral Spitzer
will kill me if | start guessing as to why other states
are not acting. | can tell you why -- it's tough. |

mean, you're |looking at our Spamlitigation team |It's
me and ny civilian investigator. And it's not even full-
time. |1've got, you know, ten other cases that | handle
as wel | .

MR. CROVAN:. And that's for the State of New
York which is a conparatively big state

MR. KLINE: That's for the State of New York,
yeah. And so there are -- | think one thing that you see
in both the crimnal side in which I've had experience

and inthis side is that a ot of the states attorneys

just don't have the training in high-tech cases. It's
expensive. |It's -- once people get training in that
area, it's -- there are certainly a lot of lucrative
offers that cone along. And, so, | think it's, one,

tough to find people who can do it; two, | think it's
tough to find the noney to do it. And | think in sone
situations it may be tough to find the higher-ups that
understand what's going on or understand the seriousness

of it.
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MR. GROVAN: Paul a, how many --

UNI DENTI FI ED SPEAKER: Can you el aborate on
t hose lucrative offers?

(Laughter).

UNI DENTI FI ED SPEAKER: A little nore on those,
pl ease.

(Laughter).

MR. GROVAN: Paul a, how nany attorneys with the
Washi ngton State AGs O fice are working on Spam i ssues?

M5. SELIS: You're |ooking at the one. | am
she. | agree with Stephen, everything that he said is
true. And just to highlight that, Spamis, | think
everybody in this roomrecogni zes, it's a problem and
it's a huge econom c problem But when you have
consuners who are calling you about the fact that they
have | ost $10,000 to a tel emarketer and you' ve got to
deci de whether you're going to help that consuner or
whet her you're going to file a Spam suit where nobody's
really | ost any noney, although the entire internet
community has | ost a significant anount, oftentines
you're going to take the case involving the tel emarketer.
And those are very real pressures, priorities that state
AGs face every day. So, you know, | don't want to malign
our brethren, sistren in other states, but there are good

reasons for not taking Spam cases.
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MR GROVAN: | was going to follow up on that,
but I'mactually going to turn that sane question to the

counsel for the big ISPs and say that there are those who

woul d say that your -- the conpanies represented actually
brought relatively few Spamcases. | think Earthlink's
about a dozen. | think in total, fromthe press rel ease

| read about ACL, it's 25 total. And between May of 2001
and April of 2003, they brought no cases. So, why do you
t hi nk that woul d be?

MR. PRAED: Well, | don't know that those

nunbers are necessarily correct, and | don't want to

debate the nunbers with you necessarily. | wll say
bringing a lawsuit, first of all, is a trenmendous
commi tment of resources. And there have been, | think, a

| ot of lawsuits brought, but the bringing of a lawsuit is
really the tip of the iceberg. | think you re seeing the

state attorneys general bring relatively few cases

because it is so resource-intensive. |It's resource-
intensive for the ISPs, as well, regardless of size.
And, again, it's a ganme of Wack-a-Mle. | think there

are tremendous, trenendous vol unme of resources being
devoted, first of all, to maintaining the networks. | am
amazed at the job that large ISPs and small |SPs are
capabl e of doing.

| would challenge -- | think it's remarkable in
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a sense to step back and identify any other business
enterprise that is capable of w thstanding essentially 40
to 70 percent free ridership problem The Metro system
here in town would collapse if 40 to 70 percent of us
were junping the turnstiles. There is no other business
today that could support that |evel of free ridershinp,
but it is not free in the end for the | SPs.

And what they are doing both in ternms of
managi ng the daily volune that they have and
systemati zing the investigation that allows themto put
in place a process that culmnates in a lawsuit. It is
one thing to i ssue 14 subpoenas. |ssuing subpoenas is
really the last step in the process of sending letters,
maki ng phone calls, doing sone very thorough
i nvestigations that provide you a great deal of
information and that have real repercussions.

|"mas proud of the fact that we oftentines
chase Spammers across the network space as | am over the
fact that we may sue themand identify them Don't
m sunderstand. W put costs on Spammers the day we start
t hi nki ng about them not the day we start suing them
And that's the trick, is totry to find ways -- | want
themin this room W're all in a sense wasting our tine
tal king about the problem W need to go sit at

conputers and do the very hard work that the major | SPs
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and the government officials and the solo practitioners
are doi ng.

MR. GROVAN: | have a question to follow up on
you, and I'd |like a quick answer on this one. Do you
subscribe to the point of viewthat there really are 150
bi g guys out there doing nost of the Spanm ng?

MR. PRAED: | don't know that that nunber's
right, but I think you' d be shocked by how many few very
big fish there are.

MR. GROVAN. Pete, do you agree with that?

MR. VELLBORN: | do right now, but what's scary
is that going back to a thene of technol ogy one-
upmanshi p, if you go back to the Sanford Wall ace days,
you had to be an internet rocket scientist to figure how
to pop these e-mails out, and even then you're doing it
at a rate of thousands a day. Nowadays you've got script
ki ddi es, you' ve got people who can barely | og on that
downl oad this software, follow the idiot-proof directions
and those people are popping out a mllion e-mails a day.
And when you do the math, it's staggering, not even | ook
at a honed reputation.

MR. CROVAN. So, is that a way of saying
probably not just 150 peopl e?

(Laughter).

MR. VELLBORN: |'m saying right now possibly
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yes, but if we don't do sonething, it's going to be --

that the nunber of awful, awful Spamrers is going to

gr ow.
(Appl ause).
MR. CROVAN. Okay. So, while we're on the
topic of big | SPs, we've heard that -- it happened on --

t his Monday, ACL, Yahoo and M crosoft announced t hat
they're going to have increased coordinated efforts with
| aw enforcenent to enhance enforcenent efforts agai nst
Spanmers. My question to Paula and Stephen is what is it
t hat you want to see AOL, Yahoo and Mcrosoft do to help
both of you do your jobs.

M5. SELIS: Well, having had some experience in
our own backyard with Mcrosoft and sone very good
cooperation, |I'd like to see them and other |SPs take
action and sue nore Spammers. | think that would be a
huge step and a step in the right direction. Also,
information sharing, at |east in Washington we have a
dat a base of Spam conplaints, sort of a mni FTC data
base from Washi ngton residents. And we woul d share that
information with the 1SPs so that they could use it to
target Spammers. In turn, if there were a case or a
particul ar Spanmer who they thought woul d be best served
by a state lawsuit, we would |ike to be able to take

that. So, | think there is a |lot of roomfor
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cooper ati on.

MR. CGROVAN:. Stephen?

MR. KLINE: | haven't run into any problens
with the three of them | think the intelligence-
sharing, which we've started, has been unbelievably
hel pful.  And, you know, every time our nane winds up in
t he paper for a MonsterHut or sonething, we always w nd
up with 20 phone calls, some of them anonynous, sone not
so anonynous, saying well, there's five other Spammers,
and here's sone information.

You know, | would encourage not just the big
| SPs, but the smaller |ISPs, and any other sys-adm n out
there who has information on this, to pick up the phone
and call your local AG And if your |ocal AG doesn't
seemthat up on the issues, sit down and educate them
you know? You know, we're not going to know as nuch as a
sys-adm n, but we're happy to be educated about it. And
that's where the good cases are going to cone from

MR. CROVAN. W followed the internationa
panel, and in ny conversations with all of you before
this panel, you all nentioned that you encounter concerns
and challenges in the international arena. So, what are
the issues as litigators that you're facing in terns of
international issues. [|'ll start with you, Pete.

MR. VELLBORN: | knew you were going to start
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with nme, because | told you just to skip ne on that
question before we started that panel.

(Laughter).

MR. VELLBORN: And I'll speak very honestly.
When an international issue is figured in, that can nake
t he case and the discovery and the investigation a
horrible pain in the rear. The best thing to do, it goes
back to what we said earlier, which is follow the noney,
because if you have a Spamrer from whatever-stan, chances
are that Spamis not asking you to mail your check to
some small town in whatever-stan. Instead, that's either
athird-party relay, where the operation truly is in the
US. or if it's especially sophisticated, it's a foreign
mailer for a U S. conpany. So, the first thing | do when
| see any kind of indicia of foreign involvenent is
redouble ny efforts to follow the noney, and nine tines
out of ten, if not higher, I'lIl confirmthat, hey, that
was just a snoke screen, this is a guy down in Florida,
or this is a guy up in New York.

MR, GROVAN: Wuld you be less inclined to file
a case if you know there's a large internationa
conponent ?

MR. VELLBORN: | would not be |ess inclined,
but I would steel nyself for the battle.

MR, GROVAN: Jon?
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MR. PRAED: International is a nmajor problem
and it's a growing problem But, again, it's not a
problemthat's unique to Spam | don't think it should
deter Spamlitigation, but you do have to plan for it.
And one | arge thought, obviously there needs to be
coordi nation, international coordination, and | know t hat
that's happening, in large part with the FTC s help. And
| applaud that, that international coordination.

| think, though, there's a technol ogical
coordi nation, as well, which involves providing the
i ndi vi dual consuner the ability to tell their browser or
their mail service that they want to respect geo-
political boundaries and literally tell their browser |
do not want you to take nme to websites that are hosted in
the former Soviet states. Right now, that is not
technol ogically possible very easily, certainly not by
t he average consuner, and it's sonething that the
consuner, | think, would applaud being provided that sort
of enpower nent .

MR. GCROVAN. Dietrich, anything on the
international front in your cases?

MR BIEMLLER W tend to figure that into the
| ow-hanging fruit analysis and avoid t hem when possi bl e.

MR GROVAN:. Paul a?

M5. SELIS: 1'll have to echo Dietrich on that.
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It's very difficult using state resources to handle a
forei gn aspect to a case.

MR. CGROVAN:. Stephen?

MR. KLINE: | would have to echo that, as well.
We did have a foreign aspect in the MunsterHut case, Gary
Hartle, the technician that we sued was living in Canada,
| think did nost of his work from Canada, his non-
Monst er Hut work. When he heard -- we got a little |ucky
with a dunb defendant, because when he heard that we were
| ooking for him he called us and --

MR. GROVAN. That makes it easy.

MR. KLINE: -- asked us if he could -- if we
could go to his attorney's office in Niagara Falls to
serve himin front of his attorney, rather than com ng up

to Canada, and we said of course you can cone back to the

uU. S

(Laughter).

MR. KLINE: You know, I'mnot so scared of the
i nternational aspect anynore, | guess.

(Laughter).

MR. KLINE: But generally, yeah, it -- the
second we see it go to another country, the process for
us is such a | aborious one and such a tinme-consum ng one
that we really have to consider whether that's the best

use of our resources.
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MR. PRAED: Marc, if | can, I'd -- anyone who
wants a good prinmer on how conplex the internationa
arena can be, ACL in the CN Productions case noved for
contenpt agai nst the defendants after having gotten a
j udgnment against them They continued to send Spam and
we brought a notion for contenpt and were ultimately
successful in that. AOL on its legal website has a
l engthy brief that explains the factual scenario behind
what was an international conspiracy. And | think the
facts would be -- it's a fascinating reading for people
who are really interested in that aspect of the Spam
fight.

MR. GROVAN. M last question for each of you
before I open this up to the audience, is what is the
greatest chall enge ahead, the greatest practical
chal | enge ahead, in terns of Spamlitigation? Stephen?

MR, KLINE: Manpower. It is tough trying to
justify spending so nuch tinme and energy on a case where
we're not getting any noney back to consuners and the
noney for penalties isn't there and, you know, we get an
injunction and they flee the country. So, it's --

MR. GROMAN. Resources.

MR. KLINE: Yeah, resources really is just the
t oughest part.

MR GROVAN:. Paul a?
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M5. SELIS: 1'd have to agree with that.
think resources and | think that the potential challenge
is bad Federal law, |'m hoping that we don't face that.
But given our current status, | think the biggest
chal l enge is resources, the technical savvy, the people
and the noney to actually take these cases forward and
win and to nmake it justifiable in the end.

MR. GROVAN: Dietrich, your thoughts?

MR. BIEMLLER | can pretty much echo both of
t hose things, even just froma small private side, trying
to match up the resources and then the collections end on
the other end. That's going to be a tough connect on
some of these cases.

MR, GROVAN: Jon?

MR. PRAED: 1|1'd echo that. Resources, and |
think on a longer term eventually the real hard-core
fraud- Spam problemis going to be solved, | think, in the
next couple of years. Then we'll be left with a | ow
| evel threshold of Spam |argely com ng from young
teenage boys. And I think our challenge as a nation, to
be honest, is to find sonme way to engage sone very sharp
young people, so that they can be challenged in a way
that is fruitful. And dealing with that and finding a
way to collectively do it, | think, is quite honestly our

bi ggest chal | enge.
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MR. GROVAN:. Pete, you get the | ast word.

MR. VELLBORN: | think the biggest challenge is
to generally deter the nunmber of Spammers, because the
technol ogy, as it increases, puts so nmuch power to do bad
in the hands of so many people who don't have to be
rocket scientists. W talked about a Wack-a-Ml e idea,
we need to take some Whack-a- Mol es, and after we whack
them draw them quarter them put their head on a spike
and parade that in front of the other Spanmmers.

(Laughter).

MR. VELLBORN: We really do need to send a
message.

(Appl ause).

MR. GCROVAN: On that colorful note, would
anyone care to ask any of these trial attorneys
guestions? Were are the m crophones? kay, right up
here in the front, the gentleman on the end. Pl ease
identify yourself and wait for the m crophone.

MR. TYNAN: Dan Tynan, PC Wrld Magazi ne. You
guys have tal ked about Spammers engaging in fraud, in
forgery, in hiding noney off-shore, punp-and-dunp
schenes, a lot of pretty serious crimnal activities.
Have any of you in your investigations uncovered links to

organi zed crine, and if so, would the R CO statutes
appl y?
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MR. CGROVAN. Wiy don't we start with the AGs.

MS. SELIS: No.

(Laughter).

M5. SELIS: New York is bigger; you go first.

MR. KLINE: You know, we've only had one case
publicly, and anything that's pending, we coul dn't
confirmor deny. But |I wouldn't be surprised if you
started seeing noney pop up in places |like that.

M5. SELIS: (Qoh.

(Laughter).

M5. SELIS: Well, we have not thus far seen any
links with organi zed crime, but you bring up sonething,
which is that apart fromthe Spam we oftentines see an
underlying schene that we find problematic, you know, a
get-rich-quick scheme or a wonder drug or sonething |like
that. And when we bring our cases, we not only file
agai nst them for purposes of violating our Spam st at ute,
but we also allege that they're violating our consuner
protection act by making m srepresentations, which isn't
quite a crime, but it's a sort of simlar kind of
activity.

MR. KLINE: You know, | think there's one
simlar exanple. | think any tine that there is an easy
way, a shady way, to make noney, organized crine is going

to start to find their way into it. A perfect exanple of

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

223
that is a case | handled with the FTC agai nst Crescent
Publishing. W -- there was $300 million worth of credit
card fraud for -- through adult websites just -- | want
to say a nonth ago, a nonth and a half ago. The Eastern
District of New York and the U S. Attorney's Ofice in
the Eastern District of New York indicted Bruce Chew and
two others involved for |aundering noney and ki cki ng back
about $8 nmillion to the Ganbino famly, was it? Yeah.

MR. CROVAN: Next question. The |ady over here
with the gl asses, please.

M5. BECKER  Francoi s Becker from L-Soft
International. |If you're a legitimate |ist operator with
doubl e opt-in and everything, what kind of information do
you need to keep on each of your subscriptions to protect
yourself fromfrivolous | awsuits by people who subscribe
and then claimyou Spamed t henf

MR. GROVAN: Do you want to pick a | awer to
answer that? Anyone want to handl e that one?

MR VELLBORN: 1'Il take it. The nost obvious
information in relation to the three-way handshake t hat
you allude to, which is a neans of confirm ng soneone's
opt-in, it's to keep false opt-ins -- if | wanted to
really get back at one of ya'll, | could go to all these
different sites and opt-in your e-mail address and then

suddenly you're getting fl ooded with Spam
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To prevent those false opt-ins, there's
sonething called a three-way handshake where the list or
the mailer to whomthat e-mail address is opted does not
just start Spamming, an e-mail is then sent to that
person that says soneone opted you in, we think this was
you, if you do not reply to this, you'll never hear from
us again. If it really was you, reply back. And, so,
you actually have the reply comng fromthe e-nai
address that was opted in. So, I'd say first and
forenost, keep all information avail able, |ogs,

everyt hing, about each aspect of that three-way

handshake.

M5. BECKER: But you've got mllions --

MR. GROVAN:. Do you need a m crophone?

M5. BECKER: |If you have mllions of
subscri bers throughout many lists -- if you have mllions
of subscribers, you're still saying we need to keep every
single e-mail, or is it enough to have the |IP address

that the okay came fronf

MR, VELLBORN: | woul d keep

AUDI ENCE MEMBER: (I naudi ble) -- | nean
there's a cost to doi ng busi ness.

MR. VELLBORN: | would say definitely keep
every bit of the transaction, because especially -- ny

radar goes up, when people start tal king about opt-in
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lists wwth mllions of people --

M5. BECKER: W' ve got hundreds of thousands of
lists, each of them-- | run an epilepsy support |ist,
500 people. W've got a site that has --

MR. GROVAN:. Keep the followup very short,
pl ease.

M5. BECKER  We've got 200 cancer lists.
There's a | ot of people with cancer, and there are cancer
support people. And we've got volunteers operating
these. W don't have -- this isn't necessarily a noney-
maki ng thing for some of them

MR. VWELLBORN: Wth the cost of storage, save
all you can and you al so have an inportant factor, a
different conversation for a different tinme. |'m not
sure you all are commercial, based on what you just said
right now, so the rules are a little bit different for
non- comerci al activities.

MR. CROVAN. Okay, we'll nove to the next
guestion. Do we have any questions fromthe internet?
kay, any other questions fromthe audi ence here? Can we
have the gentl eman over here, please? Please identify
your sel f.

MR. CELLER H, ny name is Tom Celler from
Spanton Foundation. And ny question is for all of the

attorneys, especially the trial attorneys. How do you
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manage consuner demand for your services? At Spanton
Foundati on, we don't actually address individual Spam
i ssues, but it doesn't stop dozens and dozens of people
every week witing to us saying | received this Spam can
you help nme out, can you figure this out for me. And I'm
just assuming that it's simlar for you folks.

MR. GROVAN: Paul a, what do you do? You nust
get thousands and thousands of e-mails in your data base,
consuner conplaints. Wat do you do with them and how do
you pick the case?

M5. SELIS: Okay, good question, good question.

MR. GROVAN.  And | hope | paraphrased that okay
for you.

M5. SELIS: A good exanple, just recently,
there were 1,700 conplaints during February of this year,
so that gives you kind of an idea of the volune. And
we're very lucky, we have a website that we put a | ot of
consuner education nmaterial on, tell people howto file
their owm private actions if they want to. But we can't
handl e each and every one individually; we can't file a
| awsuit on behalf of themall.

So, what we do is we give themthe consuner
education materials. W have themfile a conplaint on-
line, which enables themto cut and paste their Spam

conplaint onto the conputer itself, and we keep a data
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base of that. And then we periodically ook at what's in
our data base, having al ready given the consuner his or
her education and deci de, based on what we find, what
woul d be a good case for us to bring.

MR. GROVAN: Does anyone else want to field

t hat question?

kay, let's nove on. |In the back, with the
Spam hat .

(Laughter).

MR. GROVAN: W had to go there, right?

MR. FERGUSON: Jim Ferguson, |'m not spews
(phonetic).

(Laughter).

MR. FERGUSON: What about the opposite side of
t he house where the Spammers are suing the anti-Spamers
because we're denying them access to our personal
i nboxes, as well as our networks?

MR, GROVAN: If soneone would like to take
that, 1'd like you to keep that brief. [It's slightly off
topic --

MR VELLBORN: 1'Il keep it real brief. To the
extent you're alluding to any particular case, since it's
a business entity that was fornmed just a couple of weeks
ago, two nonths ago, we don't know who it's conposed of,

but if there's an entity that's conposed of Spamrers, and
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by Spammers | nean peopl e sending unsolicited comerci al
e-mail into conmputer networks that they know forbid
unsolicited commercial e-mail, those people are
crimnals, and for themto file suit is analogous to a
bur gl ar suing you because you put a |l ock on your door.

(Laughter).

MR. CROVAN. The gentleman in the back by the
door, pl ease.

MR. CROCKER: Hi, Dave Crocker, Brandenburg
Networking. First of all, 1'd like to thank you all for
a great anmount of candor, no matter how disconcerting it
m ght be. It helps bring sone reality to the
expect ati ons about |egal enforcenent of all this. And
that ended up highlighting two disparities that I'd |ike
to pursue. One | want to highlight and one | want to ask
about .

The one | want to highlight is the comrent
about geographi c boundaries and any expectation that
we're going to be able to tell browsers, oh, just don't
go to that country. And it was said that it's not
sonet hing you could do now. | wll tell you, | don't
know how to do that, and | ought to, and | don't know how
to do that. So, | think that any expectation that
browsers are going to be able to do that any tinme in the

near future, like 10 or 15 years, is pretty small
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The ot her disconcerting -- or disconnect that
l'"d like to ask about and get sonme feedback on is we have
for nmost of this workshop been hearing about the high
expectations that are held for passing | aws and having a
strong effect on Spam And | would say that your
consensus sounds an awful lot like that ain't going to
happen, and would |i ke you to speak to that some, please.

MR. GROVAN: Do you want to pick sonebody? Who
wants to field it?

MR. PRAED: | don't want to field that portion
of the question, but | want to field -- we've been to the
nmoon. We can certainly teach internet browsers how not
to go to fornmer Soviet states or to the Baham ans, the
Baham an | sl ands.

MR. GROVAN: Ckay, the part of the question
about is this legislation really going to do anythi ng?

O are we ki dding oursel ves?

MR. CROCKER: My background's technical. Wen
| said this, we haven't taught anybody how to stop war.
There are lots of things we can't do. There are physi cal
[imts in this world.

MR. CROVAN. Okay, | want to stick to the issue
of litigation and |legislation, off the browser topic.
Anyone want to give an opinion, as a litigator, if we
have | egislation that wants or seeks to encourage
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l[itigation or |aw enforcenent, are we going to see
anyt hi ng happen?

MR. VELLBORN: As far as the legislative end of

things, if we have a law that tightens the noose, |'m al
for that. |If we have a |law that arguably or purports to
| egalize that which is illegal right now, |'m against

that, and in fact, it would be a bad Constitutional
probl em because an ISP's right to regulate howits
conputers are used, that's one stick in its bundle of
property rights.

And, so, if you have any situation where the
government cones in and says, |SP, you can no |longer sue
under comon | aw trespass, you can no |onger say that
people can't send unsolicited comercial e-mail through
your network, if that were to happen, there'd be serious
Constitutional issues. Right now, even w thout the Spam
specific laws, which we would all love one if it had
teeth and it were good, but even without that, our gun's
al ready | oaded with about a dozen or so bullets, any one
of which will get the Spanmer.

MR, GROVAN. Ckay, next question. Gentleman in
t he back row.

MR, BERLIND: Hi, David Berlind with CNET. And
to Paul Wellborn's last point that drew quite a bit of

reaction fromthe audi ence, which is we should draw and
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guarter Spammers, ny question is, you know, we watched
the news recently, now that the war is over, the news is
going to other things, and one of the big focuses nowis
how none of these people who have run afoul of good
cor porate governance haven't gone to jail yet.

And the question here is, you know, | think a
| ot of people believe that in the world of Spanm ng,
assets can be hidden and financial penalties are kind of
worthless, but if we make exanples of a few people and
put themin jail that m ght change things, because you
can't hide the body. You can hide the noney, but you
can't hide your own body, and so, what is it going to
take to inprove the punishnent fromthe recipient's point
of view to nmake a few exanples here so that Spamers do
really think tw ce because the punishnent is nmuch nore
serious than sonething that they can --

MR. GROVAN. Is the question do we need a
bi gger puni shment ?

MR BERLIN.  Sure.

MR. CGROVAN. Anyone want to field that?

MR. VELLBORN: | hate to take every question.
Make ne prosecutor for a day, I'lIl put themall in jail.

(Laughter).

MR. GROVAN. Ckay, we have a question up here,

pl ease. Right up here in the front row
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MR. KELLY: Hi, Ben Kelly, Attorney in Los
Angel es. | have a quick question for probably nostly the
l[itigators here. Wat has been -- what are your thoughts
or what have your experiences been with a woul d-be Spam
plaintiff's duty to mtigate?

MR, PRAED: 1'Il take that. Cbviously duty to
mtigate is a standard requirenent. | think nost of ny
clients in nmy experience have fully discharged that duty
and are doing everything they can both to filter and to
put Spammers on notice. | think the Verizon Online
versus Ral sky case really stood for the principle that no
pr of essi onal Spammer today can realistically say that
t hey don't know that what they're doing is in violation
of what Pete so eloquently points out is one of the nost
i mportant bundles in the bundles of sticks that we all
have, the right to exclude others fromour private
property. Duty to mtigate is not a new concept.
Plaintiffs generally neet that duty fairly easily.

MR CGROVAN. | want to return to an earlier
question and give our fornmer assistant district attorney
an opportunity to address that question about increased
penalties. Stephen:

MR. KLINE: You know, | agree with Pete that if
a fewof themwere injail it would be tougher for them

to Spam The problemthat we have, and we have secondary
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crimnal jurisdiction in New York, is the same sort of
probl em we have on the civil side, and that is, you know,
for all the resources we have, if | marched into ny boss
office and said you wouldn't believe this guy is sending
billions and billions of e-mails every day, and it's
costing this large corporation a | ot of noney, and on the
ot her side there's another assistant saying and over here
we' ve got people who are creating fal se passports for
terrorists, they're laundering noney through Aholla's
back to Pakistan and all of this, | can tell you who's
| eaving the office first and | ooking for another case.

(Laughter).

MR. KLINE: And | think Pete woul d agree.
We've tal ked about this a little. As nuch as we despise
Spammers, |'d nuch rather see a pedophile or a terrorist
taking up that jail space than a Spammer.

MR, VELLBORN. As would I.

MR. PRAED: Just a quick comrent. | think,
t hough, what we're seeing is an exploitation of what in
the end is a systematic problem and | think Spamrers are
t aki ng advant age of those sane exploits that terrorists,
quite frankly, are taking advantage of. And to the
extent that we're -- to sone sense and sone degree it
doesn't matter who you chase, as long as you are chasing

sonmeone who is taking advantage of that exploitation and
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cl ose the | oophole. You're going to fix both problens.

MR, GROVAN. Ckay, let's nove on to anot her
question. The lady up front please, in the white.

M5. ANGWAEN: Hi, Julia Angwen (phonetic) of the
Wall Street Journal. On the sane note of increased
penalties, |'mjust wondering why, if sonme of these
Spammers are using stolen credit cards and engaging in
fraudul ent marketing, why hasn't there been any crim nal
prosecution of then?

M5. SELIS: Well, | have to cone back to what
Stephen was saying in terns of resources. There are a
| ot of potential crimnal cases out there, and when you
are facing, you know, property crines versus physical
crinmes versus terrorismand you have to choose anong t hem
because you have limted resources, what oftentines
happens is that you're going to go to the nore serious
crimes first. And of course that's a phil osophi cal
question as to what is the nost serious one, but
oftentinmes it's the one where there involved sone sort of
bodily crine.

The Washi ngton AG s Ofice does not have
crimnal jurisdiction, but we do try to |look at the
underlying issues. So, for exanple, if there is credit
card fraud or if there is a m srepresentati on going on,

we may refer sonething out to the prosecutor. And there
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isS a question as to whether the prosecutor is going to
take it or not. | can speak in the off-line world, where
we have had just generic consumer protection cases that
have involved identity theft or fraud, and | have
referred sonme of those cases to our prosecutor and
sonmetines the prosecutor will take them if they involve
enough dollar | oss, and sonetinmes our prosecutor wll
not. So, it really conmes down to resources once again.

MR. CROVAN: | also want to point out in
response to that question if you have a Spamer who is
engaged in Spambut is also engaged in identity theft or
credit card fraud or sone other crimnal behavior, that
i ndi vi dual may very well have been prosecuted crimnally,
it's just not a Spam case necessarily. So, nmaybe they
did go to jail for the other behavior, but it wasn't a
Spam case under the Washi ngton AG Spam st at ut e.

So, | don't want to | eave the idea that these
peopl e aren't being prosecuted; they very well maybe,
it's just that it's not a Spam case then, it's a
different crimnal action.

Yeah, 1'll take a question fromthe gentlenan
in the back, please.

AUDI ENCE MEMBER: How do | go on notice saying
that I don't want Spam sent to ny domains? |'mnot an

| SP or anything. To whom do we send the check so that
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the AGs can go to their bosses and say people are willing
to pay for this?

MR. GROVAN. The IRS

(Laughter).

AUDI ENCE MEMBER: But the IRS doesn't know t hat
" m sending that check for this purpose. And can we
create automated tools that facilitate the tracing of who
it is that's sending the Spamso that it provi des easier
ways for the AGs and attorneys to figure out who to go
after?

MR. GROVAN: The question's about automated
tracing.

AUDI ENCE MEMBER: Yes, the question is is --
you know, can we create Spam bait out there |ike
honeypots are doing and things like that to try to go and
trace back who the Spamers are, so that the information
is gathered, held onto and traced back and tools for
figuring out --

MR GROVAN: Well, | think that the next pane
actually is going to address sone technical issues, so
let's keep this to litigation, and we'll leave that to
t he next panel.

If we could have the gentleman in the back
ri ght behind you, please.

MR. SILVER Hey, ny nane is David Silver.
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Pete, | have a quick question for you just real quick.
You had nade a comment to a |ady's question earlier
about, you know, the kind of information that needs to be
kept in order to prove whether you' ve not done Spam or
not. So, just a point of clarification, so conpanies
that may be not practicing double opt-in, are they at
risk of being -- having a lawsuit filed against then?
Because | think this question of what attributes are
required to be kept is really inportant for lots of |arge
corporations that are trying to identify how do they
fight -- or keep frombeing sued as a result of what
attributes are required to be kept. And many conpani es
don't do double opt-in. So, | just have a question for
you, are they open to a lawsuit as a result of not having
that i nformation?

MR. CGROVAN: And you can send a bill for |ega
servi ces when you answer that.

MR. VWELLBORN: Oh, that's a great question, and
it remnds me of an old contracts professor | had in | aw
school. He would say you can sue the bishop of Boston
for bastardy, but you m ght not w n.

(Laughter).

MR. VELLBORN: And what that neans is that
m ght you get sued? Yes, certainly. |f soneone falsely

opts in an e-nmail address and there's no three-way
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handshake to confirmthat e-nmail address, m ght that
person get mad and sue. Yeah. Wuld your client
possi bly wi n because they had no way of know ng or they
weren't one of these outfits that's in the business of
taking false opt-ins, you know, yes, but the key factor
there -- | would advise one of ny clients to not think
about what lets you win the lawsuit but instead think
about what |ets you avoid the |awsuit altogether.

MR. GROVAN: Next question? W're going to go
all the way into the back corner. And please identify
your sel f before your question.

MR. LEVINE: |'m John Levine from CAUCE Abuse
Net, and | have sort of a question and a half about
private right of action.

MR. CROVAN. Well, we're alnost out of time, so
if we can keep it quick, please.

MR. LEVINE: The junk fax lawis primarily
enforced by private right of action. Two things to nmake
it hard is it's conplicated to explain to small clains
j udges who frequently don't have a |l ot of real training,
and the other is that small clains have to be filed in
t he defendant's | ocation, which with faxes is frequently
the sane as yours but with Spam never is. |'m wondering,
is there anything we could do to make PROA nore

enforceable for small plaintiffs who have recei ved Spam
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MR GROVAN. Dietrich, that woul d be you,
private right of action.

MR BIEMLLER Well, | think the
jurisdictional issue is one -- |'ve got one case right
now t hat was brought in small clainms court and the
def endant appeared over the phone, so it's really not
that nmuch of a hurdle for themto actually appear in
court fromanywhere in the world. Again, the enforcenent
of that is going to be difficult, but -- and as far as
the junk fax thing goes, it's nore of tracking down who
the real Spammer is and it's sonething that anyone can do
if they can find -- through vicarious liability theories
where the noney's going and then, you know, go agai nst
t hat person. Does that answer your question?

MR. CGROVAN: Paula wants a word on that.

M5. SELIS: Just to follow up on that one, in
Washi ngton, small clains courts are courts of limted
jurisdiction, and they define thenselves by statute. And
one of the ways that they define thenselves is that they
say that you can't bring an out-of-state defendant into
small clains court. Yeah, | think it's very comon. But
you can bring an out-of-state Spam defendant into
district court, which is very simlar to small clains
court. The filing fees are very low, pretty sinple

pr ocedur es.
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So, | think it's going to vary fromstate to
state, jurisdiction to jurisdiction, whether you can haul
sonmebody into small clainms court or not. But it is an
issue, and it was an issue in Washington, and as Dietrich
poi nted out, we clarified in our statute, just this |ast
session, that you could at least bring an out-of-state
Spanmmer into district court.

MR. CGROVAN. Okay, |I'mlooking at a | ot of
gl azed faces that appear desperate for caffeine.

(Laughter).

MR, GROVAN. So, | want to thank the panelists.
Before we close, | do want to nention that the Chairman
made -- nentioned in his opening remarks that the Federal
Trade Conmi ssion, along with state | aw enforcenent and
ot her federal agencies, are going to be announci ng on My
15t h sone new | aw enforcenent actions that w |l address
on-line fraud and Spam And that will be follow ng up
some of the things we've tal ked about at this forum

So, on that note again, thank you very nuch to
our panelists and we'll see you back.

(A brief recess was taken).

MR. HUSEMAN: Good afternoon. We're finally
here for the last panel of three days. And ny nane is
Brian Huseman. |'ma Staff Attorney with the FTC s

Division of Marketing Practices. And | just asked who
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gave ne this lousy tine slot, but | guess that was nme, so
| guess | can't conpl ain.

(Laughter).

MR. HUSEMAN. In this panel, we're going to be
tal king about two very distinct things but two very
important topics in our solutions day. We'Ill be talking
about technol ogical solutions to Spam and al so structural
changes to e-mail. | really see the panel delving into
three different phases, and the first will be what
current technol ogi cal approaches can we use to try to
solve the Spam problem And I want this panel not to be
a di scussion of should soneone -- should a consuner or a
busi ness buy Spam product A versus Spam product B.

That's not a very useful discussion. Instead, we're
going to be focused nore on the technol ogi es and the
approaches thensel ves, what are the pros and cons of each
of these different nmethods of dealing wwth Spamin a

t echni cal manner.

The second phase of the panel will be talking
about sone specific panels that have been put forth about
how we can, with technol ogy, deal with the Spam probl em
And then the third phase we'l | be tal king about sone big
pi cture structural changes to e-mail, the way that the e-
mai | protocol is set up, the way that we comunicate with

e-mail. And, so, we'll be just tossing sonme of these
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i deas out there and evaluating whether they're efficient
or even possible to do.

This is one area where the FTC, you know, does
not have a | ot of expertise in, as we're not
technol ogi sts, we're lawers instead, but it is probably
one of the nost inportant, if not the nobst inportant,
possi bl e solution to the Spam probl em

And | want to point out initially before we
start that Ira Rubinstein from M crosoft has been
repl aced by Ryan Hamin here on ny far right, who is the
general manager of the Anti-Spam Technol ogy and Strategy
Group at Mcrosoft, so just make that in your notes.

So, we're first going to start out with John
Levine. John, will you please show us your presentation?
We're going to -- get us all on the sane playing field.
And I would ask all the panelists, you know, as | said,
I'"'ma | awyer, not a technologist. John is the author of
"Internet for Dunmes,” so that's a good approach and
m ndset to keep in mnd. Let's talk about this froma
dummy' s perspective at the beginning to exam ne the
vari ous approaches and the pros and cons of each.

MR. LEVINE: Thank you, Brian. |1'mgoing -- |
have set for nyself the sinple task of explaining al
known approaches to Spamfiltering in four mnutes, which

is not going to happen. But ny goal in this little pitch
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is basically to show you that there's a |lot of different
approaches that have already been attenpted and are
already fairly well understood and that people keep
reinventing, because there's a very bad habit for people
to think that they're the first person ever to invent the
idea of a white |list or sonething.

So, if we can categorize the approaches, |
think it makes it much nore -- it will make it nuch
easier to tal k about what's prom sing and what's not
promsing. And I will attenpt to keep ny snide remarks
about the prom singness of each approach to a m ni num

As we nove through sort of the stages of
processing an e-mail, the first is source filtering,
| ooki ng at where -- even before you receive the nessage,
| ooki ng at where it conmes from and how do you deci de
whet her you even want to accept it in the first place.
And | have five approaches here. 1'mgoing to explain
t hese very fast, and if you don't understand everything,
come and talk to nme later, and I'I|l be happy to tell you
in nore detail when | can tal k sl ower.

The first couple of lists are blacklists.
There's a variety of ways that people create blacklists.
The first one is nechanical, mechanically generated DNS
bl acklists. These are things that report -- things that

you can test nechanically that are known to be sources of
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Spam open rel ays, proxies, addresses that have sent to
Spamtrap addresses.

The second category of blocking lists is what |
call untrustworthy senders. |[If a machine is a dial-up
user of a consuner ISP, a correctly configured mai
systemw ||l route the mail through the ISP's mail server.
If it attenpts to send directly, it neans it's either a
Li nux weenie or it's a Spanmmer. And Linux weenies are
educable, so in general, it makes sense to reject that
kind of mail

The third kind of blocklists is what we call
shared reports. A lot of people send in reports that
t hey' re Spam and based on those reports, it nore or |ess
automatically creates a blocklist of the addresses from
whi ch the reported Spans cane.

The next kind of blocking lists are waiting
servi ces, Spam sources. These are actually created by
human bei ngs who are identifying sources that they
believe are sources of Spamor related to Spam that you
probably woul dn't want to receive. And the best known
are the SBL and the MAPS RBL, both about which we heard
gquite a | ot yesterday.

And the final source filtering schene is what
refer to as DNS poi soning, which is basically to say if -

- when an incom ng nessage has a return address or a | ot

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

245
of domains that appear to send nothing but Spam and if
you sinply adjust the nechanics of your internal domain
server so those dommins can't be found, then your norma
reject schenme that rejects mail with inpossible senders
will reject it.

The other kind of poisoning is sinply -- if you
notice that there are Spamers on a particul ar network,
you can adjust your own donmain server so that when they
send a request to you to say where do | deliver mail for
your domain, it sends back a nmessage saying | don't know,
which is -- it's not widely used, but it's quite clever.

Once the nmessage is received, now there's a
whol e bunch of approaches to content filtering, where you
actually | ook at the nessage to deci de whether or not you
want to receive it. The first is protocol defects.
There's a nechani cal definition of the SMIP protocol, and
in general, the legitimate software does SMIP correctly
and the nore defects in the transaction, the nore likely
it isthat it's sloppily witten Spamiare.

MR. HUSEMAN: John, what is SMIP?

MR LEVINE: Oh, it's the optimstically nanmed
sinmple mail transport protocol. |It's the scheme used to
transport nmail fromone conputer to another over the
internet. Sorry.

So, first -- again, you can nmake these fairly
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mechani cal tests, and these are quite reliable. The next
is look at the headers of the nessage, and this is where
you cone into sender white lists and black lists. If
it's froma sender that you know you don't |ike, you
reject it; if it's froma sender that you know you do
i ke, you accept it. And there also turn out to be other
ki nds of nechani cal defects in the headers that you can
check for, and again, the nore defects you have, the nore
likely it is that it's Spam

MR. HUSEMAN. John, can we go back to your
first protocol defects. Wat is RDNS?

MR, LEVINE: RDNS is the reverse | ookup to find
out where the nessage canme from

MR. HUSEMAN. So, can you give us an exanpl e of
how t hat woul d wor k?

MR. LEVI NE: Yeah, whenever a nessage cones in,
it has, as we saw in the session on the first -- in N ck
Ni chol as' session in the first day, it has a sender -- it
has an address it's routed to and it has a return
address. And the return -- what you can do is you can
sinmply I ook up the return address and say, where would |
deliver mail sent back to that return address. And if
you don't get a response, you know the return address is
forged, and that's a very strong indicator that it's

Spam And, again, ny previous thing about DNS poi soning
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basically makes it | ook Iike your own addresses are
forged to confuse Spamers.

Once you' ve anal yzed the headers, there's
various things you can look for in there. Then I think
the |l argest category of Spamfilters are body strings.
They actually | ook for pieces of text in the body of the
nmessage. These slides are all on ny website. | can give
you the URL | ater, so you don't have to carefully copy
them all down.

There's two kinds of body filters. One are
what | call fixed body filters, where the strings are
nore or less built into the filtering programor they're
updat ed occasionally. The other is what | call adaptive
body filtering, which is also known nore trendily as
Bayesi an body filtering, where you sinply say here's a
whol e bunch of Spam here's a whol e bunch of non- Spam
and it uses statistical nmethods to try and figure out
what strings are likely to appear in Spam what strings
are likely not to appear in Spam

Bayesian filtering used to work really well.

But since Spammers are not totally stupid, they have
figured out to nmake their Spam |l ook either -- either |ook
nore like real mail or to be so short that there aren't
enough strings to apply filters to.

MR. HUSEMAN. John, so Bayesian filtering,
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woul d that be, for exanple, the sanme -- if a Spam nessage
has the words free plus noney plus offer, then there is
an X percent chance that that is actually Spam nessage?

MR. LEVINE: Like that except that it's
conpletely automated by software. You sinply say here's
all ny Spam here's all ny real mail, and it figures out
what those likely strings are. And having | ooked at sone
of the Bayesian filters that have been generated
automatically, they come up with wild stuff, stuff that
you woul dn't expect, which frequently turns out for a
while at least to be a really good indicator of Spam at
| east until the Spam nutates.

The next that | find works really well is bulk
counting. | use a systemcalled DCC, called short for
di stri buted checks on cl earinghouse, where basically what
it does is it makes sort of a one-line code nunber that
di gests the content of each nmessage. And then a group of
DCC servers sinply go and count the nunber of nessages
with the sane signature. And if you have many nessages
with the sane signature and they're not froma known good
mailing list, it's probably Spam

Again, | find this extrenely effective,
particularly |I have a lot of e-nmil addresses that appear
in ny books, so they never -- they absolutely cannot

| egitimately subscribe to any sort of real mailing |ist,
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so any bulk mail that conmes to those addresses nust be
Spam  And bul k counting works really well for that.

Arelated thing is what | called shared
announcenents, where DCC sinply counts -- DCC counts al
t he nessages, and you have to nake special arrangenents
for it not to ook at your legitimate mailing list.

Shar ed announcenents, the best known of wish is Vipol's
Razor, which has been commercialized as C oudnmark.

People send in their Spam and it attenpts to conme up
with a shared counting system for just counting Spam not
counting all the nessages.

MR. HUSEMAN. So, John, can you give an exanple
of how that would work practically?

MR. LEVINE: Onh, people basically, when they're
goi ng through their mail box, every time they see Spam
they forward it off to the | ocal Razor server. And then
it automatically updates the bul k counters that it keeps,
so that when future mail cones in, it can say, oh, |ook
this has the sane signature as all these nessages that
were reported as Spam therefore it's probably Spam too.

MR. HUSEMAN. So, is this also known as the
peer-to-peer or collaborative approaches --

MR. LEVINE: It's one of the collaborative
approaches. DCC is also collaborative. The difference

is that DCCis automatic. It counts everything, and you
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have to separately figure out what's froma real mailing

list.
MR. HUSEMAN. Does DCC stand for sonething?
MR. LEVINE: Distributed checks on

cl eari nghouse. It's a tool beloved by weenies.

(Laughter).

MR, LEVINE: |It's hard to install and hard to
explain, but it works really well.

(Laughter).

MR. LEVINE: Razor particularly inits
commercialized formis easier to set up because it's been
packaged in a nore attractive way.

And, finally, what | can only call Spamy
behavior, if you have like subject lines with random
strings of text and nunbers in themand e-mail nessages -
- you know, | get a lot of e-mail nessages that start
with sort of long sets of words that clearly nmean
not hi ng. Those are called hash busters. Those are
specifically put in there to defeat these bulk counting
systenms, to try to nake all the different copies of the
Spam | ook different enough that they're not recogni zed as
t he sane. However, you can | ook for hash. There's a |ot
of hash busters that turn out to be done in really dunb
ways, and you can count them and you can identify them

The next approach is hybrid filtering. No
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singl e approach works all that well, so we m x them and
match them Sonme of the best known are Spam Assassin and
Mai |l Shield. | happen to use Spam Assassin because it's
free and it runs on the kind of server | use. And there
are lots of add-ons to your mail transport agent, the
actual mail server software, that you can buy. And
think if you talk to nost ISPs, they will -- at |east
part of their Spamfiltering wll be hone brew, so
there's a lot of variation there, too.

Now, this next thing starts to approach on ways
that we m ght be changing the way that e-mail works. And
sender identification is a way to say that if we know who
the sender is and we know it's not sonebody we hate, then
the mail is nost |ikely good. The best known sender
identification are the two cryptographic signature
schenes, PGP and S/M ME. They work pretty well, but the
fact that they've both been around for years and nobody
uses them suggests that they have usability problens.

The next possibility is what | call per-
correspondent addresses, and there was a blurb out there
for one variation, a blurb out in the back, for one
variation of this. And basically you give each of your
correspondents a different address of yours to send nai
to. And then if -- when the mail cones in, if the

address it's sent to matches the correspondent you gave
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it to, you knowit's okay. If it conmes in to sone random
ot her address, or even worse, if you get mail that you
gave to person A but you received nmail to that address
from person B, that suggests that they sold or
transferred your address.

So, that can be a very good way to keep track,
particularly when you' re doi ng business with conpani es,
all of whomrequire an e-nmail address. It's a good way
to keep track of who you're corresponding wwth. And in
my case, | find it's very useful that a nessage shows up
in my inbox and | say ooh, it |ooks |like Spam and then
say oh, wait, that's the right address, | did business
with thema year ago, so | know it's okay.

MR. HUSEMAN. So, would this be a disposable e-
mai | address?

MR. LEVINE: You can treat them as di sposabl e.
In ny case, they're not disposable; either they're active
or they go to the Spamtrap. But other people treat them
as di sposabl e.

Arelated thing to this, actually to the
reverse DNS | ookup is some mail systens actually when an
i ncom ng nessage conmes in froman unfam |liar address, it
actually starts a session back to the sending mail system
and attenpts to deliver -- it goes through the first half

of an SMIP session to try and send mail back to that
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address, to see whether at |east the address is accepted.
And this is a nore sophisticated way to validate that the
fromaddress is real. This isn't widely used, and |
think this has scaling problens. | think it would be
really resource-intensive to use a |ot.

Anot her popul ar schenme that | don't |ike for
reasons that | won't take tine to explain is challenge
response. Wen sonebody -- you send nail to soneone you
haven't heard -- you haven't corresponded with before.
And his conmputer automatically sends back a nessage
sayi ng who the heck are you. And if you respond to the
chal l enge in sone satisfactory way, and satisfactory is
anything fromclicking on a link to sending them an essay
expl ai ni ng why you were worthy of their val uable
attention. But if you send back a satisfactory response,
then you're white |isted.

There are a variety of trusted sender schenes,
and Vince is going to tell us about one, so | won't
attenpt to describe it. But this is basically a way to
say that not only can you identify who a nessage is from
but sonme organi zati on who you presumably trust says we
have investigated the sender and the sender says that
this mail is of such and such a category and from our --
as far -- you know -- and we will assert that what he's

saying about it is true. So, that can be useful as a way
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sinply to put useful |abels on mail, so that nmail can
identify itself as yes, this is bulk; yes, this is not
bul k. And, so, if they lie about it, it's nmuch clearer -
- you have a nmuch clearer way to go after them and say
not only is it Spam but you're a liar.

And the final one in sender identification are
various technical ways that are sort of anal ogous to the
realtime mail back but nore technically efficient to
verify that the address -- that the internet address that
a piece of mail is comng fromis a sending server that
is authorized to send mail with that return address, and
it's sinply -- it's a nore conplicated and nore
sophi sticated way to validate that mail is actually
comng fromwho it purports to be com ng from

And, again, it's simlar enough to per-
correspondent addresses and signatures that we can
consi der them all together.

MR. HUSEMAN. Now, where would the white |ist
approach fall? Wuld it be a sender identification
nmet hod?

MR. LEVINE: | actually treat that nore as
content filtering, because partly it's -- well, no, white
list is not sender identification because you have no way
of knowi ng that the address that the nessage purports to

be comng fromis actually who it's comng from In
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ot her words, you know, if I -- if I know Brian's a good
guy and | put his address in nmy white list, then all nail
fromyou will automatically be white listed. But if sone
third party then sends me a virus that fakes your address
in the return address, it will pass through nmy white
list, even though it's not really fromyou. So, the
poi nt of the sender identification is to distinguish mai
that's really fromyou versus nmail that only purports to
be from you

MR. HUSEMAN: So, white list would fall under
the content filtering. And if you could briefly explain
what a white list is.

MR, LEVINE: OCh, a white list is sinply a list
of e-mail addresses from which you believe you want to
receive mail. | mean, |like everybody in this room |
woul d guess, would qualify for nmy white list. You know,
so if you send ne nail, it will basically say oh, it's
fromyou, I'll bypass all those other filters and I'|
just put it in my mail box.

MR. SCHI AVONE: Did you opt in to every mailer
in the roonf

MR. HUSEMAN: Pl ease speak in the m ke.

MR LEVINEE Did1l -- Vince asked did | opt-in
to every mailer in the room For individual nessages

telling nme how wonderful | am yes.
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(Laughter).

MR. LEVINE: And ny final set of possible
changes to e-mail are what | call -- are postage schenes,
ways to put -- basically, sone ways to charge the sender
some anount for the privilege of delivering mail to you
And they fall into two |large categories. One is what's
cal |l ed hash cash, where there's no noney invol ved but the
sender -- you present the sender with a conputationally
difficult conmputing problem which it then has to solve
to allow the nmessage to be delivered. And the idea is
t hat solving the nessage will be tinme-consum ng enough
t hat Spanmm ng people will be too slow, because you'l
have to solve too nmany of these problens.

MR. HUSEMAN. Where woul d t hat nessage cone
fron? Wuld it come fromthe ISP or fromthe individua
recipi ent?

MR. LEVINE: Ask six geeks, get six different
answers. Sone people attenpt to send the hash chal |l enge
back fromthe mail server; sone attenpt to send it back
fromthe end-user. | think that it's not practica
sinply because the conputer speeds vary so nuch, you
know, and mnmy stepnother's 486 m ght take an hour to solve
a problemthat a Spammer's two-gigahertz Pentium VI could
solve in a tenth of a second. So, | think that nakes

hash cash inpracti cal
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The final thing is e-postage, where you put
real noney onit. And | think -- | think e-postage is
i mpractical just because it requires building a brand new
organi zational structure |ike the post office, okay? W
al ready have one of those, and it has its problens.

(Laughter).

MR. LEVINE: You know, so everything -- and |
say, like, okay, if you're going to charge people two
cents to send you mail, that's fine. Now, when a bad guy
puts a virus on your machine that sends Spamto third-
parti es, who pays the postage? | don't know Yeah, we
can probably solve all these problens, but we're going to
t ake one can of worns and replace it wth a bigger,
uglier, nore expensive can of worns. So, e-postage --
everybody says e-postage would be great. | sinply don't
think that it's inplenentable.

So, anyway, that's ny very short overview.

And, again, if you want nore detail on what these things

are the URL where the slides are, cone and talk to ne

| ater.

MR. HUSEMAN: Can you just say the URL briefly?

(Laughter).

MR LEVINE: www.iecc -- that's | ECC --
.comftcSpamtech -- TECH-- .ppt. And if you didn't
get that, I'Il tell you again |later.
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MR. HUSEMAN. Thanks. Now, Matt Sarrel, you
are technical director for PC Magazine's Internet Lab,
and so you have exam ned all of the actual commrerci al
products, both for consunmers and business and tested
those out. Let's go through John Levine's categorization
of all the various technical approaches to Spam and talk
about how t hose approaches have both pros and cons for
consuners and businesses and today's actual products that
are out there. Wat about any source filtering products?
What are the pros and cons of that approach?

MR. SARREL: Source filtering works fairly well
on a systemlevel. The only -- the imredi ately
noti ceable problemto source filtering is when sendi ng
systens get placed on blacklists incorrectly, which
actually, interestingly enough, happened to Ziff Davis --

MR. HUSEMAN. Which we tal ked about yesterday,
had a sense of discussion kind of about that problemin
one of yesterday's panels.

MR. SARREL: So, they can be hel pful, but
they're not the answer to the whole problem And they're
al so, froma conputational sense, they're relatively easy
to i npl enment and not very costly.

MR. HUSEMAN: \What about content filtering?

So, this would include various things such as white

lists. Let's tal k about white lists first. Wat are the

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P PR R R R R R R
ag A W N P O © 00 N oo 0o dM W N - O

259
pros and cons of that approach?

MR. SARREL: | think one of the major pros to
white listing is that it's a very easy concept to
understand. So, it's sort of like you say this is a |ist
of people that -- for whomI'mw lling to accept e-mail,
and whatever they send ne, 1'll accept. Now the problem
i's, when soneone ends up on your white list who doesn't
bel ong there, and the other problemis what happens when
you add sonmeone to a white list based on an anbi guous e-
mai |

One of the problens that we had in our testing
is that the actual definition of Spam so what's really
Spam what do you really want, what do you really not
want. And we happened to get an awful ot of e-mail that
we called gray Spam which is Spamthat we didn't ask
for, but we read and it turns out to be relatively
i nteresting.

(Laughter).

MR. SARREL: That doesn't happen to everyone,
but being in the nmedia, | get e-mail every day from
sonmeone |'ve never nmet who wants nme to | ook at their
product. And if | start rejecting everything that cones
fromsoneone | don't know, then that's going to affect ny
busi ness.

MR. HUSEMAN: Do you think that white lists are
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practical for businesses, as opposed to consuners?

MR. SARREL: No, | do not. | think white lists
may play a role in the consuner market, primarily because
it's very easy to understand. You just put all of the
peopl e that you trust already into your white list, and
you receive nmail and you can look at that. But then you
run into the situation of what happens if a I ong | ost
friend finds you in sone kind of e-nmail directory and e-

mail s you and they're not in your white list. So, then

even though you have the white list, you still have to
dig through all your quarantined e-mail. The white |ist
is astart. | think actually white lists and bl acklists

are a start, but they're not an answer.

MR. HUSEMAN: Dan Tynan, you are contributing
editor of PC Wrld, and you' ve al so exam ned the various
approaches, technical approaches to Spam as well as
you' ve al so | ooked at the world of Spamm ng and sone
particul ar Spamrers as you described themas well. Let's
tal k about sone nore content filtering, and specifically
content filtering based upon certain words, their
nmessages. \What are the benefits and al so the negatives
to that type of approach?

MR, TYNAN. Well, | would say that that's kind
of been the traditional formof Spamfilter for a long

time has been content filtering, where it |ooks for words
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i ke Viagra and worse. W all know what they are. 1'd
say the sort of the flavor du jour is really white |ist
and chal | enged response. The last three or four products
|"ve | ooked at have been exactly that. And that seens to
be where the thing is going. | think that's also a
response to the fact that content filtering is
continually defeated by Spanmers.

One exanmple is, you know, a product |ike Spam
Killer. SpamKiller will ook for words and phrases. It
has sonmething along the Ilines of 5,000 different content
filters. And, so, it will look for the word Viagra, and
so Spamrers will then put the word Viagra with a little
star between each letter, so they have to change the
filter. And then they'll put it inside HTM. code, and so
they' |l have to change the filter. And then they'll put
an HTM. tag in the mddle of the word Viagra that's
invisible but defeats the filter, and so they have to
change the filter. So, it's a constant gane of cat and
nmouse. As a result, ny testing, content filters out of
the box, 80 to 90 percent effective.

MR. HUSEMAN: And | address this issue, let's
say, to John Levine. 1Is 80 to 90 percent effective
filter good enough?

MR. LEVINE: It kind of depends on who you are.

I f you get ten Spans a week, you know, and it knocked you
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down to one, then that's -- you're in pretty good shape.
|"ve had the sane e-mail address for ten years, so | get
alot of Spam And in ny case, you know, if my Spam
filter is running less than |like 98 or 99 percent
accurate, |I'd have sone -- ny regular inbox would still
have nore Spam than regul ar nail

MR. HUSEMAN. What about the issue of Spammers
using -- or sending a nessage that has only an HTM.
i mge, so there are basically no text words in which to
filter? Can these filters solve that problenf

MR. TYNAN. There are sone filters that do that
| ook for specific HTM. characteristics. Spamix is one
that does that. | think Spam Assassin al so does. And,
so, they have a waiting system they assign points and
say, okay, if it has this kind of inmage, then it assigns
X nunber of points. And when it reaches a certain point
threshold, it says, okay, this is probably Spam and it
shuttles it off into a Spam fol der.

MR. HUSEMAN: What's your response to that,
Matt? Do you agree?

MR. SARREL: OCh, with that particular kind of
Spam which is just an HTM. inmage, that's really easy to
filter, since no one ever sends you real mail that | ooks
like that. The issue is how hard is it to update your

filter to recognize the Spammer gi nm ck of the week, and
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it's nore of a software maintenance problemthan a
technical ability to deal with that particular kind of
Spam

Right now, that's the constant battle, is
what's the Spamflavor of the week. Is it V/I/, or is
V¥I/, or is it Spamsent to nme from another country in
anot her | anguage, or is it a graphic. That's -- right
now, that's where the war seens to be fought, is can the
Spam filtering products keep up with the Spamers.

MR. HUSEMAN: | guess one question | want to
pose is that if this is an 80 to 90 percent effective
solution, what are the -- first of all, is this solution
good enough because of the continual updating and trying
to figure out what the new Spamrer tactic is.

MR. SARREL: Well, one thing that we did when
we | ooked at these products, we | ooked at the consuner
products and we found themto be roughly between 75 and
85 percent effective. And then we |ooked at the ISP or
corporate products, and they were roughly between 85 and
95 percent effective. And we said well, that's
significantly better

But then if you think about it, if you're --

i ke John was saying, if you're a consunmer and you get 10
Spam nessages a day and this software filters them out

and now you're only getting two, that's great. But what
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if you're an actual conpany and at this point you're

getting 10,000 Spam nmessages, you know, in a week. So,

now what are you filtering out? You still end up with a
t housand Spam nessages. So, | think it's not necessarily
as inportant to filter out -- the statistics are nore

interesting than just who's catching the nost Spam |It's
whet her the legitimate mail is making it into your inbox,
so in other words, avoiding a false positive, which in a
busi ness sense could be very costly. And it's also --

i ke correctly diagnosing a true Spam .

MR. HUSEMAN. Let's now tal k about the
techni cal approach, the coll aborate or a peer-to-peer
approach. This is where consuners or individuals vote on
what they think is Spam and then based upon the aggregate
statistics that nessage is | abel ed as Spam and t hen
filtered or blocked out. Dan Tynan from PC Wirld, what
are the pros and cons to that?

MR. TYNAN. Well, the one that |I've used
personal ly is C oudmark Spamet and when | started it, it
caught about 66 percent of the Spam And it's one of
t hose products that you have to continually use and tweak
and you submt -- you know, you get a piece of Spam you
click onit, you submt it back to C oudmark, and
eventual ly they devel op what they call a trust rating,

whet her you are a trustworthy sender of actual Spam And

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

265
as your trust rating grows, they give nore weight to your
subm ssions. So, eventually they decide that you know
what you're tal king about and that they will start
bl ocki ng the Spam for you and for everyone else that you
submt. But it takes a while. You know, | didn't test
it long enough to really see the inprovenent. People who
were here this norning heard John Patrick on a panel
earlier who clainmed he had 99.9 percent Spam protection.
He uses C oudmar k Spammet.

MR. HUSEMAN: Ryan Hamlin at Mcrosoft.

MR. HAMLIN: One conment, we use at M crosoft
col | aborative filtering, and that's the version that wl|
be shi pping now with Qutl ook and with our next version of
MBN. What we |ike about collaborative filtering is that
it's not dependant on a specific set of words, like
Viagra, right? There's a bucket of good mail and a
bucket of bad mail. And in that bucket of bad mail,
maybe the conbination M dash, period, space, space, Y
has shown up in many bad mails, and so it's based on
that. And, so, it's not as prone as rul es-based human
error, because it's based on a | arge sanpling of what
users identify as good mail versus bad nuil

The key point, too, is that it has to have a
mechani sm of realtinme, because as you know, it's a

counternmeasure, a battle that we have wth the Spamers.
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And, so, the nice thing about collaborative filtering, it
is near realtine, and so you're constantly training your
filters on a frequent basis to react to that Spamer, and
so when they find a way around it, you know, little be
known to the Spamrer, you know, the next day we have a
new train filter that has caught. And, so, there's a |ot
of advantage, we believe, in the collaborative filtering
appr oach.

MR. HUSEMAN: | woul d just nmake one point. You
know, again, we're not here to tal k about the pros and
cons of various products, but instead various approaches.
And with that, John Levine, | have one question, and then
"1l let you have a response as well. Is this too hard
for the average user, this type of approach?

MR. LEVINE: G ven how successful AOL has been
with their report Spam button, probably not. And people
are very happy to say -- people are very happy to have a
hamrer they can use to hit their Spamw th. However, |'m
worried that Spamers are adapting and col | aborative
filtering is becom ng | ess effective.

The grandaddy of collaborative filters is a
systemcalled Brightrmail, where they have Spamtrap
mai | boxes, mail boxes that are legitimtely used for
anyt hing but seeded on the web pages and stuff. And from

t hese Spamtrap nuil boxes, they get vast anmounts of Spam
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all filtering back to Brightmail's headquarters, where
they have three shifts of highly trained geeks | ooking at
the stuff coming in and updating filters in realtine that
then are shipped out to filtering servers that their
custoners use.

And it's a great concept, and when Bri ght mai
first cane out, it was a killer. 1t caught all the Spam
But | ooki ng now, | happen to have a few mail boxes t hat
are behind Brightmail filtering, and now it catches maybe
two-thirds of the Spam you know, and Brightrmail -- and
Brightmail is run by very conpetent people. And, so, |
am -- | have sone doubt that collaborative filters in the
l ong run can do nuch better than that.

MR. SARREL: There is one advantage to
col l aborative filtering, though, which is that if it's
not catching all the Spam it's certainly not creating
any fal se positives.

MR. LEVINE: It's negligible, yeah. The only
time you get a false positive is when you report a Spam
and then the ISP wites back to you with a response. It
happens to quote the Spamthat you reported. But that's
actually easy to white |ist.

MR. HUSEMAN: | just have one point of
clarification. A false positive, of course, is a nessage

that is | abeled as Spamthat is, in fact, not Spam On
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t hese col | aborative approaches, though, if it's up to the
i ndi vidual to | abel sonmething as Spam you know, as we've
been tal ki ng about for the past three days, no one can
really agree on a definition of Spam so how can there be
no false positives if it's up to the individual to report
each nessage as Spam

MR. LEVINE: Generally, the nunber of people
that you are accepting reports fromis |arge enough that
the only ones that pass the filtering threshold is stuff
t hat everybody agrees is Spam

MR. HUSEMAN: Now let's tal k about sone of
t hese sender identification approaches. And, Dan Tynan,
what about the chall enge response systenf? Does this work
and what are the pros and cons of that?

MR. TYNAN. Well, | tested a chall enge response
systemrecently, and | heard back froma couple of people
who said why are you challenging ny e-mail? Wy are you
inhibiting ny ability to communicate with you? And
said it wasn't ne, it was ny filter. But they had a
valid point, and, you know, that is one major problem
wi th chal l enged response. Another problemis dealing
with automated e-mail. | get alot of it. I'mon a |ot
of newsletter lists, and chall enged response really
doesn't work there. You have to manually add themto

your white list. And, you know, it's not infallible.
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Until recently, | would have said, you know,

t he advantage for white list with chall enged response is
it's 100 percent effective, but | tested one recently and
| got sone Spam and they were on ny accepted sender

list. And | have no idea how they got there. But I'm
trying to find out.

MR. HUSEMAN: Matt Sarrel, wll senders of
nmessages that receive a challenge, will they respond to
t hose nessages, or is that too nmuch work?

MR. SARREL: | think it's too nuch work. In ny
experience, having run several of their products that
rely on chall enged response, there are a fewthings to
consider. One, if the person -- if the sender doesn't
qgui te understand the chal | enge response nethod, then they
don't really know what's going on. They don't know if
it's alegitimate challenge. And, also, it may not even
make sense to them at which point they'll just hit
delete. They won't understand that you didn't actually
get their original nessage. And the other thing with a
chal | enged response is that they're not perfect. One of
t he chal | enge response products sends you an e-mail, how
many kittens are in this picture, and guess what, no
matter what you answer, it accepts that as a valid
response.

(Laughter).
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MR. SARREL: So, there's actually a pretty easy
way around that. And, finally, one other thing that
concerns ne a great deal is that the other day, while |
was testing this challenge response, | got an e-mail,
sent a challenge back, | got a response back that
i ncl uded a chal | enge.

(Laughter).

MR. SARREL: And that wasn't a good system

(Laughter).

MR. HUSEMAN. John Levine, what is your
t houghts on the chal | enge response?

MR LEVINE: | don't like themat all. Partly
it's that, you know, they're insulting. Sonebody's
saying I'mnuch too inportant to listen to you unless you
beg. Partly it's that they tend -- is that they're very
difficult to inplenment wi thout making egregi ous m stakes.
Every time | wite to a large mailing list these days, |
al ways get back a couple of challenges from broken
chal | enge systens that don't recognize that it's mai
froma mailing |ist.

| think challenge -- sonething |ike chall enge
response could work, but it would have to be nore -- but
it would have to be one where the chall enge was not sent
as e-mail but it was sent by some other schene that

couldn't be msinterpreted as e-mail. And this gets back
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nore to things nore like trusted sender, where you --
where basically the chall enge goes back to sort of a
separate place that says was this nmessage really from
you, but not sent as e-nmail. Those -- you know, those
could be built on principle, but not many of themreally
exi st yet and they're not w dely enough depl oyed to be
wi del y usef ul

MR. HUSEMAN:. Tal ki ng about trusted sender, Dan
Tynan, what are the benefits to consunmers and sone of the
negatives of using a trusted sender progranf?

MR. TYNAN. Well, trusted sender generally
relies on a | arge nunber of people using the sane system
| think the main drawback would be critical mass in that
case.

MR. HUSEMAN: Can you explain that a little bit
nor e?

MR. TYNAN: Well, the system-- for exanple,
there's a system done by Habeas, and I'mw lling to bet
that Ann Mtchell is here, that inserts copyrightable,
trademarkabl e material into the header of an e-nmai
message. It actually inserts a poem a haiku. And
peopl e who sign a |license agreenent to use this can
insert the text into the headers of their e-mai
nmessages, and then that's identified as a verified

certifiable sender. And people who fake it, people who
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are Spammers who put the haiku in, can then be sued for a
| ot nmore noney than they could be sued under normal |aw,
because they're breaking, you know, copyright |aw.

And, so, this is a disincentive. And this has
al ready happened. You know, Habeas has al ready sued
people. So, the advantage there is you do have a -- you
know, not only a way of identifying good actors, but you
al so have a neans of redressing bad actors. The bad part
is you really need everybody using the sane system

MR. HUSEMAN. So, if you were a consuner who
used a trusted sender program and there is currently --
let's say that there's not a current systemthat has a
critical mass of users that you can trust, how is that
practical? Can you only -- can you accept mail from
trusted senders and no one else? | nean, what are the
i ssues here?

MR. TYNAN.  You know, I'mnot famliar enough
toreally give you the details onit. | think one of the
presentations |ater involves trusted sender.

MR. HUSEMAN. Matt, what's your thoughts on the
trusted sender technol ogi cal approach?

MR. SARREL: |I'min agreenent with Daniel that
it's going to be a critical mass issue. And, also, one
thing that | see is how nuch do you trust the trusted

sender? So, is that -- like, is that going to be the
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next Spanmm ng techni que, how to get around a trusted
system and perhaps Vincent will shed sone |ight on that
| ater.

MR. SCH AVONE: |'d be happy to.

(Laughter).

MR. HUSEMAN: Now let's take a nonent for
guestions about these various approaches, before we nove
into our structural changes to e-mail portion of the
panel . And, again, as | rem nded the panelists, 1'd ask
t he audi ence nenbers who are asking questions, let's not
have your questions be comercials, but let's have them
as actual questions and di scussions about these
appr oaches.

Does anyone have any questions about sone of
t hese vari ous approaches currently? Yes, way in the back
over here.

MR. FERMANSKY: McLean Fermansky, |-space
Research Labs. GCentlenmen, |I'mafraid that your
t echnol ogi cal solutions don't solve one probl emthat
still stands. It's been alluded to a few tines,
nmenti oned a couple of times, and that is cost-shifting.
|'"d like to use the figures fromM. Lewis from Nortel
If he were nmy ISP, he would be running a machi ne and
hiring personnel to carry 400 percent nore traffic than

he woul d have to otherwise, if there weren't Spam
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Now, Chris is a nice guy, but he's a
busi nessman, as ny ISP, and he's going to be charging ne
for that. Likew se, his upstream provider has to carry
t hat bandw dt h, charges him he charges ne. GCentlenen,
your solutions only handl e Spamthat has arrived. | may
have a 100 percent effective filter, but it only works on
the Spamthat's arrived and it doesn't do anything to
stop that traffic, to block that bandw dth.

MR. HUSEMAN. John Levine, what's your response
to that?

MR. LEVINE: To a large extent, you're right.
In the source filtering approaches tend to knock away --

knock down nuch of the cost by preventing you from

receiving the mail, but, | nmean, all these filtering
techniques fit into the current -- the current design of
mail, which as we -- as sonebody comment ed yesterday, the

fundanmental nodel is one of the sender freeloading on the
recipient. And to fix the cost-shifting requires sone
fairly fundanmental -- deeper changes to the structure of
e-mai |l than we had di scussed so far.

And | think we can |ook at them but | think
it's not -- | don't think it's a very prom sing approach,
just because | think that that deep a change to the
structure of e-mail, both is sonething that we don't know

how to do and sonething that even if we did, it took us
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10 years for people to nove fromrandom proprietary nai
systenms to SMIP, and I"'mafraid it would take 10 years to
nove from SMIP to anyt hing el se.

MR. HUSEMAN. Vi nce Schi avone from ePrivacy
G oup.

MR. SCH AVONE: Well, a couple of things.

There is technol ogy avail able that goes in front of the
receiving servers that can analyze traffic paths and, in
fact, reverse the economcs by slowing the ability to
deliver. Right now the econom cs of Spam are delivery
over time. And nmuch of the Spamfighting -- the Spamm ng
t echnol ogy noves on if the connection and receipt is too
sl ow on the uptake. So, by analyzing it, you could cal

it a pre-filter or a squelching technology. You can then
slow up the Spamand inhibit their ability to deliver as
much and their profit and reduce the costs on the
enterprise or the |SP.

MR. HUSEMAN:  Paul Judge?

DR. JUDGE: The question was about cost-
shifting, and | think the person asking the question was
alluding to sone of the technol ogies that add a nonetary
cost to sending e-mail, but | believe there' s other ways
to shift the cost and really aimat the profit of the
Spanmers w thout necessarily introducing a cost for e-

mail s. | think that a nunmber of solutions that we're
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wor ki ng on, even detection systens, focus on shifting the
cost, at least reducing the profit of Spamrers.

I f you |l ook at Spamming, it cones down to a
busi ness, and it's about making a profit and what that
entails is the anount of noney that the Spamers neke,

m nus the anount of noney that it costs themto send the
Spam and the anmount of noney that they nake is affected
by a couple of paraneters. And one of those is the
nunber of Spam nessages that are actually received by
end-users and the response rate.

So, the nunber of nmessages that are received,
we have the ability to affect that by the effectiveness
of our Spamfilters and al so the depl oynent percentage of
Spamfilters. The response rate, we have the ability to
affect that with best practices and user education. And
t hen sonme of the other costs that we're able to introduce
into the systemare kind of the cost of litigation and
the legislation and going after the Spammers in that
manner .

MR. HUSEMAN: Wth this panel, we're really
focusing on kind of the technological issues in regard to
cost-shifting. |Is there a technol ogical way to -- what
woul d you recomend?

DR JUDGE: So, what | just nentioned was that

there's two variables that we can affect with technol ogy,
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and it's really the nunber of nmessages received, and that
affects the profit that they make. The nunber of
nmessages sent affects the anount of nobney that it costs
to send out that Spam flood, and the nunber sent m nus
t he nunber received is affected by really the
ef fectiveness of your Spamfilters and the depl oynent or
percentage of the Spamfilters. So, just saying that
even w thout introducing a systemthat charges for e-
mail, we have the ability to affect the profits of
Spanmmer s.

MR. HUSEMAN: Steve Atkins fromWrd to the
W se and SanfSpade, what is your thoughts on technol ogi cal
solutions to cost-shifting?

MR. ATKINS: Not so nuch to cost-shifting
specifically, but in regards to rolling out new
protocols, yeah, it took many, nmany years to go from
proprietary e-mail to SMIP, but conpare that with instant
messaging. |f the consumer, the user of the new
protocol, sees the advantages of it as being huge, then
you can roll out new protocols very quickly.

Currently, SMIP is being used for an awful | ot
of things, perfectly legitimte things and sonme Spam as
well, but it's just really not very well suited to. |If
some of the traffic that currently is going over SMIP

were rolled off onto a nore appropriate protocol and it
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was backed by AOL, Mcrosoft, Earthlink, Yahoo, Hotmail,
then | could see new protocols being rolled out in nonths
rat her than years.

MR. HUSEMAN. We're going to get to that in
just a little bit about some of the protocol changes.
Matt Sarrel, what about the current technol ogical
approaches that we have and reversing the cost-shifting
i n Spanf

MR. SARREL: W had | ooked at a numnber of
gat eway devi ces, which Vincent nentioned, and these
function simlar to -- if you think about a firewall, at
t he edge of your network, in front of your mail server or
in front of the ISPs mail server, and so what they do is
not only do they filter the content of e-mails and they
can also utilize white lists and bl acklists, but there
can also be the reverse DNS queries to make sure that the
sender is legitimate. And they also look at SMIP traffic
that is abnormal, such as soneone trying to harvest e-
mai | addresses from your system using random characters.
That's not a typical behavior when trying to send a
nmessage.

So, if you deploy a gateway device, then that
keeps the e-mail fromgetting onto your systens and using
up your resources, which does not entirely address the

i ssue of cost-shifting. However, | think part of the
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problemis that when we all go out and devel op our anti -
Spam products, we want to give people sonething that they
see. So, if you -- you know, there's a big differences
bet ween a product that you install on your desktop and
the next day you see it stopped two-thirds of your Spam
and a product that gets deployed at an ISP and it takes a
year or two and then we stop getting Spam | think that
t he whol e product devel opment cycle is part of the
I Ssues.

MR. HUSEMAN. | have one quick question for
sonme of the panelists, and then we're going to nove on to
some of the specific technol ogi cal approaches that are
bei ng proposed currently. Let nme ask John Levine, let's
say your grandnother, to use a grandma exanple again, is
setting up an e-nmail account. What approach woul d you
advi se her to use?

MR. LEVINE: |I'mthinking about mny dear
stepnother, who's a very smart |ady, but her expertise
is not in conmputing. And at this point, | would tell her
to use an ISP who's got built-in Spamfiltering that she
doesn't have to mess with, because as soneone el se
commented, the person running the mail server can do a
| ot better job of filtering than the end-user, just
because it has a lot nore data at its -- to use, and it's

got a lot nore conpute power to throwat it. And at this
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poi nt, you know, there's not nuch nore useful that | can
tell her.

MR. HUSEMAN. Now, Dan Tynan, let's make the
exanpl e now your teenage son or daughter.

MR. TYNAN:.  Ckay.

MR. HUSEMAN: \What approach would you tell them
to use?

MR TYNAN: | think I'd just lock themin their
room away fromthe conputer.

(Laughter).

MR. TYNAN: |'m hoping to do that anyway.
They' d be nore sophisticated, they'd be much nore savvy.
So, there won't be the technological barriers there are
for John Levine's dear stepnother. But they will still
be faced with a problemthat the off-the-shelf Spam
filters and the built-in Spamfilters in things |ike ACL
and Yahoo and MSN just don't -- aren't 100 percent
effective.

So, ny point of viewon this is the whole
pur pose of Spamfiltering software is to kind of turn
back the clock five or six years, to the point where when
we used to get e-mail and not Spam at |east not very
much of it. And, so, it should be as close to m m cking
t hat as possible, which neans | would recommend sonet hi ng

that goes right into the e-mail programyou like to use,
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filters it automatically and requires mni ma
i nteraction.

Unfortunately, nost Spamfilters require sone
i nteraction, because you have to | ook for false
positives, but that's the approach I would go to.
woul d say okay, |ook at your e-mail program your client,
whet her it's Qutlook or Qutl ook Express or Eudora, find
one that filters Spaminside that programw th one or two
clicks and go for that one.

MR. HUSEMAN. Matt Sarrel, let ne ask you this
guestion. Wat approach would you recomrend for yourself
or approach do you think works the best, or approaches?

MR SARREL: Well, 1'Il tell you what | do.
It's sort of along the lines of the disposable e-nmai
address nodel. And this, by the way, is just what | do
personal ly. For work, we have this situation where
need -- | basically need to receive Spam because sone of

it is a product announcement. \Wether there's value in

that or not, | won't comment.
So, what | -- | have three e-mail addresses.
One is sacred. | don't give that out to anyone except

for my friends. And you could sort of think of that as
the white list nodel. And | don't -- | actually have not
yet gotten any Spamthere. The next account | have | use

when you have to sign up for sonething, like -- but it's
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sonet hing that you mght want, |like a newsletter or a
shi pment confirmation, an order confirmation, sonething
like that. | get nore and nore Spamin there. And the
third one is an address that | have where this is, you
know, go ahead, Spamit, | check this once every two
nmonths just to keep it active, and it's where they force
me to sign up for sonething, just to check a website, or
if, you know, soneone's giving sonething away and they
need an address.

So, it's three levels of sort of what you woul d
think of along the lines of like trusted sender or white
lists. And admttedly, that's conplicated. Like I
woul dn't expect ny nother or John's stepnother to be able
to handl e the three-address system

MR. HUSEMAN. Let's change topics a little bit.
Ryan Hamin from M crosoft, you' re the manager of the
Anti - Spam Technol ogy and Strategy Group there. As we
know, AOL, Mcrosoft and Yahoo just cane out with several
proposal s, and the proposal had four parts. | want to
ask you about sone of the specifics about that. The
first one -- your first approach was protecting consuners
fromreceiving Spam and you tal ked about using the
domai n name systemto better identify the |ocation from
which e-mail is originating. What does that nean and

what is your proposal ?
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MR HAMLIN: 1'Il speak as best as | can on
behal f of the other conpanies, but defiantly should
follow up with AOL and Yahoo, because | don't want to
m srepresent them So, froma Mcrosoft standpoint and
what we kind of got out of this alliance is that around
the best practices for protecting our consuners, we
t hought DNS made a | ot of sense, because it's gl obal.

MR, HUSEMAN. And DNS is?

MR. HAMLIN: DNS, domain nane servers --
server. So, it's global, it's distributed, it's well
understood today and it really is the neans obviously for
the identification today.

MR. HUSEMAN: And, so, the DNS is where the
i nternet protocol address matches up with the domain
name?

MR HAMLIN. Gve it a domain name and get the
-- exactly, get the I P address back. So, we felt |ike we
want to | everage an existing technology that's well known
and wel |l understood and distributed. And there's
nmul ti pl e approaches to that. W tal ked about RDNS. |
know John tal ked about reverse DNS as one way of
potentially doing that. | nean, with this identity
crisis, domain spoofing is one of the biggest issues that
we need to really focus on in the short term W believe

that solving a lot of the identity issues will help -- is
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a big step forward on reduci ng Spam

MR. HUSEMAN. So, how does this proposal do
t hat ?

MR. HAMLIN. So, what we've said is that we
want to | everage DNS and that we need to get in the room
wi th others, because certainly Mcrosoft, AOL and Yahoo
don't want to dictate to the industry exactly what to do.
W want to definitely open this up to other independent
parties and the consuner groups and the marketing
organi zations to get sonme feedback to us, but the idea is
either via reverse DNS, to nake sure everyone has a
reverse DNS entry, so to John's point, when you do a
reverse DNS, there actually is an entry there and you can
associate the IP to the domain. Another approach that --
and this is a Mcrosoft approach that we've just kind of
thrown on the table -- is to put the IP addresses in the
text field in DNS, again, the idea being --

MR. HUSEMAN. \What does that nean?

MR. HAMLIN:.  So, much |ike the exanple | think
on the first day, where they spoofed -- | think it was
t he gal from Yahoo that spoofed basically a mail com ng
into the FTC, and basically pretended to be sonebody
fromFTC and the mail comng in, and even though she was
| ogged -- actually, it was an AOL person -- even though

she was | ogged into the AOL domain and had an AOL | P, she
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was spoofing that she was com ng actually fromftc.org.

So, by having this solution, what the ISP woul d
do or the in-bound receiver of that mail would do, would
do a | ookup and say this person clains to be from
Hotmail, this person clainms to be fromftc.gov, what is
t he associ ated outbound I P addresses that they send nmai
from does it match? OCh, it doesn't, so in that case, it
woul dn't have matched, because that |IP would have cane
back as an AOL I P, and it would have been matched to the
wrong domain, an ftc.gov domain. And, so, instantly you
woul d have known that that was Spam and you coul d junk
t hat mai l

MR. HUSEMAN: So, if one was sending e-nai
froman AOL domain nanme, yet it was actually com ng from
a Hotmail | P address, then you would be able to tel
t hat ?

MR. HAMLIN: Correct.

MR. HUSEMAN: And prevent that form of
spoofing? But this proposal would not prevent soneone --
t hat has an actual Hotmail account in using a Hotrmail IP
address from spoofing one of the other mllions of
Hot mai | users? | nean, is that right?

MR. HAMLIN. Agree. | nean, this is going to
be, you know, a nulti-step approach. W believe that

this is a great first step forward. W also believe that
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a lot of the terns of use and the policies that are in
pl ace at the ISPs, by having this step forward, it wll
give the ability to really screen that out. And if
wi thin each of the ISPs, | can just speak for Hotmai
t oday, one of the things we've done is we've | ocked down,
for exanple, you can only send 100 nails a day. So there
are certain things wwthin the ISP, then, you can take the
next step once you' ve got the identity crisis kind of in
or der.

MR. HUSEMAN: Steve Atkins, what -- is this
effective? WII this do anything for the average
consuner's inbox?

MR ATKINS: Well, it will break e-mail. This
is basically a variant on designated sender, which has
been di scussed fairly widely recently on a nunber of
mailing |lists where people are discussing this sort of
approach. And while it |ooks tenpting on the surface,
there are sonme fundanental bits of e-mmil that can break
like e-mail forwarding, e-mail exploders, mailing lists,
if it's not inplenmented absolutely perfectly.

MR. HUSEMAN. And what do you nmean by those
t hi ngs, e-mail forwarding?

MR ATKINS: Well, if you sign up for -- if you
have an e-mai| account and you don't want to actually

receive your e-nmail there, you want to forward it on to
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your new | SP, you can tell your old ISP to forward the
mai | on, depending on how that is inplenented, it can
| ook to the receiving new ISP like the incomng mail is
Spam At that point, if the new ISP is using a
desi gnat ed sender type protocol, it could m stakenly
discard all the mail that was forwarded fromyour old ISP
as Spam

MR. HUSEMAN. Ryan Hamlin, what's your response
to that?

MR. HAMLIN. So, agree that the way that you
set it up, we need to have explicit directions. There's
actually, you know, plenty of ways around that, both RDNS
and the idea of enbedding IPs in a text field. One
sol ution woul d be enbed additional IPs. You don't just
put, you know, your nmail server IP. |If you use an ISP to
send your mail for routing, you would have their IP's
address in there, as well. So, you would basically allow
for in that text field multiple IPs to get around the
scenario that Steve described. It's a very rea
scenario. You would just need to be careful and have
explicit instructions and well known in the industry of
how to inpl ement that.

MR. HUSEMAN. Steve Atkins, do you think that
consunmers will do this or wll be able to do this?

MR. ATKINS: This isn't sonething consuners
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woul d do. This is sonmething | SPs woul d either choose to
do or not choose to do. |It's an interesting concept and
a lot of people are interested in playing with it. How
much of the network it will break when it's depl oyed,
we' re probably not going to find out until sonebody
deploys it and sees.

MR. HUSEMAN. John Levi ne, what are your

t houghts on this proposal ?

MR LEVINE: |I'mactually with Steve here,
because I've -- this is -- in ny taxonony, this is what |
referred to as designated sender, list the valid places,

list the approved places that mail fromcertain domains
can cone from It's certainly a way to keep down on
spoofing. But, | nmean, certainly on my own network |
have a | ot of indirect web hosting custoners, and nai l
sent to webmaster @ you know, whoever it is, is then
remai l ed off to wherever their actual |SP account is, and
all of that mail will be broken by a straightforwardly
i npl enent ed desi gnated sender schene.

| nmean, | think there are ways around it, but
for a lot of these changes, you really have to weigh off
-- you have to balance to what extent will this break the
way that mail works today and is the cost of that
breakage worth whatever benefit it's going to provide.

And in the case of designated sender, | think the jury is
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still definitely out. | couldn't tell you either way.

MR. HUSEMAN: Ryan Hamlin, what does M crosoft
see as the inplenmentation and the timng of this change?

MR. HAMLIN. That kind of approach? So, like I
said, | nean, we want to make sure that -- there's a |ot
of really smart people, and we've had a | ot of great
opi nions and debate about this. | think it's very
important, events like this are great because it wll
force us to nove in a quick manner. And | agree with
Steve, we need to do sone of this trial and error to get
it done. So, our plan is, again, to quickly open this up
to others. Again, we don't want to just dictate it,
M crosoft, or Yahoo or AOL, and get sone additional
f eedback and opinion fromothers, but then we |ook for a
short tine frame to try it out, because we think that's
an inportant next step.

MR. HUSEMAN. Paul Judge fromthe Anti-Spam
Research Wbrking G oup, which we will talk about in a
moment, but what are your thoughts on this particular
pr oposal ?

DR JUDGE: So, within the Anti-Spam Research
G oup, a nunber of things we're |looking at. One of them
of course, is authentication, and we do have a very
simlar proposal that has been put on the table and

designated sender, we refer to it as reverse MX | ookup.
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There's reverse DNS. | think what he just described
refers to a reverse MX | ookup. And | think that it's
sonet hing that can be depl oyed increnentally.

It doesn't require that one day everyone turns
it on and we begin to drop the rest of the e-mail and
break e-mail. |If a donmain decides to turn it on, then
they' ve prevented forgery for their domain and they're
protected. For persons that have not turned it on, then
their e-mail still flows but they are not able to stop
people fromforging nessages fromtheir domain. So, |
think it's sonmething useful and can be depl oyed
incrementally.

MR. HUSEMAN: Ryan Hamlin from M crosoft, the
second part of yours and AOL's and Yahoo's proposal was
elimnating the ability to create fraudul ent e-nai
accounts in bulk. Is that the limtation of sending out
100 nessages per day, or is this a different proposal?

MR. HAMLIN. Yeah, so to the earlier question
about raising the cost barrier, we think it's really
inmportant to raise the cost barrier for Spamrers to get
accounts. So, when there is an opportunity for a free
account or a nearly free account, neaning we don't get a
full credit card and we're charging, you know, a full-
access fee, we want to put a barrier in place so that

they can't automatically -- Spammer can't automatically
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generate mass accounts in bul k.

So, a few nonths ago, you could go out to
Hotrmail and it was free accounts and you coul d have
automation to create thousands of accounts at a tine.
We've since put sonmething we call H P, or human
interactive proof, in there, in the sign-up, so that when
you sign up, it gives basically a set of letter
conbi nations that are not readable by the machi ne, that
requires a human to put in exactly what that is, and then
respond, and the create is actually -- the account is
actual ly created.

So, we've seen a drastic account of the bul k
creation, once we put sonething like that in, so it's
saying where there is a low cost to barrier for mass bul k
accounts, we need to put a nechanismin place to stop
that. That's just one approach that we put in as an
exanpl e at Hotmail.

MR. HUSEMAN: Steve Atkins, what do you think
of that approach? |Is that effective?

MR. ATKINS: Yeah, there's been a nunber of
cases for, oh, years back, where free web mail providers
have been abused by bots in this way, and the approach
M crosoft is suggesting is a well-proved, good one.

MR. HUSEMAN. John Levi ne, any thoughts?

MR. LEVINE: | agree that it's a well-proved
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schene, and if | may tweak you a little, Mcrosoft was a
little behind the curve on this one.

(Laughter).

MR. LEVINE: Honestly, | think that sonething
that's outside the purview of this panel, but what we
really need is a credit bureau for |ISPs, so that when you
have soneone who's been kicked off one ISP, it's harder
for himto sign up on another one, you know, which is,
you know, a conpletely non-technical thing, you know,
it's what credit bureaus do. And the world desperately
needs one specifically to nmeet the needs of | SPs.

MR. HUSEMAN. M crosoft, do you support the
creation of such a bureau of information sharing between
| SPs of Spamrers who have been kicked of f?

MR. HAMLIN. Yeah, in fact, | think the next
bull et point in the press release talks specifically
about that, about sharing that information. So, you
know, the great thing that | thought about the
announcenent was, although, you know, M crosoft, ACL and
Yahoo are fierce conpetitors and will continue to be
fierce conpetitors, we do have one foe, and it's the
Spanmer .

And, so, you know, over the nonths of us
tal king, we realized that there are sone best practices

we can share, so things |like that, where we've identified
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a Spammer on our network, there's no reason why we
shoul dn't be sharing that with the other 1SPs to take
advant age of that, because it is solvable by an industry,
because what's happening is the Spammer just hops to the
next networKk.

MR. HUSEMAN: So, what type of information wll
you share?

MR. HAMLIN: So, there's a lot of -- there's
kind of two different ways. One is sharing where we
identify, obviously, harvest attacks or fraudul ent
account creation via an IP. So, we potentially will be
di scussi ng ways anongst the I SPs to share that
information. Again, we're not going to -- because of the
i ssues around bl acklists, so you have to be very careful
t here when you start sharing IPs.

The other area that we tal ked about is in the
area of enforcenent, where we start to share electronic
evi dence, and that kind of goes into the fourth point,
but it's where the I1SPs work together to provide an
el ectronic record, and so instead of just a M crosoft
going after a particular Spamer, it's really the
i ndustry of |SPs going after these fol ks and providing up
information across all | SPs.

MR. HUSEMAN. \What type of electronic

i nformati on does the proposal anticipate you sharing?
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MR. HAMLIN. So, you' ve got to be aware,
obvi ously, of the privacy information, but the idea would
be we would start to log sone of the activities. So, as
t here woul d be suspicious or fraudul ent type behavior, we
could notify the ISP community and ot hers that have
w tnessed that sane type of behavior, maybe associ ated
with a given IP could start to track sone of that
information and |ogging. It doesn't nean black |ist
them it just neans track that, so if it does turn out to
be sonet hing of fraudul ent behavior, we have that record.

MR. HUSEMAN: And when will that -- this take
pl ace? What is your tine table for inplenentation of
this?

MR. HAMLIN:. So, I'mgoing to sound a little
bit of a broken record, but really what we want to do is
get the feedback from others, because we know, again, the
three of us alone can't solve this thing, so we need to
understand the technical inplications across the board
for small ISPs to do this, for nmediumsized and the | arge
| SPs.

MR. HUSEMAN. And, so, when are you going to
get the feedback from ot hers?

(Laughter).

MR HAMLIN. So, it's a great -- so the plan is

to absolutely in the very near short-term--
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MR. HUSEMAN: Such as?

(Laughter).

MR. HAMLIN: | should have known with a | awyer.

(Laughter).

MR. HAMLIN: So, our plan is within the next
coupl e of weeks, we will have anot her discussion, the
initial 1SPs that | tal ked, and then within a very short
time after that, let's say, you know, 30, 60 days, we'll
get together as an -- and invite the broader conmunity to
participate. So, this is sonmething that will get done in
t he next couple of nonths, not sonmething that's going to
get done in 12 nonths from now.

MR. HUSEMAN: And wll this -- these
di scussi ons and feedback, will that also include the
credit bureau/ Spamm ng bureau sharing of information?
About peopl e who have been kicked off? WII that be part
of this discussion that you' re tal king about?

MR. HAMLIN: Onh, yeah, all these four pillars
that we kind of laid out in the press rel ease, those wl|
all be discussed at that type of a forum And we will --
you know, we'll take a look at identity crisis, and we'll
propose the idea that we tal ked about already. W'l
| ook at other ideas, too, though, you know, that Paul is
| ooking at, and others in the industry.

But the key is, and | said it before, we have
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to show novenent. It's an increnental process, but we've
got to show novenent. And this is a great forum over the
| ast, you know, couple of days, to just do that, get in a
ot of really good feedback. W now are ready in a
position to nove.

MR. HUSEMAN. Steve Atkins, what would you say
to Mcrosoft about this?

MR. ATKINS: It's a very good idea.

(Laughter).

MR. HUSEMAN. Paul Judge, what would you say to
M crosoft about this?

DR JUDGE: | will be talking to Ryan further
about this. W had sone initial conversations. Al so,
I"mgoing to talk to another group that represents a
different set of constituents in this ecosystem and they
have a detail ed proposal com ng out in a few weeks that
| ooks at just that, a reputation system | think it's
really a good nove fromblack lists, which used to give
us a binary decision, to sonething like a reputation
system that gives us nore detailed information about a
sender, about the bulk of mail that they send, about the
nunber of conplaints that they have, and then we're able
to make nore granul ar deci si ons about that sender.

MR. HUSEMAN. David Berlind, | want to nove to

you now. You are the founder of sonething called
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JanSpam This is a consortiumthat you put together of
various industry and various other representative groups
to try to come up with a solution. Can you briefly tel
us about this group and what are your specific proposals
and the tinme frame.

MR. BERLIND: Thanks, Brian. First, | think
t hat Comm ssioner Swindle gave ne the ultimate | ob that
anybody coul d ever dream of this norning when he said
that it's up to everybody in this roomto work together
to arrive at a solution, and there is no one particul ar
solution, so whether it's a technol ogical solution or a
| egi sl ative solution, none of themw Il work well if
they' re not harnonized to work together. It's sort of
like getting the different federal agencies to work
together to prevent terrorism if they don't work
together, the dragnet will never be sufficiently closed
to keep terrorists fromslipping through.

There are six distinct comunities that nust
wor k together in order for any solution, any one
particular solution, to work in concert with the others.
One of those is the ISPs and in-box providers; the other
one is the e-mail client and server providers; a third is
the e-mail security and managenent providers. These are
peopl e who make products that run in parallel to the e-

mail client and servers.
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Then there are the high-volunme e-mailers, the
ones who are often accused of Spamm ng and maybe are not
Spanmmers. |I'mnot here to pass judgnent. Then there's a
group of organizations that | refer to as the non-
commercial and non-profit privacy and anti-Spam advocacy
groups. And then finally the end-users.

Al'l of these proposals, if each of these
communities goes off and works on their solutions on
their own, w thout consulting with the other comunities,
it runs a risk of creating a solution that will underm ne
t he solution another comunity is working on. [I'd like
to just say that to the extent that Mcrosoft, AOL and
Yahoo are soliciting input fromthe rest of these
comunities, JanSpamis to this day the only forum and
it's the only one where all of those communities have so
far gathered to discuss the problem And that's what
JanSpamis about. It's about all of these conmunities
figuring out a way to work together.

And just by a show of hands, so everybody's
really clear on the type of participation we're talking
about, we have | eaders fromevery one of these sectors,
by the way, including AOL, Yahoo, Earthlink, M crosoft.
In fact, | saw them all exchanging cards for the first
time at the JanSpamneeting. |1'd like to think that

that's how this coll aboration cane to be.
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But coul d everybody in the roomwho is sonme way
related to JanSpam attended a neeting or sonething like
that, raise their hands.

So, there's quite a few people in this room and
they represent all the different -- Paul Judge, you
didn't raise your hand.

(Laughter).

MR. BERLIND: Vince, did you raise your hand?

MR. HUSEMAN: Ckay, David Berlind, so what is
t he specific outcome of JanSpanf? What is your goal ?

MR. BERLIND: Well, the goal is that know ng
full well that sonething Iike the | ETF has to produce a
protocol or enhance the protocol, as Steve said, and |
think I absolutely agree with that, we need a hardening
of the protocols. The hardening of those protocols
shoul dn't be done wi thout consultation fromeach of these
conmuni ties, so that we understand what the inpact of any
har deni ng i s.

To the extent that |egislation is being
proposed, |egislation shouldn't take place w thout
consulting with the technical conmunity to see whether it
makes sense. | nean, it makes no sense, for exanple, to
enforce laws in different states if you have no -- if the
e-mai|l technology is blind to the geographic |ocation of

t he sender and the recipient.
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MR. HUSEMAN. Let ne interrupt for a mnute.
Does JanSpam hope to introduce a specific technical
protocol or technical solution as a result of group
di scussi ons?

MR. BERLIND: | think that early that was the
goal of JanSpam was to create a new protocol. Wen we
suddenly realized that there are existing intellectual
property organi zations already in place that are capabl e
of doing that. The goal switched to being one that
devel ops a 360-degree view of the conplete problemthat
all of these communities then can work off of as a
unified front in harnmony with each other.

Ri ght now, each of the comunities is working
of f of roughly a 270-degree view of the problem And if
t hey only address those 270-degree views, then what ends
up happening is sone part of the problemis ignored and
two solutions fromdifferent communities end up stepping
on each other. Blacklists is a perfect exanple.

MR HUSEMAN: Well, what is your tine frame for
t he JanSpam for whatever proposals or discussions?

MR. BERLIND: Well, so far, we've had two
neetings. The first was in February, and the second was
in March. And last | heard, Anerica Online vol unteered
to host the third of these neetings. The second neeting

produced the 360-degree view. The third neeting is to,

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

301
technical ly speaking, to produce sort of a charter for
t he organi zation, howit will work wth organi zations
i ke the | ETF, governnent bodies, a variety of different
organi zations to nove the ball forward in a way that
again all the parts are noving in harnony with each
ot her, not going off in separate directions doing their
own t hing.

MR. HUSEMAN. So, you don't have a specific
time franme for any end-product or resolution of this, or
is this nore an ongoi ng di scussion?

MR. BERLIND: | think it's an ongoi ng
di scussion. | think that the nunber one priority,

t hough, just to comment on what sonme of the other
panelists have said is that one of the reasons a | ot of
different things don't work is that there's no critical
mass. The only thing that's going to achieve critical
mass is a standard that's in place that's conplied with
by every systemthat's out there.

And, so, the nunber one priority for JanSpamis
to make sure that such a standard is created and put in
pl ace as qui ckly as possible.

MR. HUSEMAN. And, Paul Judge, you are with the
I nt ernet Research Task Force, Anti-Spam Research Wrking
Goup. DidIl get that right? That's a | ot of words.

DR JUDGE: Correct, yes.
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MR. HUSEMAN: Briefly, what is the Internet
Research Task Force and what is your working group?

DR JUDGE: The Internet Research Task Force is
the -- well, it's just an organi zation of the Internet
Engi neering Task Force, the I ETF, that standardi zes many
protocols, the body that standardi zed SMIP and HTTP and
so on. The Research Task Force has historically
consisted of just a small nunber of groups focused on
probl enms that are inportant to the future of the
i nternet.

And we formed the Anti-Spam Research Group to
focus on just that, the problem of unwanted nessages and
fromthe viewoint of a networking problemand seeing how
it's affecting | ocal networks and internet and so forth.
When we chartered the group a few nonths ago, we charted
it realizing that the definition of Spamis really
i nconsi stent and not clear, so we generalized the problem
into one of constant base communi cations, neaning that an
i ndi vidual or an organization should be able to define
ei ther consent or lack of consent fromcertain types of
comuni cation. So, fromthere, our goal is to first
understand the problem collectively propose sol utions
and then eval uate those sol utions.

MR. HUSEMAN. So, what authority or incentive

is there with the IRTF, for whatever proposals you cone
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up with for the internet community at |large to adopt.

DR JUDGE: So, | believe, in general we're
dealing with the Spam problem it's not hard to notivate
the problem So, | don't believe that we need to provide
much incentive for people to do the work. The research
group really provides a forumfor people to cone together
to coll aborate on a conmmon ground. | think previously
that there's been many individuals interested in the
problem and we've been in different corners of the world
wor ki ng on the problem And we began to have neetings
like this and on the research group neeting, only in
January of this year that this group of people began to
cone in the sane room So, through the research group
our goal is to bring these people together and have sone
col I aboration on the problem

MR. HUSEMAN. So, your group will possibly cone
up with new protocol s?

DR JUDGE: So, a nunber of things, as |
mentioned. It's really three phases. One is to
understand the problem The second is to propose and
col l ect proposals for solutions. And then to evaluate
t hose proposals. And as far as understanding the
problem | believe that we know a | ot about the size and
the grom h of Spam but there's many characteristics of

t he problemthat we don't understand as a comunity.
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Traditionally, any problenms in networking and security,
there's a lot of effort to characterize that problem and
to understand and allow trace data to be established so
that we can study exactly where we need to focus. And
that hasn't been done traditionally. W' ve taken nore ad
hoc approaches to the Spam problem So, we're really
trying to take a nore systematic or research-oriented
approach to it.

And the second piece, as | nentioned, was
ei ther proposing solutions or first of all collecting the
sol utions that have al ready been proposed. So, one thing
that we did that was very inportant was to establish a
conpl ete taxonony of all the solutions that have been
proposed over the years and to begin to understand how
those interrelate and how they can be put together to
| everage the benefits of each other.

And the third piece, as | nentioned, was
evaluation. And | think over the years, that solutions
have been proposed and persons have gone out and depl oyed
t hose solutions, and it wasn't a lot of thought put into
the evaluation, not only of the effectiveness and
accuracy but also the burden of introducing this and how
robust the solution is to counterneasures, and that's how
we got ourselves into the cat-and-nouse gane that we're

i nto.
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So, as we think through the sol utions now,
we're able to nmake better decisions, and objective ones,
about the solutions that we propose and nove forward
Wit h.

MR. HUSEMAN: What is your tinme franme for your
Research Worki ng G oup?

DR JUDGE: So, the group was chartered a few
nont hs ago. We had the first physical neeting in San
Francisco in March. W had about 250 participants there.
Most of the work is done through interactions on the
mailing list and off-line. And there's a nunber of work
items that have been identified and we're currently
working on. And there's a range of things, though,
everything fromthe taxonony to really working on
nmeasur enent and anal ysi s wor k.

And there's a |l ot of collaboration between
di fferent conpanies, |SPs, also different interest groups
and whatnot. For exanple, at the first nmeeting, as we
t al ked about the collaboration of the different
constituents, we had representatives fromeach of those
organi zati ons, and many of the persons | assune that are
in this room were working on different projects. So,
can get into the details of each one of these, but things
are ongoi ng as we speak.

MR. HUSEMAN. So, when do you see the process
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bei ng conpl et ed?

DR JUDGE: | don't know, when have we solved a
problen? Is it when --

MR. HUSEMAN: Are you tal king about nonths, are
you tal ki ng about years from now?

DR JUDGE: | think that -- you said the
process being conplete, as far as the work of the
research group?

MR HUSEMAN:  Yes.

DR JUDGE: Sonething that's -- there's short-
termdeliverables as well as nmediumto |ong-term
deliverables. And some of the short-termones are the
anal ysis and the taxonony work. And then there's sone
short-termto nmediumterm actual solutions that we can
roll out, mainly the identification systenms, things such
as reverse MX and the reputation systens that we talk
about, introducing authentication and accountability into
the systemare short to nediumterm so you know, six to
12 nmonths we can begin to roll sone of these out
i ncrenent al .

And then fromthere, there are nore |long-term
things that we want to do, as we chartered it with this
vi ew of a consent-based conmuni cati ons framework, that's
sonmething that's definitely nore long-term allow ng us

to have granular definitions of different types of

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

307
nmessages and be able to enforce that policy. So, you
know, to get to a perfect system it's a few years, but
to significantly affect the problem it's nore short-term
t han t hat.

MR. HUSEMAN. John Levi ne, what are your
t houghts on the IRTF' s working group efforts? Are you
involved in this group, by the way?

MR. LEVINE: | stopped reading their mailing
list a couple of nonths ago, so | don't really know what
t hey' re doi ng now.

MR. HUSEMAN. And is there a reason you stopped
reading their mailing list?

MR. LEVINE: | have to say -- | talked to Pau
alittle bit a couple of nights ago, which is | didn't
get the inpression that the people in this -- at |east on
the mailing list had done their honmework very well. |
nean, | saw a | ot of suggestions com ng up and sayi ng,
you know, sort of suggestions that |ooked awfully
famliar and that if -- | nean, | think a taxonony is
great, but | think also a taxonony of how approaches have
succeeded and failed would be -- is really inportant. |
didn't see nmuch appreciation at that point for all the
wor k that had been done and the subtlety of sone of the
probl ens that people had run into.

MR. HUSEMAN.  Paul Judge, your response?
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DR JUDGE: As he said, he stopped reading the
mailing list a fewnonths ago. | don't believe that he's
| ooked into the details of the taxonomy or probably woul d
have had sone input into the one that was presented. But
the point is that we have a research group and we
announce that we're working on Spam and there's nmany
peopl e across the world that are very sensitive and very
enotional about this problem everyone ranging from
people that sit here that work on it day in and day out
for the | ast couple of years to people that are end-users
that want to affect the problem and believe that they
have a bright idea.

So, as this open research group, as we're
currently chartered, we nust deal with that entire range
of persons, so, there is, you know, sonme noise on the
mailing list that is not the nost insightful
contributions, but there are many work itens that are
defined and are being worked on in the mailing list. So,
persons that are paying attention to the mailing list can
under stand and appreciate that.

MR. HUSEMAN: Steve Atkins, will such an
approach be effective with so many different users
i nvol ved?

MR. ATKINS: Such an approach as the ASRG

mailing list or -- I'"munclear?
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MR. HUSEMAN: As the Anti-Spam Research Wrki ng
Group, can this approach or such an approach |ike that be
effective with a solution?

MR. ATKINS: | haven't stopped reading the
mailing list, but apart fromthat, | would agree
conpletely with John.

MR. HUSEMAN: And why is that?

MR. ATKINS: The amount of traffic on the
mailing list was very high. Those people who actually
work in the industry and understand the issues and have
| ooked at the approaches three, four years ago that the
ASRG is revisiting or reinventing now, nostly left in the
first three or four weeks, because the anmount of signal
was | ow and the anobunt of noise was high.

MR. HUSEMAN. Paul Judge, what is your
response, if you have anything in addition to add,
besi des what you al ready said about this issue?

DR JUDGE: Well, so thisis in the first three
or four weeks when we really dealt with many newconers to
the area of Spam This was not the persons that are
sitting on this panel or many people in the room but
people that really didn't know nmuch about the probl em and
canme on to the research group |ooking for answers. And,
so, there was a significant anmount of noise; however, the

research group isn't an entity or a body that exists by
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itself. It's really a group of individuals, and it's
about individual contribution, and it provides a place
for people to conme together and work on the problem

MR. HUSEMAN. So, do you have any specific
proposals, or is that later on in your phase? And do you
have any specific things about what types of solutions
such as this will work, either be it protocol changes or
advanced filtering or et cetera?

DR, JUDGE: As | nmentioned, there are a range
of things we | ooked at, first of all, the things that
have been proposed already, to sort of understand the
sol utions base and to realize that we' ve al nost conpl eted
filling the solutions base, but as far as different
proposals, it's individual contribution, and if you | ook
back at the first neeting we had, there's been two ngjor
approaches submtted or published this week. One was by
ePrivacy G oup; and one was by NAl and their Lunbs
system And both of those proposals were presented at
the first Anti-Spam Research Group neeting. A few other
proposal s and systens we see information about on the
tabl e out there were presented as part of the Anti-Spam
Research G oup. So, | believe that, you know, a nunber
of things have been funnel ed through there.

MR. HUSEMAN: So, your position is that this is

causing or helping wwth these proposals to being
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i ntroduced, is that correct?

DR JUDGE: Yes.

MR. HUSEMAN: Ckay. Let's talk about one of
t he proposals that was nentioned. Vince Schi avone
briefly is going to tal k about what he sees as a
structural solution or protocol change to e-mail and
descri be that.

MR. SCHI AVONE: Havi ng devel oped the trusted
sender program and deploying it |ast year, we agree very
much that there is a critical mass issue and it requires
support. W are at sone chi cken-and-egg situations as
far as e-mail goes. One of our large clients chall enged
us that for anything to pick up critical mass, it really
needed to be an open standard that was free and avail abl e
to all and involved many, many people.

VWhat we heard here today so far is that we' ve
been putting a | ot of band-aids on sonmething and we're
losing. | nean, all these technol ogies are getting
better and better and better, yet Spamis increasing
geonetrically in ny e-mail box and in the filters before
it gets to ne. \What Comm ssioner Swindle said this
norning is we need to give the I SPs and the consuners a
way to decide who and what they want to receive. Wll,

t he who and what is the problem Foundationally and

fundanmentally, there is no trust in e-mail. It was never

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O © 00 N oo 0o »dM W N -~ O

312
meant to contain trust, and | don't know who's sending ne
e-mail.

What |I'mreceiving, there's no standard way for
NAI nenbers to tell ne I'mreceiving a statenent, so ny
filter people don't inadvertently block it. So, what
we' ve done is proposed here today an open standard where
we are willing to contribute our technol ogy and hope
others will stand up to contribute theirs, to try to get
to the point, using today's existing standards to
seriously separate the good e-nmail fromthe bad e-nail
And 1'Il go through it very quickly, or Brian wll Kkick
me off, he said.

(Laughter).

MR. SCHI AVONE: And at 4:00 in the afternoon,
that's very sensitive.

VWhat we've learned in the |ast few years is how
not to fix e-mail. Technol ogy can only enforce policy;
it can't create it. It can't tell who it is. Policy
that's not aligned with technol ogy won't work either,
because it can exclude a |lot of different people. An
inmportant thing that you'll hear us say is the |ISPs
adopting standards or not adopting standards is the issue
that will change how Spam occurs, because so many -- so
much of the e-mail goes through them

How to fix ISPs, we feel, is to use the | SPs
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and the laws to encourage both a carrot and a stick
approach. The ISPs can bl ock things, okay? But they can
al so encourage, not give a free pass, but to weigh
positive features that people step up to. The |laws can
create penalties, but they can al so create safe harbors
for people who choose to do things that encourages good
behavi or.

Qur standard that we're proposing is a
framework to provide trusted identity. The commerce on
the web today is based on the DNS systemw th digital
certificates layered on top of it, because DNS is not
secure. W don't know who's sending. There's spoofing
because there is no security, so we have to add it. W
need to know with a secure, fast and |ightweight nethod
who is actually sending us e-mail, making trusted
assertions. W need to know who the sender is, and we
shoul d have the ability for themto communicate to us the
content of the individual e-mail, and many people in this
group, although they may not agree what the perm ssion
shoul d be, mght think it would be useful that the
perm ssion be communicated with the e-mail. W need to
create a framework for creating a federation of trusted
e-mai |l prograns. JanSpamwas a great way to get
everybody together, and it's only through cooperation and

harnessing all the energy in this roomthat we get there.
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Qur plan calls for a small oversight board,
very representative of the 360-degree view, okay? Oops,
I"mon timng. D dyou add the timng to this, Brian?

We believe there needs to be very m ni num
standards that do not disenfranchise either anonynous
i ndi vidual e-mail, which is very inportant to the
internet, as well as small businesses who should not have
to bear high costs. And that should include a basic
identity, near zero costs, but create a standard | anguage
for stating it and conmuni cati ng.

We al so suggest a standard | anguage for stating
assertions, but at this level, it should be optional.
It's very sensitive, excuse ne. |Is it unsolicited e-
mail? 1s it perm ssion-based? W're not advocating
| abeling in the subject line. Ml noves very quickly
and in large volunes, and if we want to enpower | SPs and
consuners, there need to be electronic ways for themto
see, sort and decide what they wish to do to the e-nuil

Now, the bul k senders, the NAI e-mail service
provi ders, deserve a lot of credit for the Lunps
proposal. It's a very high standard they're tal king
about. They're tal king about identifying thensel ves when
they send e-mail at a secure level wth a digita
signature, as well as DNS, and asserting what type of e-

mail it is. That is a very, very good plan.
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Additionally, they may want to do a relationship
permssion. At this level, we should know who the people
are and there should be a cost to that so it can start to
change the econom cs of Spam who are the people who are
sending e-nail? And it's very inportant that there be a
standardi zed opt-out. We're hearing fromour friends at
the filter conpanies and the | SPs, and these are things
t hat can happen today.

At the highest level, if things that would
create a visible seal for the consunmer, and that's where
our trusted sender program plays, there needs to be very,
very sure ID. And visible assertions that should be nade
that there is a way to opt out that can be trusted, that
there is alink to a privacy policy, that there is a
di spute resolution nmechanismin force. A trusted sender
is with TrustE, which is a good body for industry self-
regul ati on.

And the last thing I want to say, with this
programthat’'s an open standard and involves many, we can
do this wi thout breaking the existing protocols or
waiting -- Paul's work is very inportant at the ASRG but
it takes tinme to change protocols at that |evel. W have
exi sting protocols for SMIP with X headers, and we have
exi sting protocols wth X509 certificates that can change

this problemvery quickly.
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| just wanted to let you in on sone information
we know. There's an RO for trust. W have done sone
studies with the program W cannot nane it, but there
are higher open rates. There are higher click-through
rates and there are | ower opt-out rates. But nore
inmportantly, look at the nunbers for the trust RO.
Trust pays for people, and as Conmm ssioner Sw ndle said
earlier today, we need to do sonething that wl|l
fundanmental |y change this equation in the short tine.
Steps that don't go fromthe | egal responsible sender
okay, to the actual recipient and their ISP, with
confidence in who they are and what they're sending, are
only half steps. The mailers are very -- the service
providers are willing to go there, and the advocates who
supported this plan this norning, and we thank them are
willing to be part of this as well.

So, that is our pitch for this. This is not an
exclusion to anything that's happening here, but it's the
first step where we cone together and make technol ogy a
royalty-free open standard to enable all this to happen.
Thank you.

(Appl ause).

MR. HUSEMAN. John Levine, your thoughts on
this proposal ?

MR. LEVINE: |'ve actually |ooked at in sone
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detail, because the CAUCE board -- |'ma nenber of the
board of CAUCE, and we have endorsed the concept, not the
product or the inplenentation or anything, but the
concept of being able to put assertions on e-mail |ike
this that you can test and you can actually determ ne
whether a mail purports to be bulk or doesn't purport to
be bul k and who is making the assertion.

And al t hough, like nothing else, it's no magic
bullet. | was actually surprised. It |ooks really good.
MR. SCHI AVONE: Yeah, how about that?

(Laughter).

MR. LEVINE: And | think that sonmething |ike
this that can be |layered on top of nmail and particularly
could work with aws that could -- assertions in mnai
about what the mail is, if if were -- that would nmake it
easier to enforce laws that could sanction you if these
statenments you made about the mail you sent weren't true.

MR. HUSEMAN. David Berlind, do you have a
comment on this proposal ?

MR. BERLIND: Yeah, | think that -- first of
all, I want to comend every organi zation that steps
forward and says certify us, give us a hall pass based on
our -- some best practices that we've advanced. But you
shoul d be aware of the fact that there are probably 20

such organi zations, all who have advanced a separate set
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of best practices. There's no unifornmed set of these,
and that any tinme | hear the words di spute resol ution,
first of all, I -- you know, as a technol ogist, | say
that's a human process, it's not possibly scalable on a
gl obal basis, nunber one; and nunber two, it inplies a
great degree of subjectivity.

And, so, you know, | think to the point of
things like attestable things, like a verifiable -- | saw
it in the diagram-- a verifiable opt-out |ink, that
there should be no one set of best practices that speaks
on behalf of nme and what | want in ny inbox. In fact,

t hese best practices are proposed by the organizations
who represent a high-volunme e-mail constituency. They
never consulted with nme. And, so, it's kind of |ike the
fox watchi ng the hen house.

| think that ultimtely what | want is a set of
things that can be tested, |ike an unsubscribe |ink, that
| can say well, if the e-mail has an unsubscribe |ink or
sonething that termnates ny relationship and it
functions, then go ahead and let it through, but if it
doesn't, then don't let it through. But | worry about
any systemthat's based on best practices when currently
we have no agreenent on best practices within the borders
of the United States and we certainly wll never get an

agreenent internationally.
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MR. HUSEMAN. Vi nce Schi avone, your response?

MR. SCH AVONE: That's why we suggested there
be an open standard of the ability to nake assertions
that will vary, because David's absolutely right, it's up
to himwhat he wants to accept, and it's up to the ISP
and their acceptable use policy. But if we have a
standard way to make these assertions, then they can
happen in a scal able way. And one other quick thing I'd
like to say, we do have experience that with e-mail, nuch
of dispute resolution, a very, very high percent of it,
is automatic, it can be handl ed el ectronically, because
nostly people want to come off the list, and they want to
know that that will actually happen.

MR. HUSEMAN. Steve Atkins, any thoughts on
this proposal ?

MR. ATKINS: O the various trust proposals
|'ve seen, it's one of the better fleshed out. |'m not
entirely convinced that trusted sender is the answer to
everything, but it is a good way of reducing false
positives if it's maintained properly.

MR. HUSEMAN. Steve, you al so have your own
proposal to change the protocol of e-mail. Can you
briefly describe what you envision as solving the Spam
pr obl em

MR ATKINS: Well, watching a ot of the
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di scussi ons over the past couple of nonths, |I've seen an
obsession with putting nore and nore band-aids and duct
tape around SMIP, and there's good reason for that.
Rol Iing out a new protocol to replace SMIP al t oget her,
t he depl oynent issues are horrific. It would take many,
many years. But that doesn't nean that it's not possible
to use a different protocol in addition to SMIP for sone
of the applications that SMIP is currently used for.

So, | looked at sonme of the problens with
solicited bulk e-mail, newsletters froma conpany that
you' ve actually opted into and want to receive and saw a
couple of problens. One is that an awful | ot of them get
caught in Spamfilters because they | ook Spamas far as
t he rul es-based system are done. A properly done
newsl etter will have an opt-out link. A very well known
and widely used Spamfilter considers an opt-out link to
be a sign of Spam so a lot of newsletter get erroneously
filtered, a very high fraction of false positives in Spam
filters are solicited bulk e-mail

The other problemrelated with that is that the
recipient has lost all control. They give their e-mai
address to the sender, and then they have no control over
what happens with it. The sender can sell it on; the
sender can refuse to unsubscribe them when asked.

They're relying on the integrity of the sender to control
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t heir mail box.

Because of that, they often fear to sign up for
them They're wary of signing up for newsletters,
because they don't know what wi || happen when they do.
They don't know whether they' |l be able to unsubscri be,
so |'ve spent the past few days fleshing out a short
di scussi on docunent for an alternative protocol that
you'd run in parallel with SMIP that any sender could
choose to use in addition to their bul k mai
di stribution; any recipient could choose to use in place
of their normal mail client or as part of their normnal
mai |l client, whereby instead of them sending their e-nmai
to address to the sender of the newsletter and the sender
then starts sending it, instead the recipient fetches the
newsl etter fromthe publisher, and that way they have al
control over when it's sent and when it isn't sent, and
if they're subscribed to 20 different newsletters from 20
different publishers, they're all adm nistered in the
same way, froma single screen on a single client. The
full details are pretty sinple.

It's the sort of protocol which could be
prototyped in a couple of days. It could be nade, you
know, deployable within a nonth or so. |If anyone's
interested to tal king about it, it's available up on ny

website at word-to-the-wise.com And there's a dozen or
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so copies on the table outside.
MR. HUSEMAN: Ryan Hamlin from M crosoft, what
are the practical difficulties of any protocol change,
such as the one Steve Atkins just described?

MR HAMLIN. So, | don't -- you know, specific

to Steve's -- | would love to look at it. | haven't had
a chance to really look at. | think that Steve said it
right, | nean, the inplenmentation -- there's a lot --

there's a lot of really good proposals, and Vince's is
one and NAI's Project Lunpbs is yet another. The devil's
kind of in the details in really understandi ng how | ong
it's going to take to roll this out.

|'"ma strong believer in an increnental
approach and that we are going to learn in kind of a
trial by error, so taking the approach of sonething and
trying it and seeing if it makes an effect, what kind of
an effect it does have and if it does, roll it out
broader, and then going back, and not trying to build,
obvi ously the one-all solution today.

MR. HUSEMAN. John Levine, your thoughts on the
practical realities or difficulties of any protocol
changes?

MR. LEVINE: Getting rid of SMIP isn't going to
happen for decades, if ever. But Steve is absolutely

right, that for certain kinds of transactions, there are
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other alternatives. | nean, mail is fundanmentally a
rotten way to send the sane nessage to a mllion people.
You're much better off doing that with -- over the web.
You know, and if you can sort of remnd the mllion
people that here is a URL to go to to | ook at your
newsl etter, that's nuch -- you could concoct a schene
t hat woul d be nmuch nore resistant to abuse. You would
wast e nmuch | ess bandw dth, because people would actually
fetch the text of the newsletter when they were prepared
toread it. And you could run sonething like that in
parallel with e-nmail

You could tell people like here's your
newsl etter tool bar, which is automatically set up to kind
of light up the buttons when there's a new issue ready to
|l ook at. And Steve is absolutely right, that sort of
thing can be built on top of existing al phabet soup
things |like XM. very quickly and could be quite useful as
a way both to nmanage your subscriptions and to push back
a whol e bunch of Spamli ke issues.

MR. HUSEMAN. David Berli nd.

MR. BERLIND: Well, one thing about just that
particul ar proposal is that e-mail is by nature a store
and forward technology. There are mllions of people who
downl oad their e-mail to their systemand then read it

| ater on an airplane. And, so, if | got sone sort of
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stub of an e-mail that said okay, now, if you want to
read this newsletter fetch it, but I'mon an airplane
where | can't get it, that would be problematic. There
are probably ways around that, but that woul d be
sonet hing that has to be addressed.

| absolutely agree that this has to be
addressed at a protocol level. And I'll just give you
anot her suggestion or another idea that happens at the
protocol level, which is to take the notion of opt-out
i nks conpletely out of the control of people who send e-
mail to nme or anybody else and build it into the
protocol. Unsubscribe really neans term nate
rel ati onship. The protocol right now, you know, in your
e-mail client, you know, you have a send button, you have
a reply button, why not a termnate relationship button?
And when the e-mail arrives into ny inbox, ny inbox goes
to check to see if the sending systemw || correctly
respond to that command, and if it will not respond to
that command, then it doesn't let the e-mail through to
ne.

It also provides an interesting test for
| egi slators to say, hey, have you disabled this part of
the protocol, it's kind of |ike disabling your odoneter,
you broke the law. Ckay, that part of the protocol

cannot be di sabled, you have to respond to a term nate
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rel ati onshi p comand.

And, so, | think there are plenty of really
interesting things that can be done at the protocol |evel
that serve as a pass-fail way of not elimnating the Spam
problem from a technol ogi cal solution but also froma
| egi sl ation sol ution.

MR. HUSEMAN: |'mgoing to open the floor to
guestions now. This gentlenman over here. Wit for the
m cr ophone, please.

MR. ROYSTON. difton Royston, LavaNet.
think we've just seen a great denonstration of why it's
hard for the ASRG to nmake progress, because what Pau
Judge, to his great credit, is doing has been managi ng
for the last three nonths or so, nore actually,
succession of really clever, intelligent ideas like this
from many very bright people, proposals |like we've just
seen from Vince, Ryan, Steve, David, about every three
hours over the period of the last three nonths, there's a
| ot of good ideas out there, and | -- to be honest, |
t hink sone of the grilling that was directed at Pau
Judge representing the ASRG in the context of how many
weeks from now are you going to give us a solution to
Spam reflect a m sunderstandi ng of what -- not only how
the | ETF works but what the distinctionis, whichis

going to make no sense to many people who are between the
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| ETF -- Internet Engineering Task Force and a research
task force. | understand all these issues that keep
getting raised with each proposal that conmes up is this
going to work a year down the road, two years down the
road? What will this break? Paul has been tasked with
maki ng sure that what gets proposed is good for the next
20 years once it's deployed and that's --

MR. HUSEMAN: So, your point is that there are
great difficulties in comng up with these solutions and
that the process of sorting through all these ideas is
difficult, which | guess |eads nme to a question of al
the panelists. WIIl any -- will there be any
t echnol ogi cal solution or structural change to e-nai
that will stop Spanf

MR. BERLIND: | would say the answer to that is
the day that everybody decides to work together, and |
mean the six different comunities, we'll have a solution
on very short order, as long as they commt to that.

MR. HUSEMAN: Let's keep it brief. Vince
Schi avone?

MR. SCH AVONE: Absolutely. As soon as we add
security and trust to e-mail, we can get to the solution
that excludes it. It will always cone in, but it will be
treated nuch differently than trusted e-nail

MR. HUSEMAN:  John?
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MR. LEVINE: WII there be changes? | think
the answer is yes, because when the three big gorillas --
you know and say that, you know, you have to play by our
rules to send us mail, the rest of us will have to do
what they say. And it -- that's true, but it remains to
be seen whether it's Vince's proposal or sonething else,
whether it wll actually deal wth the issue in ways that
Spamers can't get around.

MR. HUSEMAN: Ryan Hamlin?

MR. HAMLIN: Not as concerned as nuch about the
forum | think everyone has to have a seat at the tabl e,
which we will drive forward with. As an industry now
it's very apparent, as well as being, | guess, one of the
gorillas, I would say it's -- you know, we have high
incentives to solve this problem Not only is it the
nunber one concern our consuners have, it is costing us
mllions of dollars a year to do that. So we are highly
incentive to nove forward on these.

MR. HUSEMAN. WMatt Sarrel ?

MR. SARREL: There will eventually be a
solution. | think that, you know, in very vague, very
quick terms, it will rely on knowi ng who the -- an
aut henti cated sender, an unnodified e-nmail that clearly
states what it is and the recipient having an easy and

accurate way of opting out.
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MR HUSEMAN.  Dan Tynan?

MR. TYNAN. If you're speaking purely as a
technol ogi cal solution, then, no. Technology in
conbination with some formof, hopefully, smart
| egi sl ation and perhaps private right of action conbi ned
may do it. But just providing technology will not get
rid of the bad actors.

MR. HUSEMAN:  Paul Judge?

DR. JUDGE: It's asimle with Daniel, that the
solution is definitely one that's technical and
| egi slative and so on, but on the technical side, | have
not seen a silver bullet. | believe |I've seen, you know,
every proposal for anti-Spamsystem but |I haven't seen a
silver bullet. 1've seen a nunber of systens that
crafted together carefully will tremendously help us to
control the problem and | think again it's about
col | aborati on, people deciding that we're going to work
t oget her and cone to sonme consensus and work together to
depl oy this.

MR. HUSEMAN: And one point of clarification
about the process, correct ne if I'mwong, but your
Anti - Spam Research Working G oup will then make
recommendati ons to your Internet Research Task Force,
which is a sister organization of the Internet

Engi neering Task Force, which will -- is then the
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organi zation that sets the standards for the internet.
Is that correct?

DR. JUDGE: So that's -- that's correct, one
formof deliverables is recommendations on a sol ution set
and that could be nade as recommendations to the |ETF,
but in reality, there's really a couple of paths to
solving a problem and one is that traditional
st andar di zati on approach. And that does take sone tine.
But there's also de facto standards, they're sitting down
and witing code and, | nean, code tal ks, and we're not
confused about that, so that's why we're forging
rel ati onshi ps between -- for exanple, in the Spam
research group, every conpany that creates an anti-Spam
product participates in that group. So, if you have
consensus anong that group and you begin to have
consensus between those groups and the |ISPs, then we can
have things that are out there and out there working in
the short term

MR. HUSEMAN. Steve Atkins, to get back to the
question, wll there -- or is it possible to have a
structural solution or technol ogical solution to Spanf

MR. ATKINS: | don't believe a purely
technol ogi cal solution is possible, because as several
peopl e have mentioned, SMIP is not going to go away. For

decades there will be people who will want to send ny e-
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mai | over SMIP, so there will have to be sonme way for
themto talk to me, even if I"'mprimarily using a
different protocol. But | believe a conbination of
t echnol ogi cal fixes and possibly |egislation and
definitely a lot of social and comuni cati on work,
primarily between ISPs will happen, and it will happen
soon. And the reason | say that is if it doesn't happen
soon, in a lot of areas, SMIP nmail is going to fall over
or get worse. Even filters just push the problemto the
| SPs, rather than the recipients. So, yes, there's going
to be a technol ogi cal and social fix soon, because
ot herwi se everything is going to break

MR. HUSEMAN: One question | had before I turn
it back to the audience. W talked |legislatively about a
do-not-Spamlist. |Is such a list currently
t echnol ogi cal |l y feasible?

MR. LEVINE: | actually talked to Senator
Schuner's office about this yesterday. A list of e-nai
addresses is not practical. It would be too huge and too
i npossi ble to maintain and too onerous. As | said to
them | nean, do you really expect Ceneral Electric and
Citibank to give you a list of all of their enployees, to
beg people not to Spamit. On the other hand, if you do
it at a higher level, by domain or by putting no-Spam

tags on mail servers, | think that would be
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technologically inplenentable. As in connection with an
effective do-not-Spam | aw.

MR. HUSEMAN. Vi nce Schi avone?

MR. SCHI AVONE: | hope it's not inevitable, but
with the -- I'mfrom Pennsyl vani a, and our do-not-cal
list was very popul ar very quickly. Because | think a
do-not-e-mail |ist wuld be a very bad idea. It's a
different nedium and there are people who forget when
they opt out that they also signed up to receive
information. There's a | ot of confusion.

We do not currently have cl ear standard
definitions of what a newsletter is or what UCE is, and
if we need to go a step before that where we have sone
type of classifications that people can choose to sort
by.

MR. HUSEMAN. But does the technol ogy exist to
have such a list?

MR. SCH AVONE: The technol ogy exists to do
everything, but just like with Eileen here, if you fund
it enough, we can do it, but | still don't think it's a
good idea or it will work very well.

MR. HUSEMAN. Paul Judge, woul d a do-not- Spam
list be technologically feasible?

DR JUDGE: Yes, we have the technol ogy to nmake

it secure and to nmake if efficient. So, yes, it's
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technically feasible. The one question is opt out of

what ?

(Laughter).

DR. JUDGE: | don't think the answers
necessarily are global opt-out of e-mail. | think that

you have to get sonme granularity there or you have to be
able to express what you're expressing the |ack of
consent for, what type of comrunication do | not want to
receive. And then perhaps there's nultiple opt-out
lists, and then you begin to have sonething that's
useful .

MR. HUSEMAN. David Berlind?

MR. BERLIND: | think that such a list is just
totally inpractical, and the reason is that it relies on
the fact that you have to define Spam and that problem
will never get solved. And | think that the real answer,
if you re |l ooking for some formof |ist managenent, would
be a perm ssions data base, which basically allows ne to
track who I've given ny permission to and who | have not
and then when sonebody sends nme sonething, it better cone
with that perm ssion attached to it.

MR. HUSEMAN. Steve Atkins, is a do-not-Spam
list technol ogically feasible?

MR. ATKINS: Do-not-Spamis so ill-defined that

no, it's not feasible. Wat's really neant is a list of
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e-mai | addresses or domains which do not want to receive
sonme specific type of e-mail. Let's call it unsolicited
bulk e-mail that is well defined. 1Is it technologically
feasible? Yes. But at that point it becones nerely a
| egal nicety, because the last tinme such a |ist was
created, one of the first things that happened was the
whol e of aol.comopted out. At that point, it's going to
be used purely as a pretext for legal action, rather than
as anything that really gives choice to the end-user,
because given the choice, the end-users don't want
unsolicited bulk e-mail, except for a very tiny fraction.

MR. HUSEMAN. Let's open it back to questions
fromthe audi ence again.

MR. HUGHES: So, we're on the topic of do-not-
e-mail lists. So, the question for the panel is doesn't
a do-not-e-mail list create the richest source of e-nai
addresses for Spammers? And doesn't the security around
that |ist becone an enornous problenf It just seens to
me that that makes it an absolutely horrible idea.

MR. HUSEMAN. John Levi ne?

MR. LEVINE: You're absolutely correct, and
that's one of the reasons why | suggested to Senator
Schuner's office that doing it by domain or by server is
much nore practical, because then you're not listing

i ndi vi dual addresses; you're only listing domai ns which
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are already publicly known.

MR. HUSEMAN. Vi nce Schi avone?

MR. SCH AVONE: Yes, it is a security
nightmare. We've heard things of a hail storm where al
data was stored in one particular silo. It's a very bad
i dea. But David Berlind suggesting that perm ssion,
what ever it be, whether it's unsolicited, whether it's
exi sting relationship, can go with each and every e-mail

MR. HUSEMAN:  Paul Judge?

DR, JUDGE: So, | believe, yeah, if you
inplement it in a naive manner, then it's insecure, but
there's very basic technol ogies available to inplenent a
secure data base, sinply an e-mail address and a data
base of hashes of e-nmil addresses. You' d have a one-way
hash function of e-mail addresses, then you all ow soneone
to check whether or not an e-mail is in that data base or
not, w thout ever having access to what e-nmail addresses
are in there.

MR. HUSEMAN. Steve Atkins?

MR. ATKINS: What he said.

(Laughter).

MR. ATKINS: An e-mail opt-out list is a bad
i dea, but the security issues are not the reason it's a
bad idea. They're easily resolved.

MR. HUSEMAN: The gentleman in the striped
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shirt, right there.

AUDI ENCE MEMBER: There was a sol ution that was
menti oned at the beginning, and | don't think it was paid
enough attention to, maybe because it's a good solution
for users. | think it's also a good solution for those
who send perm ssion-based e-mail, and that is a token-
based system so the idea is that you take an e-nai
address, and we understand that now to have two parts,
the part before the @sign and the part after the @sign.
What we can do is put in there a token, and this already
exists in several ISPs. In the ISP 1 use, it's there.

So, you have the first part, a plus sign, the token, the
@sign, and then the domain.

Now, that gives -- | think that solves the opt-
in problem because you' ve opted in because |'ve given
you a token to get into ny inbox. So, | think that's a
good solution for those who want pern ssion-based
marketing. | think it's a good solution for users
because it gives themvirtually unlimted nunber of e-
mai | addresses that they can use, and they can filter on.

MR. HUSEMAN: Any comments from the panel on
t hat question? Vince Schiavone.

MR. SCH AVONE: E-mail's big and fast, and
there's a ot of scalability issues, and di sposable e-

mai | addresses are very good for technical people like us
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in this room but nobst consuners cannot handle it.

MR. HUSEMAN. One nore response and then one
nore question. Steve Atkins?

MR. ATKINS: They're what | use, but they are
not really appropriate for a |ot of end-users. Managing
t he data base of themgets a little conpl ex.

MR. HUSEMAN. Then Jason Catlett in the back
Jenni fer.

MR. CATLETT: Thanks, Jason Catlett from
JunkBusters, and |I'm agai nst Spam and | encourage
filtering by 1SPs, but | don't feel entirely confortable
with the prospect of the three gorillas, as John Levine
called them getting together and running the post
office, particularly when the three gorillas each have a
| arge catal og business of their own. |[Is there anyone
el se who is worried about that?

(Appl ause).

MR. HUSEMAN. John Levine first.

MR. LEVINE: | wasn't proposing this as a
desirable situation, but | was proposing it as one that
was one that was not altogether inplausible.

MR. HUSEMAN: Ryan Hamlin?

MR. HAMLIN. Yeah, and | think I was pretty
clear, | mean, fromthe get-go, we've said all along that

every group needs to have a seat at the table. W
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certainly don't intend to exclude anybody. W are highly
i ncentive, because we are the ones that are openi ng our
checkbooks quite a bit today and spending mllions and
mllions of dollars, but certainly everyone will have a
seat at the table and a voice at the table. That was not
the intention at all.

MR. HUSEMAN. We have one nore mnute. [|'m
going to bl eed every | ast second out of you for this
forum so one nore question, and let's have it, Jennifer,
fromthe gentleman in the back there.

AUDI ENCE MEMBER: | had a couple of questions,
actually. One is --

MR. HUSEMAN. Keep it very brief, please, you
have about 15 seconds.

AUDI ENCE MEMBER: Ckay, tal k about the
conbi nati on of technol ogy and | egislation, but |I wonder
i f anyone could tal k about the conbination of technol ogy
and econom c incentives? There's Shred, there's
Vanqui sh, there's Bonded Sender. There's a |ot of
proposals there. And then just regardi ng the do-not-e-
mail lists, | still would like to have soneone explain to
me how there's not an easy directory, harvest attack on
such a do-not-e-mail list.

MR. HUSEMAN. Does anyone want to address the

directory harvest attacks?
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MR. LEVINE: Talk to one of us later and we can
explain the technology. As far as e-postage, | have yet
to see an e-postage systemthat | ooks even faintly
i npl ementable. So, at this point, it's just vapor-ware.
| don't think it's a practical approach.

MR. HUSEMAN: Ckay. Steve Atkins, you have 15
seconds.

MR. ATKINS: Econom c incentives, |-inport,
bonded sender, | ooks viable, maybe-ish in sone cases.

(Laughter).

MR. HUSEMAN. Great. Thank you. Now |I'm going
to introduce Eileen Harrington, who will help conclude us
of f.

(Appl ause).
M5. HARRI NGTON: Isn't Brian wonderful ?

(Appl ause).

M5. HARRI NGTON: He's been working around the
clock on this for weeks, and here he is bleeding the |ast
second out of the forum | can't believe it. | would
have been running out of the room by now, 1| think.

One of your colleagues said to me a m nute ago,
it feels like this has been going on forever. | think
some of us wish that it could go on for a few nore days,
because it's been so rich. And I think that we've saved

the best for the last, and with that | certainly don't
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mean ne, and | don't even nmean ny boss, Howard, who |'m
about to introduce, but this was really a wonderful panel
and very rich in information, in thought, in idea, in
chal l enge, and I want to thank all of you, and all of
you. This is sort of the end of Survivor, except there's
so many people left on the island.

(Laughter).

M5. HARRINGTON: |'mjust amazed. [1'd like to
i ntroduce Howard Beal es, who is ny boss and our boss and
the Director of the Bureau of Consuner Protection at the
FTC. As Comm ssioner Swindle said this norning, at the
FTC, it's all about consunmers. And Howard is the guy who
is responsible for carrying that flag. So, to wap
t hings up for us, Howard Beal es.

(Appl ause).

MR. BEALES: Thanks, Eileen. They always
schedul e ne at the end of these workshops, in case there
i s nobody left.

(Laughter).

MR. BEALES: They figure conmm ssioners m ght be
upset, but the bureau director, well, that's okay. |
want to -- we have cone to the end of what | think has
been a very productive and a very exciting forum over the
| ast three or four days. | want to thank all of the

panel i sts who volunteered their tinme and expertise and
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everybody in the audi ence who volunteered their tinme and
expertise to help educate us about the conplexities and
the realities of the Spam probl em

| also want to thank Chairman Miuris and the
conmi ssioners who participated in the forum Conm ssioner
Swi ndl e, Conmi ssioner Thonpson, in particular, for
sharing their deep conm tnment to addressing and
respondi ng to the many questions and concerns that are
out there about Spam

And | want to thank the staff, who was really
tireless in putting together an outstandi ng workshop.

(Appl ause).

MR. BEALES: It's really easy to say, and |'ve
| earned to say it very well, let's do a workshop

(Laughter).

MR. BEALES: And it's very hard to actually do,
and they've done an outstanding job. Over the last three
days, we've heard from a nunber of people with different
per spectives on addressing the Spam problem That
di versity of opinion has provided for a lively debate, a
very informative and | think a very informed di scussion
on a great nmany issues.

The panel discussions | think have clearly
confirmed there isn't a sinple magi c solution, sad as

that may be, but they also illustrate that there are many
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directions that we can take to try to protect e-mail for
consuners and for commerce. Many panelists di scussed how
the swelling tide of Spam harns consuners and busi nesses
by inmposing significant costs on them Consuners find
t hensel ves confronting unseenly images, spending tinme
del eti ng unwant ed nmessages or not receiving valued e-nail
inlieu of receiving e-mails that prom se i medi ate
wealth or a cure-all health care.

Busi nesses | ose productivity because enpl oyees
spend tine deleting unwanted e-mail. They spend nore
nmoney putting systens in place that will dimnish the
anount of Spamthat gets through their filters. Further
there are costs, both large and small, that Spam i nposes
on internet service providers.

Qur panelists indicated that although the costs
are currently significant, they're going to give way to a
far greater harm the |oss of confidence in the powerful
conmuni cations nmediumof e-mail, and quite potentially
decreasing participation on the internet. W are at risk
of killing the killer-app.

The panelists also reaffirnmed, there's a role
for continued aggressive | aw enforcenent by the FTC and
ot her | aw enforcenent authorities. W're certainly going
to continue to pursue vigorous enforcenent against those

who threaten this communi cati ons nedium and the
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mar keti ng tool, by sending deceptive e-nmail. We'Ill also
continue our efforts to educate consuners and busi nesses
in the steps they can take to decrease the amounts of
Spam and to recogni ze deceptive Spam when they see it.
We'll continue to study the issues; we'll continue to
take i nnovative steps to try to remain at the forefront
of stopping deceptive Spam and provi di ng neani ngf ul
consuner and busi ness education. For exanple, you can
expect action fromthe FTC on the open relay issue in the
very near future.

One final housekeepi ng note, because of the
overwhel mng interest in this conference, and because of
the turnout, | realize that many of you may not have had
the chance to make a conment or ask a question. W
invite you to supplenent our record until My 16th. The
details and the instructions for doing so are on our web
page, at www. ftc.gov/ bcp/ wor kshops/ Spam

And speaking of this website, we're always
interested in sharing the information on it wth
consuners and businesses. If you'd like to join us in
this effort, then please contact Charles Lawson in our
O fice of Consunmer and Business Education, at the risk of
havi ng hi m overwhel ned, he's at clawson@tc. gov.

Again, we feel strongly about the issues

concerning Spam and | know that many of you are
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passi onate about these issues as well. 1'mglad that
we' ve been able to host this thoughtful and productive
forumas a building block to address many of these
issues. M colleagues and | | ook forward to working with
you in the future. Thank you again for devoting your
time and effort to the forum and thank you for staying
until the very end.

(Appl ause).

(Wher eupon, the hearing was concl uded.)
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