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l. INTRODUCTION

Good afternoon. | am Pamela Jones Harbour, a Commissioner at the United
States Federal Trade Commission. | begin with the usud disclaimer: the views |
express here are my own, and are not necessarily those of the Federal Trade
Commission or any other individual Commissioner.

| am ddighted to be here in Canberra at the APEC ECSG’s Data Privacy
Subgroup meeting. | would like to thank the Australian Government for hosting us
here today and a specid thanks to Colin Minihan from the Australian Government
Attorney-General'sDepartment for chairing thismeeting. | am not sureif | can thank
Colinfor this, but | am grateful for the summer weather - a welcome reprieve from
the winter coat, hat and gloves that | was wearing in Washington, DC.

| applaud the Data Privacy Subgroup on dl the work it has already



accomplished. We all agree that the APEC Privacy Framework is an important
vehicleto accommodate thedifferent privacy approacheswithinthevast Asia-Pacific
region. And | know that we dl acknowledge that our work is not done. Wejust had
avery productive two days at the implementation workshop and severd interesting
sessions on implementation today. Aswe have been discussing, these cross-border
privacy ruleswould provide amechanismto transfer data across theregion, whichis
only becoming more and more crucial in the globalized economy that we live in
today.

AsaCommissioner at the Federal Trade Commission, theU.S. agency charged
with protecting consumers, my perspectiveis one that always leads to the following
guestion: “What does this mean for consumers?’ | spent a number of years as a
partner at alarge law firm, and when you are at alaw firm, you always think, “What
doesthismean for my client?” And so now, | look atitthisway. | have quitealarge
client base in my current position as a Commissioner at the Federal Trade
Commission. Consumers are my clients. And what do cross-border privacy rules
mean for them?

Cross-border privacy rules, if implemented effectively, have the potential to
provide more consistent and reliable privacy protections for personal information
across the region. And, overall, such increased privacy protections could benefit
consumers. In addition, consumers could aso benefit in a number of ways from
unrestricted informationflowsunder cross-border privacy rules, whichisanother goal

of the implementation of the APEC Privacy Framework. Unrestricted transfers



reduce coststo businessesthat can be passed on to consumers. In short, cross-border
privacy rules havetremendous potential, and we all recognize theimportance of this
work. The challenge ahead is to figure out a way to develop rules while
accommodating differing legal systems, privacy frameworks, and enforcement
approaches. It isagainst this background that | now describe new developmentsin
the FTC's cross-border law enforcement authority.

1. THE U.S. SAFE WEB ACT AND INTERNATIONAL
ENFORCEMENT COOPERATION

A. SAFE WEB Act Background®

| am pleasedto report that the FTC has obtai ned new and expanded powersthat
will allow it to cooperate more fully with foreign law enforcement authoritiesin a
variety of areas. The U.S. SAFE WEB Act, which was signed into law only last
month—on December 22™ — providesthe FTC with updated cooperation tool sfor the
21% century. And better cooperation will help the FTC to fight arange of practices
that harm consumers.

Thereareanumber of provisions of the SAFE WEB Act that are most relevant
to international enforcement cooperation. Before outlining those, some background
on this new law will provide you some additional insight on its importance.

Asyou may know, the FTC hasthe authority to take action against companies
that engage in deceptiveor unfair actsor practices. Thisbroad authority is pursuant
to Section 5 of the FTC Act. We have used the general authority of Section 5, aswell

as some other more specialized laws to take action against companies engaging in



unfair or deceptive practices relating to privacy and data security.? |f a company
misrepresentsits privacy and data security policies and protectionsto the public, we
can allege that they are engaging in a deceptive practice; and if acompany does not
have reasonabl e safeguards to protect sensitive consumer information, we can allege
that they are engaging in an unfair practice if that practice causes substantia injury.
Using these legal theories, the FTC has brought a number of high profile cases
against large multinationa corporations as well as cases against smaller entities.’

The broad and flexible language of Section 5 has allowed the FTC to confront
practices that harm consumers — such as spam and spyware — that were unthinkable
in 1938, when the FTC first obtained authority over “unfair and deceptive acts or
practices.” Other sections of the FTC Act — particularly those that relate to
information-sharing and investigative assistance — have not been as adaptable.

For the most part, consumer protection used to be a domestic concern, and
theseinformation-sharing and investigative asd stance provisionswere part of alegal
framework that developed in earlier days. Inthose days, the concept of cross-border
commerce, and 24/7 cross-border computerized information flowswas uni maginabl e.
When the FTC Act first waswritten, American consumers did business directly with
American firms, and American companies generally directed sales to American
consumers. Of course, globalization of trade, improvementsin telecommunications,
and the Internet have changed this domestic focus. The growing use of network
technologies and the rise of electronic commerce have created a global marketplace.

The consequences of the FTC Act’'s domestic focus first surfaced in our



mission to tackle cross-border fraud — problems like pyramid and lottery schemes,
travel and credit-related ploys, and high-tech scams such as phishing and spyware.
Becauseof antiquated consumer protection laws, government enforcement authorities
around the world were constricted in their ability to keep up with con artists who
were able to manipul ate technol ogy and national bordersto strike quickly, victimize
thousands of consumersin a short period of time, and disappear with their ill-gotten
gainswithout atrace. These con artistswere often abl e to escape prosecution because
the authorities simply were unable to pursue them across national borders, or were
unable to share crucial evidence with fellow enforcement partners in other
jurisdictions.

To addressthese surmounti ng challenges, in 2003, the OECD, the Organisation
for Economic Co-operation and Devel opment, established guidelineson cross-border
fraud enforcement cooperation.* These guidelines set forth adetailed framework for
international cooperation to combat cross-border fraud. They include
recommendationson notification, information sharing, assistancewithinvestigations,
and confidentiality. In April 2006, the OECD followed up on thisinitiative with new
guidelinesfor enhanced cross-border law enforcement cooperation to combat spam.®
And now, the OECD is currently working on similar guidelines for privacy
enforcement cooperation.

At the same time that the OECD 2003 Guidelines were released, the FTC
recommended that Congress providethe FT C with enhanced powersto combat cross-

border fraud that closely tracked the OECD cross-border fraud guidelines. Theresult,



the U.S. SAFE WEB Act, will expand international cooperation in the area of cross-
border fraud and other practices that are increasingly global in nature.

B. SUMMARY OF SAFE WEB PROVISIONS

Wefeel agreat sense of accomplishment now that thislaw has passed, but our
work is hardly done — it is just beginning. We need to take advantage of our new
cooperationtoolsconsistent with our policy goals and resources. | will now highlight
for you some of the main features of SAFE WEB.

1. Sharing Compelled and Confidential Information with Foreign
Law Enforcement Authorities

First, SAFE WEB authorizes the FTC to share compelled or confidential
Information—including documents and testimony —with itsforeign law enforcement
counterparts.® Before SAFE WEB, the FTC could only share such information with
other federal, state, and local enforcers- not withforeign enforcers. Now, with SAFE
WEB, the FTC can exercise its discretion to disclose this information, particularly
when such sharing would help the FTC'sown law enforcement effortsand help U.S.
consumers. A good exampleof thisiswhentheFTC andaforeign agency investigate
the same targets.

Of course, certain conditions must be met before we are able to pass on
compelled and confidential information about a common target. For example, we
must first be provided with assurances that the information will be mantained in
confidence. Also, we must also be provided assurances that the information will be

used only for investigating or enforcing against a company engaging in possible



violations of foreign laws prohibiting fraudulent or deceptive commercial practices,
or other practicessubstantially similar to practi cesprohibited by any law administered
by the FTC. Essentially, thismeansthat the FTC will ook to see whether the foreign
agency is acting under authority similar to the FTC' s authority.

If these conditions are met, the FTC can now exerciseitsdiscretion to disclose
compelled or confidential information. Inthe scenario wherethe FTC and aforeign
agency are both investigating the same target, the FTC's ability to share more
complete information about the target can streamline paralld investigations, help
avoid duplication of efforts, and possibly speed up investigations. It could aso be
used to increase the quantity and improve the quality of evidence against the target.

2. Using Investigative Powers to Aid Foreign Law Enforcement
Authorities

Second, SAFE WEB permitsthe FTC to use itsinvestigative power on behal f
of foreign lawv enforcement agencies.” In some cases, effective enforcement
cooperation demands that the FTC reach beyond information already initsfilesand
gather new information on behalf of foreign law enforcement authorities. Before
SAFE WEB, the FTC could not have provide such assistance to a foreign agency —
even if the foreign agency’ sinvestigation would ultimately benefit U.S. consumers.
Now, if the FTC determines that the requested cooperation is consistent with its
policy goals and resources, it can issue a civil investigative demand — essentially a
subpoena—for documents and testimony to an entity located inthe United Statesand

share the information with the foreign agency. Before we use our investigative



powers, however, the FTC must —in addition to the criterial mentioned concerning
information sharing — consider whether: 1) the foreign agency would provide
reciprocal assi stanceto the Commission; 2) the useof our investigative powerswould
prejudice the public interest; and 3) the foreign agency’s investigation concerns
practices that have caused injury to a significant number of persons.®

Under this section of the Act, the FTC also may initiate a proceeding under an
existing federal statute to obtain testimony, documents, or thingsfor usein aforeign
or international proceeding.® This statute is frequently used when foreign
proceedings are already in progress, and the foreign litigant needsto obtain evidence
from the U.S. expeditiously.

3. Protecting the Confidentiality of Information from Foreign
Sources

Third,theU.S. SAFEWEB Act enablesthe FT Cto obtaininformationit would
not otherwisereceivefromforeignentities. Onthe government-to-government level,
it protects the confidentiality of information provided to the FTC by a foreign
government agency if the foreign authority requests confidential treatment as a
condition of providing the information.® This addresses the concern expressed by
some foreign government agencies that materials they share with the FTC might be
publicly disclosed in response to an inquiry under the U.S. Freedom of Information
Act, FOIA, which allows any interested person to request the FTC’s records on any
matter. Now, under SAFE WEB, the FTC will be able to guarantee confidentiality

and thereby obtain some extremely vauable information.



This exemption from public disclosure also applies to consumer complaints
that the FT Creceivesfromforeign government and private sector sources, aswell as
consumer complaint information submitted tojoint consumer complai nt projectssuch
as the international website econsumer.gov. This type of consumer complaint
information can be extremdy useful in investigating cross-border matters, and we
believe that our ability to protect this information from disclosure will increase the
volume of the information that we receive.

4. Strengthening Enforcement Rel ationships

Finaly, the U.S. SAFE WEB Act contains several provisions that will
strengthen the FTC's enforcement relationships both bilaterally and within
multilateral organizationssuch asAPEC. For example, SAFE WEB permitsthe FTC
to spend funds, within specified limits of course, on projects and consultationswith
cooperativeforeignlaw enforcement organizations.'* It also permitsthe FTC to enter
into international cooperation agreements when such agreements are required as a
condition of reciprocal assistance.”* SAFE WEB also allowsthe FTCto participate
in meaningful staff exchanges with foreign counterparts.”

As these examples show, SAFE WEB provides the FTC with expanded tools
for international enforcement cooperation that the FT C can use, when appropriate, to
address the consumer protection challenges of our increasingly global and
technological world.

| appreciate the opportunity to speak with you today and | look forward to the

remainder of the program tomorrow. Thank you.
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Credit Reporting Act, 15 U.S.C. 8§ 1681.
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