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= Ah Introduction to Biosecurity for
r——:..-h—f' VHA Research Laboratory Staff
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HIE Ba 5ic Concepts of Biosecurity
omponents ofi a Biosecurity.

= *‘i"r.).; '-III Laboratories Requiring Increased
== -Securny

s Part IV: Employee Responsibilities for VHA
Biosecurity
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= Biosecurity
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Uity is preventing unauthorized
BNty into laboratories

= ri_: or misuse of microbiological agents
= 0r hazardous agents
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.-_;_q"!f'emoval or misuse of sensitive materials
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~ e Data, equipment, computers

— Disruption of laboratories

® Terrorist incident, natural disaster, destructive
events
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> o m*r*‘é awareness of security concerns
> [0 m ﬁase employee understanding of required

FSECl r|ty measures that are designed to protect
| aff and VA resources

_: ® Tio prevent materials found in research
laboratories from being used for unintended
purposes such as bioterrorism
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BEECUrity: Protection of materlals data,
ge|] oq nt & Sites against theft or misuse
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= safety Administrative polices, work
= -practlces safety equipment, lab design
~ that protects the worker and the
environment



Bjeterrorism: Use of biologic, pathogenic
: g@n"ré;- Or terrorist activities

QJJ; -~ IVleasure of potential loss based on
rObablllty of occurrence of an event

=== ”.Effectlveness of protection

ff_ = -'—— - Consequence of loss

® Threat: Capability and intention of an
adversary or others to undertake malicious
actions
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- \/UlplE alllty A security weakness
Of rle ficiency; a susceptibility for
mr cious actions to occur; the
=—=car aC|ty to suffer harm
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Sinerallity assessment; A systematic
evsn_lug_;__t process that identifies:
=Potential threats to security

"= The impact of an event
' -—1—Iow current security measures would prevent

"ﬁ.
—

-~ an incident
— Potential solutions/protections

— Resources required to implement
solutions/protections
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—Xémpt guantities of toxins: Permissible
~amounts of toxins that a Pl is allowed to store or

~~ Use that are not subject to select agents
regulations.

— Listed on the Centers for Disease Control &
Prevention (CDC) website



http://www.cdc.gov/od/sap
http://www.aphis.usda.gov/
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o J—]ri/rlr(lc US| Agents: VHA has defined select
A EN u & toxins plus other chemicals and
fetelfeti n sources as hazardous and
’yw ng the potential to be used as tools
=for bioterrorist.

r "-’:"— See Handbook 1200.6, Appendix A
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BlAted! Policies and Regulations™

i —

ViEANandbook 1200.6' Control of Hazardous

AOENLS N VA Research Laboratories

SSBICER 72 & 73, 9 CFR 121, 7 CFR 331

[Egarding select agents and toxins

= = 10/CFR 19 & 30 regarding Nuclear Regulatory

— Commission and use of radiation

s \/A Handbook and Directive 0710 (Personnel
Suitability) & 0730 (Security)

® Other policies listed in Handbook 1200.6
Paragraph 10
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JJJF/» ec:|f|c policies based on
— \/,g’ﬁs VVHA central office policies
;uﬁ 1er Federal regulations including
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= Occupational Safety & Health Adm. (OSHA)
-’f;"—f':; - =CDC
- = US Dept. of Agriculture (USDA)

® Dept. of Transportation (DOT)
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gEtitiitional Policies R —

SEAEIty policies serve as the basis for SOPs
— Holuﬂ tell us what must be done
— Pfoje edures tell us how to do It

= ecmc laboratories may also develop
== poI|C|es and procedures that are specific to
-~ the agents present and the research that
IS conducted In the laboratory
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VSIC .TCUI'Ity
- Persom eI Security & access control
ng atlon security
= |z erlal control & accountability
= f--'%/ulnerablllty assessment
- Emergency response plans
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3 Objec;r_]?_ﬂv [0 deter or detect unauthorized
ZCHVILIES stich as theft, destruction or misuse of
PIGPENLY, equipment, materials, data etc.

- Jer i by use of physical barriers
——— undlng locks, limited access points, construction

r—-—(wmdows doors, etc.), lighting, unobstructed views
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— off entrances, fences

i

— Interior: self-closing doors, locks to individual rooms,
cabinets, refrigerators, etc.

® Detect: Intrusion alarms, security patrols, video
monitors etc.
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S ISiICaloN for NIMNG MEW persennel

— o L . .
SREGneliapplication and background checks for
coimpeEnsated and uncompensated personnel
= Q@ualifications and experience
ackground check dependent on the sensitivity level
S — jthe position & determined by Human Resource
— """‘"Management
~ * Ensuring:
— References have been contacted
— Qualifications have been verified
— Background checks completed
— Training in safety & security completed




PETSOnNne ﬁeﬂg! y. (29),

—

Y Entaming a comprehensive list of all

oerJoni have been granted access to:
%e lar” labs

=k abs contalnlng hazardous agents

= *abs containing select agents & toxins

.:-
f

—;-“___-E:;.; — BSL 3 labs

- Mamtamlng records of keycard/key
assignments
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ontrel 1s 24" heurs/day, 7 days a week
o) idel tlflcatlon pPadges Issued and displayed at all

evels of access and authorization are defined
mg on risk assessment for laboratories such as:
. -bs without hazardous agents
= r_;’_r_—abs with select agents or toxins
= — labs with radiation sources
- — BSL-3labs
e Keyecards or other control mechanisms coded to allow
access to areas the person is authorized to enter

® Procedures for immediately deactivating keycards when
lost or stolen & when employees leave
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Veianerallfnen-puklictareas as restricted
— All lat ,a’tories are restricted' areas

> Pfogee duires for challenging unauthorized persons who
e o attempt to enter restricted areas

SSPlocedures must be in place for reporting and removing
’L; U] horlzed persons

edures for escorting persons who have not been
-approved to enter restricted areas

—— il

'r__, = Delivery persons, repair technicians, maintenance, housekeeping
- and visitors

— Access should be limited to when approved laboratory staff are
present
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SDEVEIDP IMEC anisms to track who enters
rese nrrm areas

91 Biosafety Level-3 (BSL-3) laboratories: a
megg anism to track when persons both enter
and exit the laboratory

-.._..,-.—-___

— SEERSUKNG physical security measures are not

,compromlsed

;,'.f ~ = Doors are not propped open

— Cabinets/refrigerators/cold storage rooms are locked
when not in use or under direct observation

— Intrusion alarms, video cameras are not disabled
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PNPEYLEING to information regardless of storage mechanism
(_omogr %’ct‘ronic audio or visual) and to IT systems
- Sens /ge Information & data are stored securely

er, tapes, videos, etc., are locked up when not in use

== F* pdters and applicable databases or files are protected by
= passwords or other mechanisms

asswords are not shared with unauthorized individuals

= ':‘_: =+r.1format|on and/or data are only shared with authorized
~ individuals
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res for maintaining the integrity of
ss to specific kinds of information

_ rlzmg the sensitivity level of
matlon

’Based on outcome of misuse
—Compromlsmg defense
— Scientific integrity
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JIeventing| individuals from obtaining
JfJIOfmcl- on; by

— phyJ IIy stealing it

= c e s to offsite storage

___:mdlng discarded material in trash or elsewhere
Acmdental release

~  — Breach of computer/network security

- — Overhearing verbal discussions occurring in
Inappropriate areas
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sUiEnt rnventory off all'hazardeus agents IS
Eeguirea

— =l

rlelZzl dous agent inventories must be conducted
SEM -annually and reported to the Safety Officer

-.._..,-.—-___

:ra’-ventory Updated when new chemicals or
— -.._a‘gents are received or when inventory changes

= New agents acquired only when there is an
approved protocol



Vietenal Control & - 2

Accatls bl|lty‘§§-ﬁ

NeZeldoUS agents not currently In use & for
WIICH there are no immediate plans for use

] us_-_'r- a'transterred to another laboratory,
destroyed or disposed of according to VHA and
e cal policy.

—
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¢ Hazardous agents are not “shared” with other
~ investigators or laboratories without the
appropriate permissions.

® Hazardous agents must be stored in secure
areas as required by VHA and local policy
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WSystematicievaluation that identi les:

SeRoLentiall threats

= HE Impac st ofi an event if it occurs

— oY el frent security measures would prevent an incident
= r)JL:-) I al solutions/protections

- R esources required to implement solutions/protections

ST App plies qualitative and quantitative technigues to
=== analyze vulnerabilities & threats and to develop

‘_—

~ procedures to mitigate these vulnerabilities and risks

R
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pIEiASSessment -

EENT Jn-‘» |
SV hat nust be protected

— \//ivs"" appens if there is loss or misuse

: fh:V hat IS the highest priority for protection

—

= _ What will be compromised and why

,.-— _.':.'__,..——-

~— What is the probability that this will occur
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SMEMETGENCY plans must be'in place and'all

Spleyees must be familiar with the plans
Pla_n::“ Include means for emergency

e ;é *"hders 10 gain access to the area

i — _,..—-___

_.'-;» “Laboratory emergency plans must be integrated
= W|th the facility-wide plan

—-—

‘e The facility-wide plan must be coordinated with
emergency responders from the community



Part 111

oratorles Requiring
Increased Security



NSS1=3 Jalboratories
Siahoratories containing hazardous agents
S isted in Appendix A of VHA Handbook

— -."'.;":'-—*,

— e (Chemicals

-

e Radiation sources
- = Exempt guantities of toxins per the “Select Agent”
rules

® Areas containing select agents &/or toxins
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u_ IS away/ fromi public areas
'@nltorlng of access door

r\gJ 55 controll that documents entrance and departure of
NGIVIC duals

= Sp scific security standards for doors and windows
_;_;—;::t“e scific approvals required to work in BSL-3
pécmc construction requirements to ensure safety and

JIGEG

p—

= = securlty

s New BSL-3 laboratories or major renovations of existing
BSL-3 laboratories require VA Central Office (CO)
approval

d:
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BElpratories Contalnlnw

Nezerdous Ageﬁ%»

- ReqL]r*‘ storage areas including
Jginers, cabinets, refrigerators to be
Ui ad when not in direct view

= > [ al oratory must be locked when
m—’fﬁboratory workers are not present

- Speual procedures for reporting loss, theft
or release of agents
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SECITIC nventory requirements
REdiation sources
Unc --*‘control oft VHA’s National Health Physics

L-\-—-- -

Pr pgliam (Www.nhpp.med.va.gov/)
= z—-” mpI guantities of toxins

.-ﬂ-‘.-.

—;—;j-‘:" ‘Reguirements are the same as for other hazardous

_-|::__,....—
—

-~ agents

— List of exempt quantities found at
WW\W.cdc.aov/od/sap
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REGUIELEDr DY
(APH JJS)
SRCDE: Centers for Disease Control & Prevention
\P L '”"-Animal & Plant Health Inspection Service

2 Specific regulations published that address the
= POS! e‘SS|on use and transfer

'abofatorles must be registered with CDC or APHIS prior
{{) obtaining select agents or toxins

“» Personnel must undergo a specific Security Risk
Assessment conducted by FBI prior to working In
laboratory

°DC) and Department of Agriculture
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SECULY reguirements more strlngent
VrlA gdife |es are found n Handbook 1200.6

Reie ujrur found In:
= 4 f‘iFR Part 72 and 73
= CER Part 331

1' _F-_‘
T —— 1_,,

=] CFR Part 121

= --:CDC or APHIS websites contain further
~ Information including list of select agents and
~ toxins

— WWW.cdc.gov/od/sap
— WwWW.aphis.usda.gov

IH



http://www.cdc.gov/od/sap
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SREENRImIliar with'

— (o r" |Iity’s security plan and emergency response plan

= Applicanie biosecurity regulations and policies (national and
JJQ;' =

4 f‘om;e ete the required initial and annual training
=% ollow all Security procedures

== = Report

- — Any unusual activities or activities not allowed by policy or
= _ procedures

— All'breaches of security such as doors propped open, missing
chemicals or biologic agents

— All suspicious packages
e Wear your ID badge at all times
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Shployee responsibiliti

SWACESS CONtrol:
= f'-'allow someone to enter the faclility
HERINd you without their using their own

- SE éurity access device (key, card, code, etc.)
"Never share your keys, keycards or passwords

"‘; = f — Challenge any person without a photo ID or
“Who does not belong in the laboratory area
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WACCESS Control contlnued
DO me disable security systems

= Keep all storage areas, refrigerators and
= ca mets for hazardous agents and select
e gents or toxins secured by locks or other

'v-"

s ~ means when not in direct sight

- — Do not allow persons in the laboratory area
who have not been approved to access the
area

-
—
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]\/Ifllﬂfs n computer and data security

Cipate in the annual vulnerability
sment when requested

—

_ duct Inventory of all hazardous agents
-and select agents as required

-—

- Safeguard your keys, keycards, passwords
and other security codes or cards
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=PIoYEE Responsi bilitiW

SN=GIard reguests for unpublished data to the
FOLA o
SN youl believe the requested records contain

Iformation which, if disclosed, may possibly

S comproemise national/homeland security,
= communicate this concern to the:
~* FOIA Officer

~~ = ACOS/R&D who may forward the request to the Chief, Police
Service

® Report all breaches of security to your
supervisor




A secure workplace is
averyone's responsibility
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