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PRIVACY TECHNOLOGY FOCUS GROUP
EXECUTIVE SUMMARY

B acizg’roun(i

For the first time, in November 2005, the Bureau of Justice Assistance (BJA), Office of
Justice Programs (OJP), U.S. Department of Justice (DOYJ), gatiierect a group of pu]oiic and
private sector specialists to focus speciticaiiy on privacy teclmo/ogy (as oppose(i to privacy poiicy).
This Privacy Teciinoiogy Focus Group (Focus Group) was chartered to examine the use and
exciiange of personaiiy identifiable information (PII) in the context of justice information
systems and in the dissemination and aggregation of justice and pui)iic satety data. The event was
sponsore(i i)y BJA, in partnership with DOJ’s Global Justice Information Siiaring Initiative
(Gioi)ai) and the IJIS Institute.

On November 1-3, 20085, after weeks of preparatory anaiysis, the carei-uiiy selected group
of practitioners, poiicymaizers, and technologists met in Phoenix, Arizona, to i(ientity existing

and emerging technologies to support justice—reiateci privacy poiicies.
Focus Group members:

Identified what tiley considered to be the most important issues in privacy

poiicy and teciinoiogy.

*  Narrowed the focus to areas that could be a(iequateiy addressed in the given
timeframe.

* OQoutlined tangii)ie, targeteci teciinoiogy solutions.

Deveiope(i specitic recommendations for action.

Focus Areas and Recommendations

On-site, each of the Focus Group participants submitted five issues that he/she ttlougtlt
were critical to privacy poiicy and had the potentiai of i)eing addressed i)y teciinoiogy. The
collected issues were categorized into a list of suiajects. Participants then formed three Worizing
teams and selected what ti'iey considered to be priority sui)jects from that list.

Worizing teams addressed the toiiowing sui)ject matters:
* Access and Authentication
*  Data Aggregation and Dissemination

y I(ientity Theft
*  Personal Satety and Protection
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Each worizing team produce(i recommendations for their selected topics, presented in
chart format at the conclusion of this t)rieting document. A(i(titionaiiy, detailed Worizing team
reports and recommendations are contained in the full Privacy Teclmo/ogy Focus Group Report
and include aciaptation of architectural frameworks, specitic technologies, methodologies, and
business practices.

Common Issues—Important to All Topic Areas, Relevant to All Worlzing’ Teams

. . ’ .
Just as important as the worizing teams separate recommendations are common elements

expressect t)y all three groups as ttiey anaiyzect realistic solutions to cornpiex issues:

Tectinoiogy can support privacy poiicies to the extent that those poiicies are
reiiai)iy and speciticaiiy expressect within tectinoiogy frameworks.

Interopera]oiiity is ctepen(ient upon consistency and open standards. Standards
in the tectlnoiogicai world can be (an(i often are) more detailed and structured

than po/icy in the executive world.

Within the justice community, there is currentiy a gap between tectinoiogicai
capal)iiities and open standards to support the consistent explanation,

dissemination, and impiementation of privacy poiicy.

While teciinoiogists may be of assistance in translating po/icy to teclmo/ogy,
agency executives and information stewards must cieariy articulate those
poiicies and ensure ttiey are aciequateiy and accurateiy reflected in the

appiication of tectlnoiogies.

Fair Information Principies (FIPs) are the backbone of most current privacy
poiicy for the justice community. Each worieing team requesteci a review and
refinement of the FIPs as ttiey relate to specitic justice circumstances and

today’s tectlnoiogy environment and capaioiiities.

Universaiiy uncterstood, accepte(i, and supporte(i privacy teciinoiogy solutions
ciepenci on a commoniy understood lexicon. A compreiiensive giossary of

related terms should be (ieveiope(i as a next step in this process.

Specitio teciinoiogy solutions may be constrained t)y local infrastructure;
ttieretore, to avoid an aii—or—notiiing approacii to soiutions, it is important to
look at a range of options rather than limit recommendations to oniy the most

recent and, usuaiiy, most effective technoiogicai solutions.
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*  Use and refinement of the Global Justice XML Data Model (Glo]oal JXDM) to
support privacy elements will play a 1zey role in future work.

*  Whenever possﬂ)le, stakeholders and {:uncling authorities should encourage and
support the ability of each jurisdiction and information sharing community to

acquire and employ the most effective technology solutions.

Support comes in various forms, but in some measure, it is tied to 1oca1, state,
tribal, and national initiatives and funding mechanisms. Ensuring currency
of information and considerations of these groups will require close and
continued  coordination among policy bodies, £unding authorities,

technologis’cs, practitioners, executive sponsors, and private sector partners.

*  Determining appropriate access to and safeguarding against unauthorized use
of data requires more, not 1ess, information to ensure positive identification of

persons and roles .

Even the most effective privacy policy technology solutions will be subject to
the inherent risks associated with human behavior. Good technology solutions

work in tandem with sound business practices and vigilant monitoring.

Concluding’ Thoug’hts, Moving Forward

The ongoing commitment of the Privacy Technology Focus Group par’cicipan’cs—£rom
the Steering Committee members to the worlzing team leaders to the invitees—cannot be
overstated: all attendees expressed sincere interest in continuing this work and ple&ged to

contribute future time and effort to further refine the recommendations in this report.

Participants look forward to BJA’s decisions and guidance about which of these
recommendations warrant additional action and stand reacly to support the work that BJA

determines to be of most immediate value to the justice community.
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Worlzing Team One

Access and Authentication

Issue

How do you foster an appropriate balance between effective information stlaring and privacy?
Speciticaﬂy, what approactles are necessary to (tevetop appropriate, interoperat)le, and a(taptat)te business
rules and technical standards to ensure that only authorized people have access to the information

appropriate to their roles and priviteges?

) Develop standard elements/ components for interoperal)ility (suggestect
Recommendation 1 ) ] ]
outline contained in report).

Commission appropriate ad hoc entity(ies) of pu]alic and private poticy
experts and/or technologists to define technical requirements associated with
the Federated Ictentity (ID) Management and Service-Oriented Architecture
(SOA).

Recommendation 2

Create an inventory of Federated ID Management tectlnotogies, and conduct
Recommendation 3 a privacy-relatect architectural gap anatysis to determine if additional

tectmotogies should be used.

R dation 4 Review and create, where nee&ed, privacy metadata (e.g., reliat)i]ity,
ecommendation

Related to #12

sensitivity, use limitations, and personaﬂy identifiable intormation) in the

Global JXDM.

) Create a matrix (tetining roles and associated services to serve as a model to
Recommen(latlon 5 . .
ctevelop business rules and standards related to data content and messaging

architectures.

Recommendation 6 Commission further work to properly identity supporting technologies
related to Federated 1D Management and SOA and their impact on privacy.

Appoint a cross-skilled team (policy/practitioners/tectlnologists from put)tic

Recommendation 7 and private sectors) to evaluate and revise the Fair Information Principtes

(FIPs) as ttley relate to specitic justice circumstances and tectlnologies.
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Worlzing’ Team Two

Data Aggregation and Dissemination

Issue
There is a sustained trend within the justice community to move away from “silo” models of
information (e.g., (lisparate records and case management and emergency response systems) to

integra’ced pul)lic safety opera’cional and inte]ligence systems.

As access to data becomes more and more ubiquitous, technologies must be implementecl to ensure
lawful access control and use and meaning{-ul oversight, thereby ensuring compliance with privacy

policies.

Prepare a policy paper on data anonymization and its value for privacy
Recommendation 8 protection. Note: Anonymization® is not synonymous with

anonymous.

Develop a strategic plan for use of anonymization in justice, pul)lic safe’cy,
Recommendation 9 and homeland security efforts to protect privacy while enhancing

information sharing.

Request that the Global Justice Information Sharing Initiative support

Rec dation 10
ccommendation clevelopment of standards for audit functions.

Request that the National Institute of Justice conduct a research project on

R dation 11
ccommendation the maturity and applicability of immutable audit capa]oilities.

Recommendation 12 | Assemble or use existing groups to identify privacy-relatecl metadata and its
Related to #4 links to business rules.

Determine mechanisms to ensure persistence of metadata throughout
Recommendation 13 trans{;er, aggregation, and dissemination of data. Refer to the Global XML
Structure Task Force (XSTF) to build into the Global JXDM.

* In this document, the term “data anonymization” refers to technology that converts clear text data into a
nonhuman readable and irreversible form, including but not limited to preimage resistant hashes (e.g.,
one-way hashes) and encryption tec}lniques in which the clecryption 1eey has been discarded. Data is
considered anonymized even when conjoined, with pointer or pedigree values that direct the user to the
originating system, recorcl, and value (e.g., supporting selective revelation) and when anonymized records

can be associa’cecl, matclled, and/or conjoinecl with other anonymized records.
Data anonymization enables the transfer of information across a bounclary, such as between two

depar’cments within an agency or between two agencies, while reducing the risk of unintended disclosure,

and in certain environments in a manner that enables evaluation and analytics post-anonymization.
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Worlzing’ Team Three

Iclentify Theft

Issue
The pervasive and growing problem of identity theft manifests itself in myriad forms. Justice
information is certainly as susceptiue to iclentity theft as any other information, whether paper or

electronic , internal or pu]jlicly available.

. Identify best practices that ensure data quality is a priority throughout near-
Recommendation 14 i i
term and long—term business processes and tec}mology solutions.

Establish a grant condition requiring applicants/ grantees to address identity
Recommendation 15 management in plans and outcomes for programs and systems development

supportecl ljy national funcling.

Through fun(ling , training, and technical assistance, encourage 1oca1,
county, state, and regional agencies to move towards foundational
Recommendation 16 components, such as open data standards Global JXDM and National
Information Exchange Model (NIEM) and baseline definition of I&entity

data elements.

Through fun(ling , training, and technical assistance, encourage 1oca1,
Recommendation 17 county, state, and regional agencies to categorize data within existing and/or

new systems.

T}lrough {:uncling , training, and technical assistance, encourage local,
Recommendation 18 county, state, and regional agencies to develop and undertake projects related

to strong authentication and identification of the user.

. Develop enforceable policies and practices, such as audit 1ogs, that
Recommen(latlon 19 . . .
approprlately respond to potentlal systems misuse.

Form a task force to evaluate how personaﬂy identifiable information

(PIT) ** is obtained or collected and should be treated.

Recommendation 20

* Personaﬂy Identifiable Information (PII) is defined in Appendix B—G/ossary of the full Privacy Teclmo/ogy
Focus Group Report.

Page 60of7



Priv-ru:‘}' Tﬂ']’ll’lll]l}g_\' le'll.ﬂ (.-:Il:II:I.I:I .F.XI"I:'I:I.I:i.'\-'t‘ S'I.IIIIII:I.E.I'_\'

Wor l?.i ng Team Tll ree

Persnnal Sa{cty ancl Protection

[ssue

Information collected and disseminated l:y the justice system related to a person’s :::tfuly or protection
must also he sa uguu.rclvtl. For v.\'u.mla]r:

Location of a sta]lzi.ug victim

Officials” home addresses, 'p]mue numbers, and other PIT

Ir:]eu{'i{'}r of a rape victim

Confidential information such as p]lysical health or mental health

- - -
.’. .’. .’.

-
-
-

. The ".'L"t}]'ldi.]']g group concluded that recom rru:n:laﬁ:}rtr‘ from the Prrt‘utling three
Recommendations ) o
Worlz].u_gf team reports address this issue.

About Global

The U.S. Department of Justice’s Global Justice Information Sharing Initiative (Global) serves as a Federal
Advisory Committee to the U.S. Attorney General on critical justice information sharing initiatives. Global promotes
standards-based electronic information exchange to provide justice and public safety communities with timely,
accurate, complete, and accessible information in a secure and trusted environment. Global is administered by
the U.S. Department of Justice, Office of Justice Programs, Bureau of Justice Assistance.

This document was prepared under the leadership, guidance, and funding of the Bureau of Justice Assistance (BJA),

Office of Justice Programs, U.S. Department of Justice, in collaboration with the U.S. Department of Justice’s Global Justice
Information Sharing Initiative. The opinions, findings, and conclusions or recommendations expressed in this document are
those of the authors and do not necessarily represent the official position or policies of the U.S. Department of Justice.
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