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ABSTRACT

While Mandatory Access Controls (MAC) are approjgri@r multilevel secure military
applications, Discretionary Access Controls (DA@ aften perceived as meeting the
security processing needs of industry and civitjagernment. This paper argues that
reliance on DAC as the principal method of accesdrol is unfounded and
inappropriate for many commercial and civilian goweent organizations. The paper
describes a type of non-discretionary access dontote-based access control (RBAC) -
that is more central to the secure processing nefeasn-military systems than DAC.
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1 I ntroduction

The U.S. government has been involved in developawyirity technology for computer
and communications systems for some time. Althadyjances have been great, it is
generally perceived that the current state of sgciechnology has, to some extent failed
to address the needs of ll], [2] This is especially true of organizations outsiue t
Department of Defense (DoO3B]

The current set of security criteria, criteria nptetations, and guidelines has grown out
of research and development efforts on the patieDoD over a period of twenty plus
years. Today the best known U.S. computer secstiatydard is the Trusted Computer
System Evaluation Criteria (TCSHE] ). It contains security features and assurances,
exclusively derived, engineered and rationalizeskdaon DoD security policy, created to
meet one major security objective - preventinguhauthorized observation of classified
information. The result is a collection of secuptyducts that do not fully address
security issues as they pertain to unclassifiedisea processing environments.
Although existing security mechanisms have beetigigrsuccessful in promoting
security solutions outside of the D¢B) , in many instances these controls are less then
perfect, and are used in lieu of a more appropsat®f controls.



The TCSEC specifies two types of access contrakcrBtionary Access Controls (DAC)
and Mandatory Access Controls (MAC). Since the TCSEppearance in December of
1983, DAC requirements have been perceived as leamgically correct for
commercial and civilian government security ne@dsyell as for single-level military
systems. MAC is used for multi-level secure mijttaystems, but its use in other
applications is rare. The premise of this papénas there exists a control, referred to as
Role-Based Access Control (RBAC), that can be rmppropriate and central to the
secure processing needs within industry and civijavernment than that of DAC,
although the need for DAC will continue to exist.

2 Aspects of Security Policies

Recently, considerable attention has been paidsearching and addressing the security
needs of commercial and civilian government orgaions. It is apparent that significant
and broad sweeping security requirements existamitee Department of Defengg] ,

[5] ,[6] Civilian government and corporations also relyvilgaon information

processing systems to meet their individual openatl, financial, and information
technology requirements. The integrity, availapjland confidentiality of key software
systems, databases, and data networks are majogrosrthroughout all sectors. The
corruption, unauthorized disclosure, or theft afpowate resources could disrupt an
organization's operations and have immediate, s&fioancial, legal, human safety,
personal privacy and public confidence impact.

Like DoD agencies, civilian government and comnaritims are very much concerned
with protecting the confidentiality of informatiomhis includes the protection of
personnel data, marketing plans, product announeemermulas, manufacturing and
development techniques. But many of these orgaaimmhave even greater concern for

integrity. [1]

Within industry and civilian government, integritgals with broader issues of security
than confidentiality. Integrity is particularly estant to such applications as funds
transfer, clinical medicine, environmental reseagshtraffic control, and avionics. The
importance of integrity concerns in defense systhassalso been studied in recent years.

[71.[8]

A wide gamut of security policies and needs existiw civilian government and private
organizations. An organizational meaning of seguw@nnot be presupposed. Each
organization has unique security requirements, nodmyhich are difficult to meet using
traditional MAC and DAC controls.

As defined in the TCSEC and commonly implementedlCis an access control
mechanism that permits system users to allow @ildis other users access to objects
under their control:

A means of restricting access to objects basetd@identity of subjects and/or groups to
which they belong. The controls are discretionarthie sense that a subject with a certain



access permission is capable of passing that pgonifperhaps indirectly) on to any
other subject (unless restrained by mandatory acumsrol).[4]

DAC, as the name implies, permits the granting r@vdking of access privileges to be
left to the discretion of the individual users. AD mechanism allows users to grant or
revoke access to any of the objects under theiralonithout the intercession of a
system administrator.

In many organizations, the end users do not “diva‘information for which they are
allowed access. For these organizations, the catiparor agency is the actual ““owner"
of system objects as well as the programs thategssoit. Control is often based on
employee functions rather than data ownership.

Access control decisions are often determined byales individual users take on as part
of an organization. This includes the specificatibluties, responsibilities, and
gualifications. For example, the roles an individassociated with a hospital can assume
include doctor, nurse, clinician, and pharmacistieR in a bank include teller, loan
officer, and accountant. Roles can also apply fdgary systems; for example, target
analyst, situation analyst, and traffic analyst@®mon roles in tactical systems. A role
based access control (RBAC) policy bases accedsotdecisions on the functions a

user is allowed to perform within an organizati®he users cannot pass access
permissions on to other users at their discrefitas is a fundamental difference between
RBAC and DAC.

Security objectives often support a higher levglmizational policy, such as
maintaining and enforcing the ethics associatetl wiudge's chambers, or the laws and
respect for privacy associated with the diagnokalments, treatment of disease, and
the administering of medicine with a hospital. Tggort such policies, a capability to
centrally control and maintain access rights isin@gl. The security administrator is
responsible for enforcing policy and representsotiganization.

The determination of membership and the allocatioinansactions to a role is not so
much in accordance with discretionary decisiongherpart of a system administrator,
but rather in compliance with organization-spegiffotection guidelines. These policies
are derived from existing laws, ethics, regulatjamrggenerally accepted practices. These
policies are non-discretionary in the sense they #re unavoidably imposed on all users.
For example, a doctor can be provided with thes@ation to prescribe medicine, but
does not possess the authority to pass that tlamsamn to a nurse.

RBAC is in fact a form of mandatory access contoal, it is not based on multilevel
security requirements. As defined in the TCSEC, MAC

A means of restricting access to objects baset@sdnsitivity (as represented by a
label) of the information contained in the objemtsl the formal authorization (i.e.
clearance) of subjects to access information af sensitivity.[4]

Role based access control, in many applicatiogs[@., [10] , [11] is concerned more
with access to functions and information than 8yriwith access to information.



The act of granting membership and specifying tatians for a role is loosely
analogous to the process of clearing users (g@ntembership) and the labeling
(associate operational sensitivities) of objecthinvithe DoD. The military policy is with
respect to one type of capability: who can readtwifarmation. For these systems the
unauthorized flow of information from a high levela low level is the principal concern.
As such, constraints on both reads and writesresapport of that rule. Within a role-
based system, the principal concern is protectiegritegrity of information: ~“'who can
perform what acts on what information."

A role can be thought of as a set of transactibasd user or set of users can perform
within the context of an organization. Transactiares allocated to roles by a system
administrator. Such transactions include the ahidit a doctor to enter a diagnosis,
prescribe medication, and add a entry to (not simpdify) a record of treatments
performed on a patient. The role of a pharmacdtdares the transactions to dispense but
not prescribe prescription drugs. Membership iola is also granted and revoked by a
system administrator.

Roles are group oriented. For each role, a setof#actions allocated the role is
maintained. A transaction can be thought of aamstormation proceduifé] (a program

or portion of a program) plus a set of associatdd dems. In addition, each role has an
associated set of individual members. As a reRBACs provide a means of naming and
describing many-to-many relationships between idials and rights. Figuredepicts

the relationships between individual users, roles/gs, transformation procedures, and
system objects.

The term transaction is used in this paper as aetvance to refer to a binding of
transformation procedure and data storage acchssisinot unlike conventional usage
of the term in commercial systems. For examplevings deposit transaction is a
procedure that updates a savings database anddtamsfile. A transaction may also be
quite general, e.g. “'read savings file". Note éesv, that ““read" is not a transaction in
the sense used here, because the read is not twoarmrticular data item, as " read
savings file" is.

The importance of control over transactions, asepgd to simple read and write access,
can be seen by considering typical banking trarmaxt Tellers may execute a savings
deposit transaction, requiring read and write axtespecific fields within a savings file
and a transaction log file. An accounting supenvieay be able to execute correction
transactions, requiring exactly the same read aitd access to the same files as the
teller. The difference is the process executedth@dalues written to the transaction log
file.



Object 1 trans a member_of User4
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Object 2 ‘W ‘Wf\ User6

Figure 1. Role relationships

The applicability of RBAC to commercial systemsjgarent from its widespread use.
Baldwin [9] describes a database system using roles to cattess. Nash and Poland
[10] discuss the application of role based accessadotcryptographic authentication
devices commonly used in the banking industry. Wwaykvith industry groups, the
National Institute of Standards and Technologydesloped a proposed standard,
“"Security Requirements for Cryptographic ModuléBgderal Information Processing
Standard 140-1111] that will require support for access control adthanistration
through roles. To date, these role based systewesbieen developed by a variety of
organizations, with no commonly agreed upon deéinibr recognition in formal
standardsRole based access controls described in this paper address security primarily
for application-level systems, as opposed to general purpose operating systems.

3 Formal Description of RBAC
To clarify the notions presented in the previoudiea, we give a simple formal
description, in terms of sets and relations, of twhsed access control. No particular
implementation mechanism is implied.
For each subject, the active role is the one ti@subject is currently using:
AR(s: subject) = {the activerole for subject s}.
Each subject may be authorized to perform one oenuales:
RA(s: subject) = {authorized roles for subject s}.
Each role may be authorized to perform one or rnraresactions:

TA(r: role) = {transactions authorized for roler}.

Subjects may execute transactions. The predaxatést) is true if subject can execute
transactiont at the current time, otherwise it is false:

exec(s: subject, t: tran) = true iff subject s can execute transaction t.



Three basic rules are required:

1. Role assignment: A subject can execute a transaetity if the subject has
selected or been assigned a role:

Vs: subject,t :tran, (exec(s,t) = AR(S) = 0).

The identification and authentication process (@gn) is not considered a
transaction. All other user activities on the systae conducted through
transactions. Thus all active users are requirdtht® some active role.

2. Role authorization: A subject's active role musabthorized for the subject:
Vs: subject, (AR(s) < RA(9)).

With (1) above, this rule ensures that users demda only roles for which they
are authorized.

3. Transaction authorization: A subject can executargsaction only if the
transaction is authorized for the subject's aatile:

Vs: subject,t : tran, (exec(s,t) =t € TA(AR(9))).

With (1) and (2), this rule ensures that usersebatute only transactions for which they
are authorized. Note that, because the conditisnabnly if", this rule allows the
possibility that additional restrictions may beqad on transaction execution. That is, the
rule does not guarantee a transaction to be exgeytast because it is iIFA(AR(S)), the

set of transactions potentially executable by thgext's active role. For example, a
trainee for a supervisory role may be assigneddleeof ~ Supervisor", but have
restrictions applied to his or her user role timattlaccessible transactions to a subset of
those normally allowed for the Supervisor role.

In the preceding discussion, a transaction has defmed as a transformation procedure,
plus a set of data items accessed by the transfiomarocedure. Access control in the
rules above does not require any checks on thésuggtt to access a data object, or on
the transformation procedure's right to accesdaitian, since the data accesses are built
into the transaction. Security issues are addrdsgdihding operations and data into a
transaction at design time, such as when privasyess are addressed in an insurance
guery transaction.

It is also possible to redefine the meaning oansaction” in the above rules to refer only
to the transformation procedure, without includaniginding to objects. This would
require a fourth rule to enforce control over thedas in which users can access objects
through transaction programs. For example, a fowtthsuch as

4. Vs: subject,t :tran,0: object, (exec(s,t) = access(AR(S),t, 0, X)).



could be defined using a transaction (redefinedatasformation procedure) to object
access functioaccess(r, i, 0, X) which indicates if it is permissible for a subjectoler

to access objectin modex using transactioty wherex is taken from some set of modes
such as read, write, append. Note that the Clarkéfiaccess control triple could be
implemented by letting the mode$e the access modes required by transattemd
having a one-to-one relationship between subjetdsales. RBAC, as presented in this
paper, thus includes Clark and Wilson access cbasra special case.

Use of this fourth rule might be appropriate, frample, in a hospital setting. A doctor
could be provided with read/write access to a pigson file, while the hospital
pharmacist might have only read access. (Recdlug®of the first three rules alone
requires binding the transaction prograand data objects thatan access, and only
controls access to the transactions.) This altemapproach using the fourth rule might
be helpful in enforcing confidentiality requirement

Another use of RBAC is to support integrity. Intighas been defined in a variety of
ways, but one aspef@] of integrity is a requirement that data and preese modified
only in authorized ways by authorized users. Teenss to be a reasonable security
objective for many real systems, and RBAC shouldfydicable to such systems.

In general, the problem of determining whether di@ee been modified only in
authorized ways can be as complex as the traneatiid did the modification. For this
reason, the practical approach is for transactiome certified and trusted. If transactions
must be trusted then access control can be incatgabdirectly into each transaction.
Requiring the system to control access of trangagirograms to objects through the
access function used in rule (4) might then beeduli$orm of redundancy, but it could
involve significant overhead for a limited beneéfitenforcing integrity requirements.
Therefore, inclusion of a transaction to objectessccontrol function in RBAC would be
useful in some, but not all applications.

4 Centrally Administering Security Using RBAC

RBAC is flexible in that it can take on organizai#b characteristics in terms of policy
and structure. One of RBAC's greatest virtuesasaiministrative capabilities it
supports.

Once the transactions of a Role are establishddnat system, these transactions tend to
remain relatively constant or change slowly overeti The administrative task consists of
granting and revoking membership to the set ofifpdmamed roles within the system.
When a new person enters the organization, therastnator simply grants membership
to an existing role. When a person's function ckangithin the organization, the user
membership to his existing roles can be easilytddland new ones granted. Finally,
when a person leaves the organization, all memiper$t all Roles are deleted. For an
organization that experiences a large turnovereasgnnel, a role-based security policy is
the only logical choice.



In addition, roles can be composed of roles. Farmgle, a Healer within a hospital can
be composed of the roles Healer, Intern, and DoEigure2 depicts an example of such
a relationship.

Object 1 trans a Aw Userl

HealerJ‘ member of | gqr2

Object 2 *W 7y ‘memb\er_l\ User3
member_of

Object 3 trans ¢ member_of User4d

Intem> member_of | jger5

Object 4 *m 7y ‘memb\er_ol\ User6

member_of
Object 5 trans e member_of User7
DOD‘ member of _|gerg
Object 6 W ‘memb\er_l\ User9

Figure 2: Multi-Role relationships

By granting membership to the Role Doctor, it ileplaccess to all transactions defined
by Intern and Healer, as well as those of a Do@arthe other hand, by granting
membership to the Intern role, this implies tratisas of the Intern and Healer not the
Doctor. However, by granting membership to the Eleadle, this only allows access to
those resources allowed under the role Healer.



5 Principle of Least Privilege

The principle of least privilege has been descridgdnportant for meeting integrity
objectives[8] The principle of least privilege requires thatsgmube given no more
privilege than necessary to perform a job. Ensuleagt privilege requires identifying
what the user's job is, determining the minimumodgtrivileges required to perform that
job, and restricting the user to a domain with éhpsvileges and nothing more. By
denying to subjects transactions that are not sacggor the performance of their duties,
those denied privileges cannot be used to circuibbenorganizational security policy.
Although the concept of least privilege currentkysés within the context of the TCSEC,
requirements restrict those privileges of the spsaeiministrator. Through the use of
RBAC, enforced minimum privileges for general systgsers can be easily achieved.

6 Separation of Duties

RBAC mechanisms can be used by a system admiwisina¢nforcing a policy of
separation of duties. Separation of duties is cmmed valuable in deterring fraud since
fraud can occur if an opportunity exists for cobledition between various job related
capabilities. Separation of duty requires thatg@articular sets of transactions, no single
individual be allowed to execute all transactionghin the set. The most commonly used
examples are the separate transactions needeitidteia payment and to authorize a
payment. No single individual should be capablexacuting both transactions.
Separation of duty is an important consideratioread systemd1] ,[12],[13], [14]

The sets in question will vary depending on theliappon. In real situations, only
certain transactions need to be restricted ungeragon of duty requirements. For
example, we would expect a transaction for "allegrayment” to be restricted, but a
transaction ““submit suggestion to administrataslild not be.

Separation of duty can be either static or dyna@a@npliance with static separation
requirements can be determined simply by the assghof individuals to roles and
allocation of transactions to roles. The more diffi case is dynamic separation of duty
where compliance with requirements can only berdeteed during system operation.
The objective behind dynamic separation of dutpiallow more flexibility in

operations. Consider the case of initiating antd@uzing payments. A static policy
could require that no individual who can serve agnpent initiator could also serve as
payment authorizer. This could be implemented tsugng that no one who can perform
the initiator role could also perform the authorimde. Such a policy may be too rigid
for commercial use, making the cost of securityaggethan the loss that might be
expected without the security. More flexibility ddue allowed by a dynamic policy that
allows the same individual to take on both initreaad authorizer roles, with the
exception that no one could authorize paymentshibatr she had initiated. The static
policy could be implemented by checking only radésisers; for the dynamic case, the
system must use both role and user ID in checkiegss to transactions.

Separation of duty is necessarily determined bylitimms external to the computer
system. The Clark-Wilsofi] scheme includes the requirement that the systeimtaia



the separation of duty requirement expressed iat¢kess control triples. Enforcement is
on a per-user basis, using the user ID from thessccontrol triple. As discussed above,
user functions can be conveniently separated lgy sihce many users in an organization
typically perform the same function and have theeaccess rights on TPs and data.
Allocating access rights according to role is ddstpful in defining separation of duty in

a way that can be enforced by the system.

7 Summary and Conclusions

In many organizations in industry and civilian goveent, the end users do not ““own"
the information for which they are allowed accéss. these organizations, the
corporation or agency is the actual “owner" atem objects, and discretionary access
control may not be appropriate. Role-Based Acces¥rGl (RBAC) is a
nondiscretionary access control mechanism whi@walland promotes the central
administration of an organizational specific setyupolicy.

Access control decisions are often based on tles rotividual users take on as part of
an organization. A role specifies a set of transastthat a user or set of users can
perform within the context of an organization. RBAfovide a means of naming and
describing relationships between individuals agtits, providing a method of meeting
the secure processing needs of many commerciatiaitidn government organizations.

Various forms of role based access control have described and some are used in
commercial systems today, but there is no commaatgpted definition or formal
standards encompassing RBAC. As such, evaluatidnesting programs for these
systems have not been established as they hasgdtmms conforming to the Trusted
Computer Security Evaluation Criteria. This pap@poesed a definition of The
requirements and access control rules for RBAC gseg in this paper could be used as
the basis for a common definition of access costbalsed on user roles.

References

1D.D. Clark and D.R. Wilson. A Comparison of Commalrand Military Computer
Security Policies. InEEE Symposium on Computer Security and Privacy, April 1987.
2 Computers at Risk. National Research Council, Malid\cademy Press, 1991.

3 Minimum Security Functionality Requirements for Mtser Operating Systems
(draft). Computer Systems Laboratory, NIST, Jan@&ry992.

4 Trusted Computer Security Evaluation Criteria, D&D0.28-STD. Department of
Defense, 1985.

5Z.G. Ruthberg and W.T. Polk, EditoReport of the Invitational Workshop on Data
Integrity. SP 500-168. Natl. Inst. of Stds. and Technold§3o.

6 S.W. Katzke and Z.G. Ruthberg, EditdrReport of the Invitational Workshop on
Integrity Policy in Computer Information Systems. SP 500-160. Natl. Inst. of Stds. and
Technology, 1987.

7 J.E. Roskos, S.R. Welke, J.M. Boone, and T. Mayfikltegrity in Tactical and
Embedded Systems. Institute for Defense Analys€s88+034883/1, October 1989.



8 Integrity in Automated Information Systems. NatibBamputer Security, Center,
September 1991.

9 R.W. Baldwin. Naming and Grouping Privileges to Biity Security Management in
Large Databases. lEEE Symposium on Computer Security and Privacy, 1990.

10 K.R. Poland M.J. Nash. Some Conundrums Concernapgu@tion of Duty. INREEE
Symposium on Computer Security and Privacy, 1990.

11 Security Requirements for Cryptographic Modulesldfal Information Processing
Standard 140-1, National Institute of StandardsEexhnology, 1992.

12 W.R. Shockley. Implementing the Clark/Wilson Inté&gPolicy Using Current
Technology. InProceedings of 11th National Computer Security Conference, October
1988.

13 A R. Sandhu. Transaction Control Expressions fgagsion of Duties. Ifourth
Aerospace Computer Security Applications Conference, December 1988.

14 S. Wiseman P. Terry. A 'New' Security Policy ModellEEE Symposium on
Computer Security and Privacy, May 1989.



