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Preface

The Department of Homeland Security (DHS) Office of Inspector General (OIG) was
established by the Homeland Security Act of 2002 (Public Law 107-296) by amendment to the
Inspector General Act of 1978. This is one of a series of audit, inspection, and special reports
prepared as part of our oversight responsibilities to promote economy, efficiency, and
effectiveness within the department.

This report presents the information technology (IT) management letter for the FY 2008
Customs and Border Protection (CBP) balance statement audit as of September 30, 2008. It
contains observations and recommendations related to information technology internal control
that were not required to be reported in the financial statement audit report (OIG-09-09,
November 2008) and represents the separate restricted distribution report mentioned in that
report. The independent accounting firm KPMG LLP (KPMG) performed the audit of CBP’s
FY 2008 financial statements and prepared this IT management letter. KPMG is responsible
for the attached IT management letter dated December 4, 2008, and the conclusions expressed
in it. We do not express opinions on CBP’s financial statements or internal control or make
conclusions on compliance with laws and regulations.

The recommendations herein have been developed to the best knowledge available to our
office, and have been discussed in draft with those responsible for implementation. We trust
this report will result in more effective, efficient, and economical operations. We express our
appreciation to all of those who contributed to the preparation of this report.

Richard L. Skinner
Inspector General



2001 M Street, NW
Washington, DC 20036

December 4, 2008

Inspector General
U.S. Department of Homeland Security

Commissioner
U.S. Customs and Border Protection

Chief Information Officer
U.S. Customs and Border Protection

We have audited the consolidated balance sheets of the U.S. Department of Homeland Security’s
(DHS) Customs and Border Protection (CBP) as of September 30, 2008 and 2007, and related
consolidated statements of net cost, changes in net position, custodial activity and the combined
statement of budgetary resources (hereinafter, referred to as “consolidated financial statements™) for
the years then ended. In planning and performing our audit of CBP’s consolidated financial
statements, we considered CBP’s internal control over financial reporting in order to determine our
auditing procedures for the purpose of expressing our opinion on the consolidated financial statements.

In connection with our fiscal year 2008 audit, we considered CBP’s internal control over financial
reporting by obtaining an understanding of CBP’s internal controls, determining whether internal
controls had been placed in operation, assessing control risk, and performing tests of controls in order
to determine our procedures. We limited our internal control testing to those controls necessary to
achieve the objectives described in Government Auditing Standards and OMB Bulletin No. 07-04,
Audit Requirements for Federal Financial Statements. We did not test all internal controls relevant to
operating objectives as broadly defined by the Federal Managers’ Financial Integrity Act of 1982
(FMFIA). The objective of our engagement was not to provide an opinion on the effectiveness of
CBP’s internal control over financial reporting. Accordingly, we do not express an opinion on the
effectiveness of CBP’s internal control over financial reporting.

A control deficiency exists when the design or operation of a control does not allow management or
employees, in the normal course of performing their assigned functions, to prevent or detect
misstatements on a timely basis. A significant deficiency is a control deficiency, or combination of
control deficiencies, that adversely affects CBP’s ability to initiate, authorize, record, process, or
report financial data reliably in accordance with U.S. generally-accepted accounting principles such
that there is more than a remote likelihood that a misstatement of CBP’s financial statements that is
more than inconsequential will not be prevented or detected by CBP’s internal control over financial
reporting. A material weakness is a significant deficiency, or combination of significant deficiencies,
that results in more than a remote likelihood that a material misstatement of the financial statements
will not be prevented or detected by CBP’s internal controls.



LASL

We noted certain matters involving internal control and other operational matters with respect to
information technology that are summarized in the Information Technology Management Letter
starting on page 1. These comments contribute to the significant deficiency presented in our
Independent Auditors’ Report, dated November 15, 2008, and represent the separate restricted
distribution report mentioned in that report.

The comments described herein have been discussed with the appropriate members of management
through a Notice of Finding and Recommendation (NFR); and are intended For Official Use Only.
We aim to use our knowledge of CBP’s organization gained during our audit engagement to make
comments and suggestions that we hope will be useful to you. We have not considered internal control
since the date of our Independent Auditors’ Report.

The Table of Contents on the next page identifies each section of the letter. In addition, we have
provided: a description of key financial systems and information technology infrastructure within the
scope of the FY 2008 CBP financial statement audit is provided in Appendix A, a description of each
internal control finding is provided in Appendix B, and the current status of the prior year NFRs is
presented in Appendix C.

This report is intended for the information and use of DHS and CBP management, the DHS Office of
Inspector General, the U.S. Office of Management and Budget, the U.S. Congress, and the
Government Accountability Office, and is not intended to be and should not be used by anyone other
than these specified parties.

Very truly yours,

KPMe P
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OBJECTIVE, SCOPE AND APPROACH

We have audited the consolidated balance sheets of the U.S. Department of Homeland Security’s
(DHS) Customs and Border Protection (CBP) as of September 30, 2008 and 2007, and related
consolidated statements of net cost, changes in net position, custodial activity and the combined
statement of budgetary resources (hereinafter, referred to as “consolidated financial statements™) for
the years then ended. The overall objective of our audit was to evaluate the effectiveness of IT general
controls of CBP’s financial processing environment and related IT infrastructure as necessary to
support the audit. The Federal Information System Controls Audit Manual (FISCAM), issued by the
Government Accountability Office, formed the basis of our audit. The scope of the IT general
controls assessment included testing at CBP’s Office of Information Technology (OIT) and other
offices related to the IT general controls portion of the financial statement audit.

FISCAM was designed to inform financial auditors about IT controls and related audit concerns to
assist them in planning their audit work and to integrate the work of auditors with other aspects of the
financial audit. FISCAM also provides guidance to IT auditors when considering the scope and extent
of review that generally should be performed when evaluating general controls and the IT environment
of a federal agency. FISCAM defines the following six control functions to be essential to the
effective operation of the general IT controls environment.

o Entity-wide security program planning and management (EWS) — Controls that provide a
framework and continuing cycle of activity for managing risk, developing security policies,
assigning responsibilities, and monitoring the adequacy of computer-related security controls.

e Access control (AC) — Controls that limit and/or monitor access to computer resources (data,
programs, equipment, and facilities) to protect against unauthorized modification, loss, and
disclosure.

o Application software development and change control (ASDCC) — Controls that help to prevent the
implementation of unauthorized programs or modifications to existing programs.

o System software (SS) Controls — Controls that limit and monitor access to powerful programs that
operate computer hardware and secure applications supported by the system.

o Segregation of duties (SD) — Controls that constitute policies, procedures, and an organizational
structure to prevent one individual from controlling key aspects of computer-related operations,
thus deterring unauthorized actions or access to assets or records.

e Service continuity (SC) — Controls that involve procedures for continuing critical operations
without interruption, or with prompt resumption, when unexpected events occur.

To complement our general IT controls audit, we also performed technical security testing for key
network and system devices, as well as testing of key financial application controls. The technical
security testing was performed from within select CBP facilities, and focused on test, development,
and production devices that directly support CBP financial processing and key general support
systems.
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In addition to testing CBP’s general control environment, we performed application control tests on a
limited number of CBP financial systems and applications. The application control testing was
performed to assess the controls that support the financial systems’ internal controls over the input,
processing, and output of financial data and transactions.

. Application Controls (APC) - Application controls are the structure, policies, and
procedures that apply to separate, individual application systems, such as accounts payable,
inventory, payroll, grants, or loans.
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SUMMARY OF FINDINGS AND RECOMMENDATIONS

Financial IT systems security is essential to achieving effective, reliable reporting of financial and
performance data. As a part of our engagement to perform the financial statement audit, we performed
an evaluation of the general controls over significant CBP financial IT systems. Effective general
controls are typically defined by the GAO’s FISCAM, in six key control areas: entity-wide security
program planning and management, access control, application software development and change
control, system software, segregation of duties, and service continuity. In addition to general controls,
financial systems contain application controls, which are the structure, policies, and procedures that
apply to use, operability, interface, edit and monitoring controls of an application. We tested various
application controls of key CBP financial systems as part of our IT audit test work.

During fiscal year (FY) 2008, CBP took corrective action to address prior year IT control weaknesses.
For example, CBP made improvements in how they track the hiring, termination and systems access
of contracted employees within the Office of Information Technology (OIT). Also, issues with the
tracking of backup tapes and their location were addressed, as well as issues surrounding the
management review of control overrides performed in the

However, during FY 2008, we continued to identify IT general control weaknesses at CBP. The most
significant weaknesses, from a financial statement audit perspective, related to controls over access to
programs and data. Collectively, the IT control weaknesses limited CBP’s ability to ensure that
critical financial and operational data were maintained in such a manner to ensure confidentiality,
integrity, and availability. In addition, these weaknesses negatively impacted the internal controls
over CBP financial reporting and its operation and we consider them to collectively represent a
significant deficiency for CBP under standards established by the American Institute of Certified
Public Accountants (AICPA). The information technology findings were combined into one
significant deficiency regarding Information Technology for the FY 2008 audit of the CBP
consolidated financial statements.

Although we noted improvement, many of the conditions identified at CBP in FY 2007 have not been
corrected because CBP still faces challenges related to the merging of numerous IT functions,
controls, processes, and organizational resource shortages. During FY 2008, CBP took steps to
address these conditions. Despite these improvements, CBP needs further emphasis on the monitoring
and enforcement of access controls. CBP needs to further emphasize the importance of developing
and implementing well-documented procedures at the system and entity-level. Many of the issues
identified during our review, which were also identified during FY 2007 and prior, can be addressed
through a more consistent application of DHS and CBP policies for IT controls.

While the recommendations made by KPMG should be considered by CBP, it is the ultimate
responsibility of CBP management to determine the most appropriate method(s) for addressing the
weaknesses identified based on their system capabilities and available resources.
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IT GENERAL CONTROL FINDINGS BY AREA

Conditions: In FY 2008, the following IT and financial system control weaknesses were identified at
CBP. Many of the issues identified during our FY 2008 engagement were also identified during FY
2007. The following IT and financial system control weaknesses result in IT being reported as
contributing to a significant deficiency for financial system security.

1. Access controls — we noted:

Some active connections to do not have documented interconnection security agreements
(ISA) in place;

CBP does not maintain a centralized listing of contract personnel, including employment
status. Currently, CBP only maintains contractor information for OIT contractors. While this
is a majority of CBP contractors, it does not include all CBP contractors. Additionally, as a
result of additional test work, we noted data validity issues in the ;

CBP workstation policy for screensavers is not appropriately implemented. Specifically we
noted that the configuration of a password-protected screensaver can be modified by the user,
allowing that user to remove the password requirement and also disabling the screensaver
completely;

The following issues in regard to for the

o A solution has been implemented to track and monitor security and audit related
activity but has not been operational for the entire fiscal year;

o There is a configuration weakness for capturing security and audit related activity
in the Protection application. The configuration has
changed on multiple occurrences in regards to tracking activity for the to

> field in FY 2008; and

o There is no defined method to generate and review security audit logs for security
violations.

CBP implemented a script to disable accounts after thirty days of inactivity. However, the
script was not functioning appropriately for most of the fiscal year and was only remedied
during the third quarter of FY 2008;

A total of 10 mainframe audit logs were not available for the following dates: November 12,
2007, February 22, 2008, and March 7, 2008. For November 12, 2007, logs were not available

for , and . For February
22,2008, logs were not available for the and . For March 7, 2008,
logs were not available for , and . It was further noted

that all mainframe audit and system utility logs that went digital after April 1, 2008 were
available for review;

has been adjusted to limit active temporary and/or emergency access to 24 hours after the

request. It was noted, however, that the emergency table is still in use. Further, administrator
or supervisory approval is not required each time temporary or emergency access is activated.
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Also, Information System Security Manager (ISSM) approval is not required, conflicting with
DHS policy;

e There are currently no procedures in place for the completion of semi-annual recertifications of
the accounts. KPMG also notes that a recertification of the accounts is
not performed on a semi-annual basis;

e When changes to a user’s access are performed in the log of these events is not regularly
reviewed by personnel independent from those individuals that initiated the changes. It was
further noted that logs from March 2008 through July 2008 have not been reviewed by the

Information System Security Officer (ISSO) or an independent reviewer;

e Out of 25 dates selected for review, six security violation report reviews were not
available;

e Authorizations are not being maintained for personnel that have administrator access to the
access control program. Additionally, it was noted in FY 2008 that
access requests for new mainframe are requested and
approved verbally;

e Access request forms were not available for review for three accounts created by the
administrators during FY 2008;

e CBP-241 Employee Separation Forms are not completed consistently, with employee and/or
supervisor signature missing from 7 of the 25 separated employees selected;

e Formal procedures do not exist for the security violation log review process. It was
further noted that informal procedures are used by the network security specialist to inspect the
security violation log for suspicious activity and to document the review;

e Formal procedures do not exist for the review process of audit and
. It was further noted that informal procedures are used by the ISSOs to
inspect logs for suspicious and unusual activity and to document the review;

o The special characters requirement under password complexity was not appropriately
configured for

e Access authorizations for emergency and temporary access to
are not approved by the ISSM, as required by DHS policy;

e A Customs Directive was provided as separation procedures for contractors and this directive
was dated September 2001. The directive references Treasury policies as source
documentation. This directive is out of date, as CBP is no longer a part of the Department of
Treasury. Additionally, CBP-242 contractor separation forms are not completed consistently
for separating CBP contractors. Specifically, it was noted that all forms for selected separated
contractors were completed; however, 6 of the selected 25 separated contractors’ forms were
completed at least one month after the individual separated from CBP;

e Non-disclosure agreements (NDAs) are not consistently mandated for CBP contractors;
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e The parameters for the audit and (
) are not configured to collect
appropriate data. KPMG further noted that three out of the six
do not produce any data in the log;

e CBP does not currently require individuals to sign a rules of behavior prior to gaining access to
CBP information systems;

e The following weaknesses were identified for the Security Audit Logs procedures:

o Procedures do not define how often the security audit logs are reviewed.

o Procedures do not describe the documented evidence of review process,
Security Violation Log Report, which is created by the ISSO/Independent
Reviewer.

o Procedures do not define the sampling methodology that is used to select
daily security logs.

o Procedures were not effective for all of FY 2008 (October 1, 2007 — September
30, 2008);

o The initial password granted to new accounts is not in compliance with DHS
requirements;

e CBP does not have a method of tracking completion of security awareness training for CBP
employees and contractors. Individuals from the program team responsible for security
awareness training do not have the ability to identify those individuals who have not
completed security awareness training and, therefore, can not ensure all CBP personnel have
completed this training;

e The Security Administrators Handbook is out of date and has inaccurate statements of
CBP and DHS policies. Specifically, the following weaknesses were identified:
o Out-of-date references to US Customs Service,
o References to out-of-date Customs (now CBP) policies and procedures (1400-

05a),
o Requirement that initial passwords are set to a weak password string,
o Statement that does not allow special characters in passwords;
e The following weaknesses were identified in access control procedures:
o A periodic (at least semi-annual) recertification of all portal accounts is not
performed,
o Formal procedures are not documented for the creation of portal accounts,
o is not configured to disable accounts after 45 days of inactivity on the
system; and
e Two accounts that were created during FY 2008 did not have appropriate access
authorization forms maintained by the administrators. It was further noted
that multiple administrators on the had accounts created by other groups than the
Support Team.
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2. Application software development and change controls — no condition noted.

3. Service continuity — we noted:

o is not installed on all workstations for the majority of the fiscal year as
required. Specifically, it was noted that as of 3/31/2008, 4,751 workstations out of 50,282
workstations do not have installed;

e That a complete and up-to-date listing of all CBP workstations is not maintained;

o the system used to enforce virus protection policies, was not
installed on all CBP workstations on . It was noted that as of 8/11/2008,
0.25% of all workstations on did not appear on the listing. In addition to
this, a conclusion could not be obtained on whether all CBP workstations have antivirus
protection, as those workstations that are not on are not communicating with

b

e The most recent business continuity planning (BCP) testing was incomplete. Specifically, it
was noted that not all systems were brought online as required since sufficient hardware was
unavailable at the recovery facility to fully and properly perform the continuity testing; and

e Documented hardware maintenance procedures do not exist for the environment
supporting

4. Entity-wide security program planning and management — no conditions noted.

5. System software — we noted during our technical testing:

e Configuration management exceptions were identified on

and hosts supporting the and applications; and
e Patch management exceptions were identified on hosts supporting the and the
applications.

6. Segregation of duties — no conditions noted.

Recommendations: We recommend that the CBP Office of Chief Information Officer (OCIO), in
coordination with the Office of the Chief Financial Officer (OCFO), make the following
improvements to the CBP financial management systems:

1. For access controls:

e Review and maintain a listing of active connections with the and account for each
connection with a documented interconnection security agreement (ISA);
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e Work on the to ensure that all CBP contractors are included in the
database and that the data for each contractor is complete and accurate;

e Determine a method for appropriately applying CBP and DHS policy requiring automatically-
activated, password-protected screensavers after a period of inactivity;

e Properly capture appropriate audit log data per DHS policy. KPMG further recommends that a
method for generating and reviewing security audit logs be developed for the
according to CBP and DHS policy, to detect potential security events;

e Regularly run the updated script on the system to disable user accounts after the DHS-
specified period of inactivity;

e Maintain audit and per DHS policy;

e Develop and implement procedures that will appropriately restrict the use of emergency or
temporary access within and that requires documented supervisory approval from the
ISSM confirming this access is needed. In addition, CBP should perform regular
recertifications of the emergency access table to ensure persons with the capability to request
temporary or emergency access need to remain on the emergency access table;

e Develop formal procedures for recertifying accounts and access to shared data and
perform regular recertifications of accounts and access to shared data as required
by developed procedures;

e Implement the review of security audit logs on a periodic basis by an independent
reviewer and formalize these procedures in detail for the review of security audit logs;
e Follow DHS policy and maintain documented evidence of review for security

violation logs for the duration outlined in DHS policy;

e Develop and implement procedures to restrict access to mainframe administrative capabilities
and require documented authorization requests and approval for each person requiring access
to the administrative capabilities;

e Continue to develop a method for tracking and consolidating access request forms for the
and continue to implement the procedures developed to control account creation;

e Require managers to consistently complete the CBP-241 forms that are required as set forth in
CBP directives and policy;

e Create formal procedures to document the security violation log review process;

e Create formal procedures to document the review process for audit and

B

e Follow DHS policy and improve password complexity by including special characters for the
application;
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e Adjust CBP-level and -level policies to require the ISSM to approve the emergency and
temporary access authorizations prior to access being granted. Require documented
supervisory approval from the ISSM each time a user requires emergency access abilities;

e Review contractor separation directives, document an up-to-date review of this document and
make modifications as needed based on the new operating environment for CBP as part of the
Department of Homeland Security. Require the consistent and accurate completion of the
CBP-242 forms for all separating contractors;

e Enforce DHS’ requirement that a non-disclosure agreement be signed by all contractors in a
moderate and high risk level position to ensure that they are aware of their responsibilities in
protecting the confidentiality of DHS and CBP data;

e Properly configure audit and to capture appropriate data for the
and that CBP maintain audit and per
DHS policy;

e Require all employees and contractors sign rules of behavior prior to being granted any system
access. Additionally, for personnel that already have systems access, CBP should prioritize
having these individuals sign rules of behavior to maintain their systems access;

e Create detailed procedures that document the review process for security audit logs that
includes the documented evidence of review;

e Update the Security Administrator Handbook to require a strong password that is in
compliance with DHS and CBP password policies to be set as the initial password for all new
accounts;

e Develop a method for determining individuals who have and have not completed security
awareness so that they can actively work towards 100% compliance with the DHS requirement
that all individuals with systems access complete annual security awareness training;

e Perform a full review of the Security Administrators Handbook and updates be made to
the document to reflect the current operating environment. This review should be fully
documented and the Handbook should be updated to include a change log as evidence of the
updates made;

e Document and implement policies and procedures for access control; and

e Limit the organization that can create accounts and administrator accounts and require
any accounts created to be created by a single organization.

No findings or recommendations were noted for application software development and change
control.

For service continuity:
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e Implement procedures to regularly review and monitor the workstations that have
installed and perform inquiries to determine why identified workstations do not have
installed;

e Work with administrators across the country to ensure that new and existing workstations are
added to a CBP domain to appropriately account for all workstations;

e Develop procedures to regularly review and monitor the workstations that have antivirus
protection installed and perform inquiries to determine why identified workstations do not
have the protection installed and updated;

e Work to allocate the appropriate hardware at to allow for the system availability to
fully test the business continuity plan to ensure that has the capability to support CBP
in the event that the is rendered unavailable for production; and

e Document hardware maintenance procedures to ensure a consistent application of
maintenance methodologies for the environment.

4. No findings or recommendations were noted for entity-wide security program planning and
management.

5. For system software:

e Immediately address configuration management exceptions that were identified during
technical testing on ) and hosts supporting the
and applications; and

e Immediately address patch management exceptions that were identified during technical
testing on hosts supporting the and the and applications.

6. No findings or recommendations were noted for segregation of duties.

Cause/Effect: Due to the increased allocation of resources to the development and
implementation project, organizational realignments, and staff turnover, resources were not
consistently available throughout the year to address all prior year issues noted above. While CBP
addressed a significant number of prior year issues, several remain unresolved. Some issues from the
prior year have already been addressed; however, the findings were reissued as these findings were not
resolved for the entire fiscal year, which is within the scope of the audit. Additionally, several
weaknesses were noted as a result of changes in DHS policy since FY 2007 that had not been
incorporated into CBP policy and implementation. By not addressing the conditions noted above, the
possibility exists for CBP that these risks will be exploited, in either a singular fashion or in
combination which might affect the availability, confidentiality or integrity of CBP’s financial data.
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Criteria: The Federal Information Security Management Act (FISMA) passed as part of the Electronic
Government Act of 2002, mandates that Federal entities maintain IT security programs in accordance with
OMB and NIST guidance. OMB Circular No. A-130, Management of Federal Information Resources,

and various NIST guidelines describe specific essential criteria for maintaining effective general IT
controls. In addition, OMB Circular No. A-127 prescribes policies and standards for executive
departments and agencies to follow in developing, operating, evaluating, and reporting on financial
management systems. In closing, for this year’s IT audit, we assessed CBP’s compliance with DHS 43004
Sensitive Systems Handbook. Additionally, we assessed CBP’s implementation of CBP policy, the
Information Systems Security Policies and Procedures Handbook, version 1.3.
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APPLICATION CONTROL FINDINGS

During FY 2007, KPMG noted that weaknesses over the processing of drawback claims exist within
the system. Specifically, did not support the tracking of drawback items to the line item
level. Rather, only tracked drawbacks on a summary level. This control weakness was
identified in FYs 2003, 2004, 2005, and 2006. This control weakness was presented to CBP
management by the KPMG financial statement team as a significant control weakness and also noted
by the KPMG IT team.

Also, due to the design of , certain controls could be overridden without supervisory approval.
For example, when a CBP entry specialist attempts to liquidate an import entry in , the system
displays a warning message, indicating that a drawback claim had been filed against the import entry.
However, entry specialists could override the warning message without supervisory review and
process a refund without investigating pending drawback claims. The purpose of this warning
message is to ensure that both a refund and drawback are not paid on the same goods. Entry
specialists could override system edits designed to detect refunds exceeding the total duty, tax, and
fees paid on an import entry. did not generate override reports for supervisory review.

In FY 2008, KPMG noted that CBP OIT had developed a report in which displays all control

overrides performed at a particular port within . KPMG determined that the report appropriately
accounts for all overrides in order to address the condition identified in previous fiscal years and
identified above. Due to the pervasiveness of this application control weakness, the mitigating

control only partially alleviates the control weakness through implementing this report review process.
Therefore, this issue remains a material weakness specific to drawbacks when combined with the
resulting financial audit test work. This material weakness for drawbacks is reported in our
Independent Auditors’ Report, dated November 15, 2008.
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MANAGEMENT COMMENTS AND OIG RESPONSE

We obtained written comments on a draft of this report from the CBP CIO. Generally, CBP
management agreed with all of our findings and recommendations and they have developed a
remediation plan to address these findings and recommendations. We have incorporated these
comments where appropriate an included a copy of the comments in Appendix D. We have corrected
the risk rating assigned to the notice of findings and recommendation within this report. The risk
rating now corresponds with the risk rating presented in the FY 2008 Consolidated Information
Technology Management Letter.

OIG Response

We agree with the steps that CBP’s management is taking to satisfy these recommendations.
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APPENDIX A

DESCRIPTION OF KEY FINANCIAL SYSTEMS AND IT
INFRASTRUCTURE WITHIN THE SCOPE OF THE FY 2008 CBP
FINANCIAL STATEMENT AUDIT
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DESCRIPTION OF FINANCIAL SYSTEMS AND IT INFRASTRUCTURE

Below is a description of significant CBP financial management systems and supporting IT
infrastructure included in the scope of CBP’s FY 2008 Financial Statement Audit.

Locations of Review: The in

The in
The in

The Port of

The Port of

Systems Subject to Review:

- is CBP’s financial management
system that consists of a ‘core’ system, which supports primary financial accounting and reporting
processes, and a number of additional subsystems for specific operational and administrative
management functions. is a client/server-based financial management system that was
implemented beginning in FY 2004 using a phased approach that replaced the -
based financial system.

— is a collection of business process mainframe-based
systems used by CBP to track, control, and process all commercial goods, conveyances and private
aircraft entering the U.S. territory for the purpose of collecting import duties, fees, and taxes owed
to the Federal government. Key application software within includes systems for data
input/output, entry and entry summary, and collection of revenue.

- is the commercial trade processing system

being developed by CBP to facilitate trade while strengthening border security. is being
deployed in phases, with a final full deployment scheduled for FY 2012. As is partially
implemented now and processes a significant amount of revenue for CBP, was included in a

limited scope in the FY 2008 financial statement audit.

— Used for tracking seized assets, Customs
Forfeiture Fund, and fines and penalties. The resulting financial information interfaces with CBPs
financial management system.
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APPENDIX B

FY 2008 NOTICES OF IT FINDINGS AND RECOMMENDATIONS
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Appendix B
U.S. Customs and Border Protection

Information Technology Management Letter
September 30, 2008

Notice of Findings and Recommendation — Definition of Risk Ratings:

The Notice of Findings and Recommendations (NFR) are ranked with a risk rating of High, Medium,
and Low based upon the potential impact that each weakness could have on CBP’s information
technology (IT) general control environment and the integrity of the financial data residing on the
CBP’s financial systems, and the pervasiveness of the weakness. The risk ratings are intended only to
assist management in prioritizing corrective actions, considering the potential benefit of the corrective
action to strengthen the IT general control environment and/or the integrity of the CBP financial
statements. Correction of some higher risk findings may help mitigate the severity of lower risk
findings, and possibly function as a compensating control. In addition, analysis was conducted
collectively on all NFRs to assess connections between individual NFRs, which when joined together
could lead to a control weakness occurring with more likelihood and/or higher impact potential. The
risk ratings, used in this context, are not defined by Government Auditing Standards, issued by the
Comptroller General of the United States, or the American Institute of Certified Public Accountants
(AICPA) Professional Standards, and do not necessarily correlate to a significant deficiency, as
defined by the AICPA Standards and reported in our Independent Auditors’ Report on the CBP’s
financial statements, dated December 4, 2008.

High Risk: A control weakness that is more serious in nature affecting a broader range of financial IT
systems, or having a more significant impact on the IT general control environment and /or the
integrity of the financial statements as a whole.

Medium Risk: A control weakness that is less severe in nature, but in conjunction with other IT
general control weaknesses identified, may have a significant impact on the IT general control
environment and / or the integrity of the financial statements as a whole.

Low Risk: A control weakness minimal in impact to the IT general control environment and / or the
integrity of the financial statements.

The risk ratings included in this report are intended solely to assist management in prioritizing its
corrective actions.
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Appendix C
U.S. Customs and Border Protection

Information Technology Management Letter
September 30, 2008

APPENDIX C

STATUS OF PRIOR YEAR NOTICES OF FINDINGS AND
RECOMMENDATIONS AND COMPARISON TO CURRENT YEAR
NOTICES OF FINDINGS AND RECOMMENDATIONS
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U.S. Customs and Border Protection

Information Technology Management Letter

September 30, 2008

Appendix C

NFR No. Description Disposition
Closed Repeat
CBP-T-07-01 | G without supervisory approval X
CBP-IT-07-02 Agreggee;‘t’;"(?;:g’n Security CBP-IT-08-02
CBP-IT-07-03 | Contractor Tracking Deficiencies CBP-IT-08-03
CBP-IT-07-04 | Labeling of Backup Media X
CBP-IT-07-05 | Password Configurations X
CBP-IT-07-06 | Session Disconnects and Locking X
CBP-IT-07-07 | Version Control for Source Code X
CBP-IT-07-08 Audit Logs CBP-IT-08-08
CBP-IT-07-09 Disabling of Inactive Accounts on CBP-IT-08-09
CBP-IT-07-10 | Physical Access Recertification X
CBP-IT-07-11 CBP-IT-08-46
CBP-IT-07-12 Install CBP-IT-08-12
CBP-IT-07-13 | Complete List of CBP Workstations CBP-IT-08-13
CBP-IT-07-14 | Backup Tape Withdrawal Logging X
CBP-IT-07-15 Inactive Accounts X
CBP-IT-07-16 | Excessive Emergency Access CBP-IT-08-16
CBP-IT-07-17 | Review of X
CBP-IT-07-18 | Recertification of Accounts CBP-IT-08-18
CBP-IT-07-19 | Security Awareness Training X
CBP-IT-07-20 Access Controls X
CBP-IT-07-21 i{leview of Changes to Security Profiles CBP-IT-08-21
CBP-IT-07-22 2}1)"£r]())‘(:;:§mentation Not Formally X

Information Technology Management Letter for the FY 2008 CBP Financial Statement Audit
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U.S. Customs and Border Protection

Information Technology Management Letter
September 30, 2008

Appendix C

NFR No. L. Disposition
Description
Closed Repeat
CBP-IT-07-23 Emergency Change Executive X
Approvals for
CBP-IT-07-24 Re-recertification Process X
CBP-IT-07-25 No formal designation of ISSO for X
CBP-IT-07-26 | Review of Security CBP-IT-08-26
Violation Logs
Administrator Access
CBP-IT-07-27 | A ythorization Weaknesses CBP-IT-08-27
CBP-IT-07-28 Access Policies and CBP-IT-08-28
Procedures
CBP-IT-07-29 Completlon of CF-241 Forms for CBP-IT-08-29
Terminated Employees
CBP-IT-07-30 Removal of Terminated Employees X
from
CBP-IT-07-31 High Risk Combinations X
CBP-IT-07-32 Change Documentation X
CBP-IT-07-33 Change Documentation X
CBP-IT-07-34 | Installation of Anti-Virus Protection CBP-IT-08-34
CBP-IT-07-35 | Configuration Management CBP-IT-08-35
CBP-IT-07-36 | Patch Management CBP-IT-08-36
FY 2007 Issued NFRs FY2007 Closed NFRs FY2007 Reissued NFRs
36 19 17
32
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Appendix D
U.S. Customs and Border Protection

Information Technology Management Letter
September 30, 2008

APPENDIX D

MANAGEMENT RESPONSE TO DRAFT U.S. CUSTOMS AND
BORDER PROTECTION

IT MANAGEMENT LETTER
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LS, Depariment of Homeland Secoriey
Whshingrom, DT 20229

U5, Customs and
Border Protecrion

MAP 4 2005

MEMOREANIN. M FORE; Framk Defler
Aszzizrant Inapeetir Gen
Informacion T cch.nu]ug‘f ;
%
[FIRCHNA: Charles Armstrong lu"
Assistant Comimissicn
Chitice ol Irsl'nrmntic.\p _and L eclnolomy

SLIBJEC TS Nl Avdit Repon - Inloroation Techiology Management Letter
for the Fiseal Year 208 TLS. Costome and Border Protection
Financizl Statcment Audit

This is in reply to vour memorandum dated February 13, 20049, requesting written Somments on
the drall repserl wid responses o the recommendations tat are ineluded in the subjeet
Inlurmalion Techmology (TTh Management letler. The TLS. Costoms and Border Protection
(CTP) ChTice ol Information und Techmology (OTTY would like W provede the ellowing
cirmnmenls an the remedialion selions thal are being performed Toe the Tndings and
recommendationg from the Fiseal Your (FY) 2008 audil

Ceneral Comments

W note thiar last vear the manapemen: lerter was addresssd to the Commissioner of B,

In addressing this vear's lemer divectle ta CRP O i was incortectly addressed 1o the ~Acting”
Aasistant Commissiener.

Concering the risk level assigned fo several of the Anidings, there ame diflTerenees hetween this
dradt and the drail el the com=olidae] FY 2008 Departmentof Homeland Sceonity Dol 1T
Management Telter which we reviewed last week, We request clanfication on which nisk levels
ore assesed e each fmiling.

Access Controls

CRP comenrred with KPMG s recemmandations in this area. All recoimmendations conserning
the have been tmplementec. In additivn, the recimmendation dealing with I'T
Securiny Awarcness training has hesn completed. Thaililing on he

the izsucs dealing with contractor acvess have ulvo been addressed, The work on some issues
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dealing with accass and with the iz
still in progeess. Corrective Action Plans (CAPs) have bean implementad for the Motees of
Findirgs and Recormmendutions (8N 1Rs) and their status is pravided in the aachment.

Service Continuity

CEP cencwrsd with KI'MG™s rocommendations in fhis aiea. The recormar dativn voncerming

maintenance of the coviranment has heen completed.  The recommendations concemmings 4
complete count of worksalions, cand aPolicy (hchesteator were

closely related and interdependenl. They are sch pduled o be completed at the end ol lebruiry.
2K, Inregard to business continuity planning, the squipment is expected w be in place by July
of this vesr.

Syslem Software

CIP eoneurred wath the KPMG recommendations i this area, CAPs have been implemented for
the NI Rs aral their shatus 1 provided in the aftached decument,

Application Control

As noted b the auditors. CBP OF developesd a report in Iy aeconiml for all drawhack
pvarrides. This capabilite bas been pravided 1o Lsers as 4 miligation pending the Tutore
replacement of

Lhirty-fone NERs were issusd o CTP OTT during the BY 2008 sudls (15 were relssues of FY
207 findings ond 18 were new), To date, 14 have been completed and awall closure. pending
RPMG review. CAPs are in progress for the remaining eecommendations and their statos is
provided in the allached,

I v havae umy questions conecening this eesponse, please caniael M Ty Wright, O ee of
Information and Technolopy Audit Liaisew at (7037 286-4 155,

Altachmen)
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Office of Management and Budget
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ADDITIONAL INFORMATION AND COPIES

To obtain additional copies of this report, please call the Office of Inspector General (OIG) at (202) 254-4199,
fax your request to (202) 254-4305, or visit the OIG web site at www.dhs.gov/oig.

OIG HOTLINE

To report alleged fraud, waste, abuse or mismanagement, or any other kind of criminal or noncriminal
misconduct relative to department programs or operations:

+ Call our Hotline at 1-800-323-8603;

 Fax the complaint directly to us at (202) 254-4292;

* Email us at DHSOIGHOTLINE@dhs.gov; or

* Write to us at:
DHS Office of Inspector General/MAIL STOP 2600,
Attention: Office of Investigations - Hotline,

245 Murray Drive, SW, Building 410,
Washington, DC 20528.

The OIG seeks to protect the identity of each writer and caller.






