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MEMORANDUM FOR BOYD RUTHERFORD, ASSISTANT SECRETARY FOR
ADM]!~rlSTRATION

FROM: D~utyCN~fFir~Offi=’ ?

SUBJECT: Policies and Procedures forEmpIoyl ~¢e1 wation

In the fa~t quarter of this fiscal year, we established and serve as co-chairs of an
Executive Steering Committee (ESC) to Mdress the ~m-orma~on Tedmology (IT)
We~nesses in the Department. T!~s E$C is a subgroup of the larger effort to ad&ess
Department-wide int~ma! control weaknesses and compliance with OMB Circular
A-123. The ESC was ~asked to address the ITmaterM weaknesses identified ha recent
Office of Luspector General audits and/he FY 2006 Federal Iaforma~on Security
M~uagement Act and Oi~ce of Manageanent and Budget Circular A-123 reviews. We
have reviewed and analyzed/he Department’~ information technoIo87 internal ann~ol
w~aknesses and are werkiug with Departmental o~ices and.the agencies to take
eor:eefive actions to remediate existing weakaesbes by the end of the ~’rd quarter of this
fiscal year, The ESC has determined that several of/he weaknesses resu!t fiom the
incensistent or lack of Department-wide policies and use of standard procedures.

In our review ofl0gi~a! and physical access controls for automated information systems,
it came to ~e ESC’s a~nfion ~t we have a we~ess in ~e ~u of employee
sep~afiom We have b ~ ~ble to l~a~ or ~den~ D~nt-~de po!~e~es or
~d~d proc~es for employee se~fiom ~s ~ess re~ in see~ ~d
~c1~ ~Sk to ~e Dopiest. It is neces~ to haw ~d~d po~c~es ~d pr~ed~es
for employee sep~a~on to ensue ~t sep~afing ~ployees hay= De~ent-~de:

lap~p~ Blaekbe~, etc.); had logon ~eess to USDA ~d o~r gov~ant systems
~d applications termlY; reded keys, badges or o~er ph~ic~ acce~ de~ces; ~d
p~d ~ money owed to ~e gove~eat prior ~ ~eir dep~e.

If there are Department-wide pulieies and pmced~es gover~ng employen separat{o~, we
would appreofate it ffyou could provide these to us as soon as possible, but no later than
May 1 I, 2007, so we cma include them in the FY 2007 A-123 review process, Copies
shou!d be sent to Annie Walker-Bradley ia the Office of the C~efF’maneJa! Officer,

Thank you for your assistance w~,’th this request. If you tequire further information,
p!ease let us know. PaMda ttealy een be reached at 202-720-0727; Jerzy Wi/!iams can
be reached at 202-72G8833.



Attachment 1
Report of Lost/Stolen Equipment Incident to

Cyber Security
General Information

0CI0-12-05

Date a nd"~t~’ in~idei~t was

Approximate date and time of the incident
including the Time Zone:

Name and Email Address of the person who is
reporting this incident to SNCC :

Telephone number of the person who is repo~ting
this incident:

What USDA Agency does the person work for
who lost the equipment?

Did the computer contain Personal Identity [] Yes (Contact CS by telephone immediately)
Information, proprietary, financial, or Privacy Act
data? [] No (Send emailto cyber.incidents@usda.gov)

[] Unknown (Contact CS by telephone immediately)

was the hardware using encryption? [] Yes

[] No

[] Unknown

Address where the Incident occurred: [City & State]

SNCC tracking number:

Name Of SNCC reporting person:

How did you notify Cyber Security? [] sent email to cyber.incidents@usda.gov

[] Called 1-866-905-6890

[] Called Gall Phillips at 816-516-3864

816-914-0312 (personal cell)

[] Called Bryce Eckland at 913-438-1047 (home)

202-320-0115 (work cell)

Type and Number of Equipment lost?


