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Topics Covered

• What are eAuth and PHIS user accounts?
• Industry Invitation
• The PHIS Enrollment process
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eAuthentication User Accounts

A USDA eAuthentication (eAuth) account allows a 
PHIS user to access the system.

A PHIS user account allows the user to be granted 
authorization to access PHIS resources and do 
business transactions.

A PHIS User Account consists of the following 
sections: General Information, Roles and Work 
Areas, and Miscellaneous
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General Information

• Name
• Email
• Phone
• Account type
• Account status
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Roles and Work Areas

• Assigned roles
• Role’s work areas
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Miscellaneous

• Salutation
• Credentials
• Additional contact information
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Logging Into PHIS

PHIS

Presenter
Presentation Notes
Every PHIS website is protected by the USDA eAuthentication System. A user might be asked (once per session) to enter his User ID and password. If a user is already logged into another eAuth-protected web site, the user will be signed in automatically.
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Industry Invitation
Mail to the industry

Generate and 
sign a letter

User Administration

Navigate to the PHIS 
URL (from the letter)

Designate an 
administrator

Industry

Open a browser

Invitation Key

Enrollment

Accept Invitation

PHIS Admin 
User Account is ready.

Go to PHIS.

Presenter
Presentation Notes
An Industry Invitation is a written request to join the PHIS system. Invitation letters are generated automatically for all registered companies or can be generated manually for a specific company by RMA administrators. 

An invitation letter is mailed to every Industry organization.

An individual who accepts the invitation on behalf of the organization is automatically designated as a company’s User Administrator.

The PHIS User Administrator process enrollment requests and manages user accounts for his or her organization only.

Industry: Establishments, Exporters and Importers.
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Industry Enrollment

Request any 
PHIS web site

User is redirected to the 
Enrollment website (after 
being authenticated by eAuth)

Submit Enrollment 
Request

The Enrollment 
Request Wizard

Enrollment

Submit

Approve
Request 

User Administration

Reject

Approve

PHIS User Account is 
ready. Go to PHIS.

Presenter
Presentation Notes
Industry enrollment is an initial process whereby new individuals (from Industry) apply and are approved for a PHIS user account.

Each Industry user has to have eAuthentication Level 2 user account prior submitting an enrollment request.

For industry users new accounts are created upon approval.
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1. Run the PHIS Enrollment
Request Wizard.
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2. Specify Account Type.

3. Request a role.

4. Select “my”
organization.
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6. Add comments for an administrator.

5. Add preferences.
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7. Review the request
before submission.
Click Finish to submit it.
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8. The request is submitted and pending 
approval.
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Questions
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Preliminary List of Alerts

Question 15
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Existing Alert Catalog
• An NR is under appeal
• Confirmed positive E. coli O157:H7 
• Confirmed positive LM
• Confirmed positive Salmonella
• De-listed Foreign Countries or Establishments Enabled Archive View Log 
• E. Coli suppliers in supplier tracking - Domestic
• Errors from electronic certification transactions Enabled Archive View Log 
• Establishments classified as PH1-a
• Estimated arrival time exceeded for products scheduled for reinspection
• Failure to Present lots Enabled Archive View Log 
• Follow-up tasks (created due to NR completion) approaching due date
• Ineligible import applications
• Lab samples assigned but not scheduled 
• Lots failed APHIS requirements Disabled Archive View Log 
• Lots received but not completed
• Lots with disposition due date exceeded Disabled Archive View Log 
• New Laboratory Sampling Task Assigned
• NRs for adulterated product potentially entering commerce
• Overdue sample collections tasks
• Potential positive E. coli O157:H7
• Presumptive positive E. coli O157:H7
• Recently Scheduled Laboratory Sampling Tasks -- for HQ
• Routine unassigned tasks with approaching due date
• Scores from Foreign Country Scoring execution
• Unscheduled TOI assigned Disabled Archive View Log
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