CONTINUOUS MONITORING
ARCHITECTURE WORKSHOP

Agenda

National Institute of Standards and Technology
NIST MAIN CAMPUS

Administration Building (101)
Green Auditorium
Gaithersburg, Maryland

Monday, March 21, 2011

This meeting is open to Federal employees, industry, and the public.
Advance registration is required.

8:30 a.m. Welcome and Announcements
Peter Mell, NIST

8:40 a.m. Information Security and ldentity Management
Committee Continuous Monitoring Initiatives and
History
John Streufert, DOS

9:10 a.m. DHS Continuous Monitoring Strategy, Directions, and
SAIR Tier llI
Matt Coose, DHS

9:40 a.m. DOD Continuous Monitoring Vision and Objectives
Kevin Dulany, DOD OSD

10:10 a.m. Session Break

10:30 a.m. Continuous Monitoring Definition and Enterprise
Architecture
Steve York, NSA

11:00 a.m. CAESARS Framework Extension (FE), Technical
Reference Model
Peter Mell, NIST

12:00 p.m. Application to the NIST Risk Management Framework
and Associated Continuous Monitoring Guidance
Kelley Dempsey, NIST



12:30 p.m.

1:30 p.m.

4:15 p.m.

5:00 p.m.

Lunch on your own (NIST cafeteria is down the hall)

Continuous Monitoring Architecture Requirements
Workgroup

David Waltermire, NIST

Peter Mell, NIST

Purpose: Discuss draft CAESARS FE requirements and
obtain feedback on how to best refine them.

Purpose: Discuss the low level interface and payload
specifications necessary to support CAESARS FE.

Vendor Feedback and General Discussion
Zachariah Ragland, BAH
Peter Mell, NIST

Questions for vendors to answer:

1. To what extent to commercial tools already support the
CAESARS FE capabilities?

2. What would commercial tools need to do to support the
CAESARS FE architecture?

3. Does CAESARS FE meet organization’s continuous
monitoring needs?

4. What should the CAESARS FE team change?

5. What questions remain unanswered?

Closing Remarks and Adjourn
Peter Mell, NIST



Directions:

Directions to NIST Main Campus

The headquarters site of the National Institute of Standards & Technology is located at 100
Bureau Drive in Gaithersburg, Maryland, just off Interstate Route 270, about 25 miles from the
center of Washington, D.C.

From northbound 1-270 take Exit 10, Route 117 West, Clopper Road. Bear right at the first light
onto Clopper Road/West Diamond Avenue. At the next light, turn left onto the NIST grounds.

From southbound I-270 take Exit 11, Route 124, Montgomery Village Avenue/Quince Orchard
Road. Bear right at the first light onto Route 124 West, Quince Orchard Road. After you merge
onto Rt. 124, Quince Orchard Road, turn left at the second light onto Route 117, West Diamond
Avenue. Turn right at the first light onto NIST grounds.

From Baltimore Take 195 West. Take 95 South Exit #4B toward Washington. Take 495 West
Exit #27-25 toward College Park/Silver Spring. Take 270 North Exit #35 toward Frederick. Take
270 Local North toward Montrose Road. Enter the Collector/Distributor lanes at Exit 9 and take
Exit 10, Route 117 West, Clopper Road. Bear right at the first light onto Clopper Road/West
Diamond Avenue.

NIST Main Gate

We are now instituting an additional requirement for visitor vehicles entering the campus. When a
Guest/Visitor checks in at the NIST Visitor Center at Gate A and intends to drive into the campus,
they will have to show two documents: a Photo 1.D. (State issued driver's license, Federal ID or
passport) and a Vehicle Registration card. If a guest does not have a valid vehicle registration,
they will be required to park at the Visitor Center and take the NIST Campus Shuttle. Visitors
driving rental cars can show their rental agreement in lieu of vehicle registration.

Once you leave the Visitor Center, you will be asked to show the name badge you picked up and
a photo ID before being admitted onto the campus. At the main entrance stop sign, make a left,
follow until you see signs for the Administration Building (101) (it's the tallest building). There is
visitor parking across from the Administration Building. The meeting is in Lecture Room A on the
first floor. The cafeteria is also located on the first floor. Visitors must wear a visitor badge at all
times while on the NIST campus.

METRO Shuttle Red Line

NIST provides shuttle service for official visitors and staff to and from the Shady Grove Metro
Station from 6:45am to 6:00pm on the Red Line. Visitors using Metro can meet the NIST shuttle
at the east side "Bus Bay C" area of the Shady Grove Metro Station at 15 and 45 minutes past
the hour. The shuttle departs from the front of the NIST Administration Building on the hour and
half hour. The ride between NIST and the Shady Grove Metro Station takes approximately 15
minutes, depending on traffic conditions.



