
(f) se
n
d

in
g p

e
rso

n
al e

-m
ail th

at m
igh

t b
e
 co

n
stru

e
d

 b
y th

e

re
cip

ie
n
t to

 b
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g d
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w
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, re
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 o
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r d
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 re
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t p
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e
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 b
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t p
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itio

n
, N

IST
 u

se
rs sh

o
u
ld

also
 b
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r re
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s b
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 b
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p

e
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 b
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ciate
s, w

ill re
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at w

as w
ritte

n
 b

y w
e
ll-k

n
o

w
n
,

e
stab

lish
e
d

 so
u
rce

s. A
t a m

in
im

u
m

, yo
u
 sh

o
u
ld

 b
e
 ab

le
 to

id
e
n
tify th

e
 o

rigin
al so

u
rce

 o
f th

e
 so

ftw
are

 an
d

 valid
ate

 th
at

yo
u
 can

 lo
cate

 an
d

 co
m

m
u
n
icate

 w
ith

 th
e
 au

th
o

r o
r

co
m

p
an

y to
 d

iscu
ss p

ro
b

le
m

s th
at m

igh
t arise

.

•
M

ak
e
 su

re
 an

ti-viru
s so

ftw
are

 is in
stalle

d
, se

t to
 au

to
-

p
ro

te
ct, an

d
 m

ain
tain

e
d

 w
ith

 cu
rre

n
t an

ti-viru
s d

e
fin

itio
n
s

b
e
fo

re
 in

stallin
g an

y so
ftw

are
 o

n
 N

IST
 co

m
p

u
te

rs. 

•
Scan

 d
o

w
n
lo

ad
e
d

 file
s fo

r viru
se

s b
e
fo

re
 in

stallin
g an

d
 ru

n
-

n
in

g th
e
m

. G
e
n
e
rally `

sh
rin

k
-w

rap
p

e
d

' co
m

m
e
rcial so

ftw
are

sh
o

u
ld

 b
e
 fre

e
 fro

m
 viru

se
s (alth

o
u
gh

 so
m

e
 m

an
u
factu

re
rs

h
ave

 d
istrib

u
te

d
 in

fe
cte

d
 so

ftw
are

). 

•
N

IST
 so

ftw
are

 m
ay b

e
 in

stalle
d

 o
n
 n

o
n
-N

IST
 co

m
p

u
te

rs fo
r

w
o

rk
-re

late
d

 p
u
rp

o
se

s (e
.g. to

 w
o

rk
 fro

m
 h

o
m

e
). N

IST
 so

ft-

w
are

 m
u
st b

e
 re

m
o

ve
d

 fro
m

 n
o

n
-N

IST
 co

m
p

u
te

rs w
h
e
n
 th

e

in
fo

rm
atio

n
 te

ch
n
o

lo
gy u

se
r is n

o
 lo

n
ge

r asso
ciate

d
 w

ith

N
IST

 o
r w

h
e
n
 th

e
 in

fo
rm

atio
n
 te

ch
n
o

lo
gy u

se
r n

o
 lo

n
ge

r

n
e
e
d

s th
e
 so

ftw
are

 fo
r w

o
rk

-re
late

d
 p

u
rp

o
se

s. T
h
is re

q
u
ire

-

m
e
n
t d

o
e
s n

o
t ap

p
ly to

 N
IST

 so
ftw

are
 w

h
e
re

 th
e
 so

ftw
are

u
sage

 lice
n
se

 allo
w

s fo
r fre

e
 p

u
b

lic d
istrib

u
tio

n
.

N
IST

 co
m

m
u
n
icatio

n
s facilitie

s m
ay b

e
 u

se
d

 to
 p

ro
vid

e
 acce

ss

to
 N

IST
 in

fo
rm

atio
n
 te

ch
n
o

lo
gy syste

m
s an

d
 th

o
se

 o
f o

th
e
r

o
rgan

izatio
n
s fo

r au
th

o
rize

d
 p

u
rp

o
se

s. E
xam

p
le

s o
f au

th
o

rize
d

acce
ss to

 syste
m

s in
clu

d
e
:  

•
A

cce
ss to

 N
IST

 syste
m

s an
d

 n
e
tw

o
rk

s fro
m

 o
ff-site

 lo
ca-

tio
n
s fo

r u
se

rs w
ith

 sp
e
cific n

e
e
d

s fo
r su

ch
 typ

e
s o

f acce
ss,

su
ch

 as acce
ss w

h
e
n
 o

n
 trave

l o
r fro

m
 h

o
m

e
; 

•
A

cce
ss to

 acad
e
m

ic, go
ve

rn
m

e
n
t, an

d
 in

d
u
strial co

m
p

u
te

r

syste
m

s fo
r acco

m
p

lish
in

g jo
in

t p
ro

je
cts, w

h
e
re

 th
at acce

ss

is au
th

o
rize

d
 b

y th
e
 o

w
n
e
r; 

•
A

cce
ss to

 acad
e
m

ic co
m

p
u
tin

g facilitie
s fo

r tak
in

g co
u
rse

s. 

To
 e

n
su

re
 acco

u
n
tab

ility o
f actio

n
s an

d
 re

so
u
rce

s, e
ach

 p
e
rso

n

w
h
o

 h
as acce

ss to
 a N

IST
 in

fo
rm

atio
n
 te

ch
n
o

lo
gy syste

m
 m

u
st

h
ave

 an
 in

d
ivid

u
al acco

u
n
t. Sh

arin
g o

f acco
u
n
ts an

d
 p

assw
o

rd
s

o
r au

th
o

rizatio
n
 m

e
th

o
d

s is p
ro

h
ib

ite
d

, e
xce

p
t in

 sp
e
cial case

s

su
ch

 as e
-m

ail acco
u
n
ts fo

r th
e
 o

p
e
ratio

n
 o

f sp
e
cial se

rvice
s

su
p

p
o

rte
d

 b
y a te

am
 o

f p
e
o

p
le

.  A
cce

ss to
 N

IST
 in

fo
rm

atio
n

te
ch

n
o

lo
gy re

so
u
rce

s re
q

u
ire

s fo
rm

al w
ritte

n
 au

th
o

rizatio
n
 b

y

a u
se

r’s m
an

age
r. T

h
e
 au

th
o

rizatio
n
 sh

o
u
ld

 sp
e
cify th

e
 d

u
ra-

tio
n
 o

f th
e
 acce

ss to
 th

e
 N

IST
 re

so
u
rce

, acce
p

tab
le

 u
se

 o
f th

e

N
IST

 re
so

u
rce

, an
d

 a ratio
n
ale

 fo
r gran

tin
g acce

ss to
 N

IST

in
fo

rm
atio

n
 te

ch
n
o

lo
gy re

so
u
rce

s. A
 co

p
y o

f th
e
 au

th
o

rizatio
n

an
d

 a co
p

y o
f th

is p
o

licy sh
o

u
ld

 b
e
 give

n
 to

 th
e
 u

se
r.

G
e
n
e
ral acce

ss to
 p

u
b

lic N
IST

 in
fo

rm
atio

n
 te

ch
n
o

lo
gy

re
so

u
rce

s, su
ch

 as W
e
b

, b
u
lle

tin
 b

o
ard

s, p
u
b

lic an
o

n
ym

o
u
s ftp

,

M
o

saic, go
p

h
e
r, o

r o
th

e
r se

rvice
s

u
se

d
 b

y N
IST

 to
 d

isse
m

in
ate

 in
fo

r-

m
atio

n
 to

 th
e
 p

u
b

lic re
q

u
ire

s n
o

sp
e
cial au

th
o

rizatio
n
. H

o
w

e
ve

r,

m
isu

se
 o

f th
e
se

 se
rvice

s o
r

atte
m

p
ts to

 e
xce

e
d

 au
th

o
rize

d

acce
ss is su

b
je

ct to
 th

e
 sam

e

p
e
n
altie

s as o
th

e
r u

n
acce

p
t-

ab
le

 u
se

s as d
e
scrib

e
d

 in

th
is p

o
licy.

N
IS

T p
ro

v
id

e
s a

cce
ss to

 in
fo

rm
a
tio

n

te
ch

n
o

lo
g

y
 re

so
u

rce
s, in

clu
d

in
g

 co
m

p
u

te
rs,

n
e
tw

o
rk

s, a
n

d
 p

e
rip

h
e
ra

l d
e
v
ice

s, to

su
p

p
o

rt th
e
 N

IS
T m

issio
n

. Th
e
 fo

llo
w

in
g

g
u

id
e
lin

e
s a

p
p

ly
 to

 a
ll w

h
o

 u
se

 a
n

d

a
cce

ss N
IS

T.
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