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• API Security Overview – What are the basic principles of 
API Security? 

• API Security Issues - What are some common security 
issues associated with APIs? 

• API Security Team – Who can secure an API? What 
resources are needed? 
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• APIs are very similar to websites from a security 
perspective - the same vulnerability checks that work 
against websites will work against APIs 
 

• The risks of deploying an API can often be mitigated using 
the same measures used to secure a website 

 
• If a strong application security program is already in place, 

additional resources (human or technical) are generally 
unnecessary when securing an API 
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• From a security standpoint, APIs can essentially 
be treated just like websites due to the similar 
(often exact same) technologies being used 
– URLs and APIs are both used to access information 
– Information is requested, an action is performed, and 

information is returned 
 

• A few key differences 
– While a website is meant for humans to look at, APIs 

are like websites for machines – they are meant almost 
entirely for machines to read 

– Information is generally returned in much safer formats 
via APIs than via standard websites; most times there 
is no client-side code execution with APIs 
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URL Requested: http://www.website.com/resource 

Response when requested from browser: 
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URL Requested: http://www.website.com/resource 
Response when requested from tools using an API: 



• In the previous example, the same data is returned from a website 
and the corresponding API, except one is pretty for normal humans 
using a browser and the other is pretty for developers and machines 
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Developers Normal humans 



• Common website security checks can also be used for 
APIs 

 
• Ensure well-known and secure protocols are being used 
 
• Secure code reviews – API code should be reviewed for 

vulnerabilities and best practices before being put into 
production 

 
• Vulnerability scanning – Regular automated scanning of 

servers and applications  
 
• Data returned can sometimes be sensitive – treat it as 

such, limit access to specific URLs and data when 
necessary 
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• Automated web scanning tools 
– Website vulnerability scanners 
– Server-side scanners 
– Manual checks for vulnerabilities 
 

• Secure code reviews of API functionality can be (and often 
are) conducted by the same team as website code reviews 
– From a coding perspective, API code is very similar to website 

code, technologies used are identical and sometimes even 
coupled with the website 
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• Good News! If an effective website security program 
already exists, very few additional resources are needed to 
secure an API 
 

• Due to the similarities of APIs and websites, a website 
security team can easily handle API security 

 
• As no new security technologies need to be adopted, the 

costs of API security to an organization are minimal 
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For more information please contact: 
 
Mr. Alejandro Caceres, CNO Engineer 
Phone: 304-989-1431 
Email: alejandro.caceres@lunarline.com  
 
Mr. Waylon Krush, CEO 
Phone: 571-481-9300 or Mobile: 703-200-8123 
Email: waylon.krush@lunarline.com 
 
Keith Mortier, President & COO 
Phone: 571-481-9302 or Mobile:  571-236-4190 
Email: keith.mortier@lunarline.com 
 

ISO 9001:2008  Maturity Level 2 of CMMI®  NSA/CNSS Approved Training  VA Certified SDVOSB 
  
 
 

Note (throughout this presentation): 
® CMMI is registered in the U.S. Patent and Trademark Office by Carnegie Mellon University 
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